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Abstract

Distabutad Denial of Senize (DDoS) s a fype of aitack using the volume, intensity, and more
costs miligation o increase in fhis era, Altackers used many zombie compurers to exhaust the rescurces
avalable to a nefwork, applicetion or service so that avihcnzed viers cannol gain access or the nelwork
service is down, and ffis & great loss for Intermet users in computer nefworks affecled by DDeS altacks.
This rescarch proposed lo develop & new epgroach lo defec! DCoS atisohs based on networt iraffic
activity woro stanistically analyzed vaing Gawssizn Maive Bayes method Caia will be cxiracted fram
training snd festing of netwerk trafic in & core rauter st Master of Infarmation Technalogy Research
Laboratary Ahmad Danian Universify Yoogyakarta (MITRLADUY, The new approach in detecting ODoS5
altacks is expected to be a relalion with Ihalrusion Deteclion System (IDS) o predict the existence of DDoS
altachs based on average and standard devialion of nelwork peckels in accordance with the Gaussian

method.
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1. Introduction

Cisco 2016 Annual Security Report [1] showed Do3 attacks stll top the External
Challenges Faced. Respondent doss not Consider any of these to be challenges in the
organizalion with 3 %, Zero-Cay Allacks and Brule Force wilh 35 %. Wherees DoS leads Lhe
chart ¢f the External Challenges Faced with 38 %, ahead Advanced Fersistent Threats 43 %,
Phishing 54 %, and Malware 68 % It shoews that DDeS attacks ars still interesting to
investigata. Figure 1 shows the Cisce stafistic about External Challenges Faced.

Figure 1. External challenges faced

Jesreena Kaur Bains et al [7] propound model used Naive Bayes Classifier with K2
Learning process on reduced NSL KDD data set for each atlzck clase. In this msthod, every
layer i1s individuzally trained to detect a single type of attack category and the outcome of cne
layer 1o incrzase the detection rate and for better categerization of both the majority and
minority attacks.
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Mangesh D Salunke and Ruhi Kakra 3] used Maive Bayes Classifier and Artificial
Nezural Metwork to defect the DDoS attack They are proposed systzm is divided into twa
modules. First Training Sel Generation, create a database for future use. All incoming packels
are geing through each level of training set genaration and create dynamic date set and mark
the incoming packet as “CK packat” or ‘Attack” And then the second medule is Real-Time
Layered Intrusion Detection System, applying K-means clustering and Naive Bayes algorithm
for data mining and classification algorithm to classify the attack as SY N flood, PING flond, UDP
fload

Kanagalakshmi K. and Naveenantony Raj [4] used Hidden Nawve Bayes Multiclass
Classifisr Meodel on network [Intrusion Detection System for struggling progressively
sophisticaled network atlacks. Bharli Nagpal et al [5] comparing many scftware DDo$S atlacks
that showing comjplete information of the software DDoS attacks. V. Hema and C. Emily Shin [3]
used MNaive Bayes to caloulate Do8 attacks comparing Detzetion Rate and rate False Positive
with the achisvements by the proposed and existing systems. Mange@dunke at al [7] used
K-means Clustering and MNaive Bayes to classifying DDo5S attacks with number of the malicious
nackets carectly classified as malicious in Truz Pasitive (TE), numbear of normal traffic falsely
classmecgs malicious In False Positive (FF), when the malicious traffic 1s classified as normal
traffic in False Negative (FN), and number of benign packets correctly classified as benign in
True Negative (TN),

Gnanapriva M. And Karthik R. [8] showed superiority Maive Bayes detection method
campared with Information Gain and Gain Ratio. Niharlka Sharma et al [9] usad K-Mzaans
Clustering, MNaive Bayes, Meural Network, Fuzzy Lopgic, and Genetic Algorithm to review
ancmaly Do3 stiacks to IUS by language Machine Learming. Mohammed Alkasassbeh et al [10]
incorporates three well-known classification techniques: Multi-Layer Farceptron (MLP), Bayes,
and Random Foresl. Thal show MLP achieved is the highest accuracy. 8 H C. Haris el al [11]
had been observed and analyzed in IF header for the first 2xperiment There are five main fizlds
that are impertant in arder to detect threats. The experiment is facusing an Intemet Protacal
Version 4 (IFv4), so the IPY musl be 4 and IP header lenglh musl be squal or akove than 20
bytes and equal or below than 60 bytes.

Mikhil 5. Mangrulkar et al [12] proposed Intrusion Cetection System and Intrusion
Prevention 3ystem using Maive Bayes Classiier. Freprocessing part, Classificaticn part, and
Protection part became part of the principal. Majed Tabash and Tawfig Bathroom [13] compared
many methods fo detecting and preventing the netwark from QoS attacks. Tha methads are K
MM with K=3, Decision [rge, SVM, and Nalve Bayes. Mavdeep Singh et al |14] compared
Analysis of different DDoS detection Technigque with Statistical Method, |DS, IDS based
Dempster-Shafer Theory, Packet information Gathering and Freprocessing, Network Detection,
and Real-time Detection System. Primula Is Armani and Imam Radi [15] used K-Mesans
Clustering to classify DoS attacks in three danger levels Low, Medium, and High

Previous papers describe different technivues to detect DoS/CLoS attacks. We
proposed to conduct further research on netwark testing, network processing, and analytical
methods to achieve hatter detection accuracy with different netwark traffic and make the
deleclion sysleme basad cn average and standard devialion according lo the Gaussian melhod.

2. Basic Theory
2.1. Three-way Handshake

Communication betwaen computers requires a standard protocol called & three-way
handshake as seen in Figure 2. The communication contains a protocol exchangs between the
server and the attacker [16].

Three-way handshake frem a normal TGP cannection initiates fransmissicn frem an
attacker by sending SYN to the server, and the server will allocate a buffer to the user and reply
with SYM and ACK packet. This stage. the connectian is in g half-open state, waiting for an ACK
response from lhe attacker o comgletz the conneclion settings. When the connection is
completed, this is called thres-way handshake. But TCP 53YN Flood attacks manipulate this
thre=-viay handshake by making server busy with a SYN request. TGP SYN Flood is 2 common
form of Denial of Sarvice stiack. TCP SYN Flood can be observad with 2 Packet Capture
apglication by using 2 spanned link to observe apy of server actvity. TCF SYN Flood
features are often the emergence of the incaming IF Address to the server |P Address that
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always appear to the server |5 calculated within a certain time range and used as fsafure
axtraction as a DDoS attack [11]
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Figure 2. Thres way handshaks

2.2, Gaussian Distribution

The Gaussian distribution is one of the common and impeortant methods in probability
calculation and statistics, introduced by Gauss in his study of arror thaory [17] Gauss uses it o
describe emrors. Experience shows that many randem variables, the height of adult males, and
rezction time in pegychological experiments, &l of which can b2 sclved by the Gaussian
distribution [18]. The Gaussian distribution is:

Px) = ——e 2 (1)

Where, u is average and & is slandard devialion, lo calculale p and § values for numerical
attributes using formula

bt

po= it i2)

i

5= T Ll =pp® (3)

=1

2.3. Naive Bayes Algotithm 18
Bayes thearam is stated mathamatically as the following equafion [?]

__ P(BJAYPLA) :

Where: 4 and B are events

P(A) and P (B) are the probabilities of EEnd B independent of each other

P (A|B), a conditional probability. is the probabilily of 4 given that B is buz

F(B|A), is the probability of B given that 4 Is true

Based on Gaussian distribution and Maive Bayes algorithm, vie proposed to caloulate
incoming IP Address and packet length using packet capture application as numerical input ©
be displayed in the 2-dimensional graph. &fter obtaining numerical input, the data is processed
using GCaussian Naive Bayes methcd based on a caleulation of average and standard deviation.

3. Proposed Methodology
3.1. Architecture Diagram
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Figure 3 Architecture Diagram, where the client is a router in MITRLADUY and
sonnected to an investigator with a spanned link
a. Caplure P Packels

Metwaork traffics is cellectzd using packet capture application. The input packets traffic is
resized for further operation.
b.  Analyzing the |P/{Data Facket

IP packets are processed and analyzed to find out the normal network traffic and in
case of under attack
¢, Features Extraction

In the stage whers implemented data processing which ariginally shaped log file inte a
form thal can be provessed further, so thal the dala can be ralrieved fiom the important
infarmatiar,
d. Training Set Fermation

Training set formation is a stage where the training implementad with naive Bayes
method of log data file result processing tc recognize the pattern of attacks
2 Apply Gaussian MNsive Bayes (Clessify)

Classity is the stage where the results of the traning, tested with data test to know the
success of introduction of DDe3 attacks
f. Classification Fredictor

The system provides cutput in the form of a normal traffic or under attack. The system
will produce the output of an attacker's [P addrass

o CAPTLRED
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TR T
il TN THE FEATURES
Fuatarncat ] EXTRACTMG
AFFLY KANE TR
gy = € rmumllun
LN (CLABEIEY) .
CLATOFICATION
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Figure 3. Architeclure diagram of proposed research on MITELACUY

3.2, Topulogy

Figure 4 shows the distribution of Computer network in MITRLADUY that router serves
B users to access the (nternet. In this propased research, DD6S attacks will he captured by the
invesligator as data input through the spanned link. Simulations were dones by § attackers from
outsice the |aboratory to the victim |F Address 172.10.64 250 using DDo5 application Low Crbit
lon Cannan [LQIC) and Wireshark packat capture application ta abserva network traffic activity
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Figure 4. Network topology

3.3, Classification

Numerical data input will be processed by Gaussian MNzive Bayes Classifier and give
decision result in the form of normal access or attack Figure 5 shows the proposad
classiflicalion process using the Gaussian Naive Bayes melhod.

INPUT Prh—r ?um'
Lot Gpoond
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=
'F__-i T L_y Aarlards

Figure 5 Classification process

4. Result and Discussion

Altack scenarnio s done in accordance with the topology in Figure 4, namely |F address
172.10.64.199, 172.10.85.151, 172.10.71.29, 172.10.71.49, 172.10.201.5, and 172.10.201.19
perform 0008 atlacks using LOIC application to the victim with IP address 172.10.64.250.
Attacks are performed within 3 minutes and captured using packst capture applicaticn.

4.1. Input Parameters

Packet capture determings network traffic activity data in Form of time range. incoming
|IF address packet length, and so on We observe netwark traffic within 3 minutes caused by
storage limit and caloulate the incoming P address and packet length to serve as input
parameters of numerical data that can be visualized in the classification process. Figure 5
shows the capture result for the input parameter.
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Packet capture determines natwork traffic activity data in form of tima range, incoming
IF address packel length, and so on. We observe network trafic within 3 minutes caused by
storage limit and calculate the incoming |P address and packet length to ssrve as input
paramelers of numerical dala thel can be visualized in the classilicalion process. Figurs 6
shows the capture result for the input parameter.

Table 1 shows the results of calculating incoming IP addresses and packet lengths o
be the cocrdinate paint values on tha x-axis and y-axis in 3 minutes ime range.

Table 1. MITRLADUY Metweork Traffic 3 minutes Time Range

Imearing IF (1IF] in Packet lzngth (PL) in . Tire Rangs
IP aderess fime mn.gce (» oxiz) time mwcgn(.'y axiz) fiocess (mir.ute:g}
192 168.10.2 EL] 10048 Mermazl 3
182 168.10.3 2449 354808 MNormal !
192 168 10 4 fHG 111132 Mozl A
192 168.10.5 1003 140340 Nemmél 3
192 188108 1174 160075 Mormnal 3
192 168.10.7 1118 148707 Narrnal 3
192 168,108 1200 161528 MNarmel 3
192 168.10.9 1606 226308 MNomal 3
172.10.64 199 4515 1027355 Aftack 3
172 10 85 151 14320 2522400 Artack 3
172102015 2811 2044024 Attack 3
172.10.201.19 4407 1014119 Atlack 3
17210071789 i1 st 0 Atack k!
172 10.71 49 11205 1804624 Antacl 3

4.2, Current Classification with Naive Bayes in Matlab

We use Mallab software for classification process because this softwars 1s very familiar
for users and also very good for displaving the graph

Matlab provides Naive Bayes classificabion facility for data precessing. Network traffic
can also use this facility to know the class. In the process of classification, using K, L, O, and
also function f. It will make difficult for many people to understand. Figure 7 shows the Meatlab
sode of Maive Bayes lassification with many coefficients.
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Figure 7. Naive Bayes code in Matlab

The result of network traffic classification is shown in Figure 8, the normal class setis
limited by the cuadratic curve on the blue line with the green circle set member. The other is the
attack class with a red square set membar
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Figure 8. Result of classification in Matlab facility

4.3, Proposed Classification with Gaussian Naive Bayes in Matlab
Based on lable 1, the farmulas (2), and (3), we can calculale the average and standard
deviaticn of the normal class and attack class. The average and standard deviation are:

- Incoming IP's average of normal class =1172

- Incoming |P's avarags of attack class =87386

- Packet length's average of normal class =167865
- Packet length’s averege of attack class =1859840
- Incoming |P's standard deviation of nonmal class =655

- Incoming |P's standard deviation of attack class =377

- Packet length’s standard deviation of narmal class =108741

- Packet length’s standard deviation of attack class =560838
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| e set of each class 1s based cn the average and mafch standard deviation p+ixd) to
get thdlERst accuracy, so the set can shelter its members. Average of each class to be the
cenler of the sel and coupled wilth the match standard deviation thal slates the exlent of the sst
of 2ach class. We have calculated the matzh standard deviation to get the bast accurscy with
the set area | +(38) for the normal class and BB 55) for the attack class Figure 9 shows the
set of normal classes and set of attack classes based on average and standard deviation.
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Figurs 9. Gaussian Naive Bayes classification based on the average and slandard devialion

Finally, formula (1) and formula (4) ars used L{:rmdicl netwerk traffic aclivily sc that it
can ke known [P address that attacks to the victim. Table 2 shows the IFP addresses that
per‘l‘nrrﬂmal activities and [P addrasses that perform attacks.

Table 2 alzo shows the |[F addressss that perform normal activities are 182.168.1C 2,
192,168.10.3, 192.1€8.10.4, 192.168.10.5, 192.1€5610.6, 182.168.10.7. 192.166.10.8 =zand
192,188.10.9. |F addresses that perform the ettack activities are 172.10.64.1589, 172.10 85,151,
172.10.201.5, 172.10.201.19, 172.10.71.29, and 172.10.71.48.

Table 2. Metwork Traffic Prediction of MITRLADUY Activities

nenring Parhkat
Mo  IP Adcress l!p' IF} In .'1"”’" PL}  aicess  PriomallPl =< PlattacklP]  CLASS
ime (2nge  in e range
e {x mxis) rE_!": 5] e
1 192 168.10.2 36 10048 MNORMAL 1.£288E-09 > 1.96172E-11 NMORMAL
2 192 165.12.3 2448 J84508 FORMAL 1. 2866E 09 > 2 26724E 11 NMORMAL
3 192168104 786 11152 MORMAL 18879E-00 =  23003E-11  NORMAL
4 192 16010 5 1003 1401540 MICEMAL 1 51 " hk-0E = < AEaE-11 MOREMAL
5 102168.10.6 1174 160075  MORMAL 1.90305E00 >  24TOSTE11  MORMAL
6  192.168.10.7 1118 148707  NORMA&L  .927E.09 =  3.4443E-11  MORMAL
7 192168.10.0 1200 16°525  NORMAL 1.9706E-08 >  24B793E-11  NORMAL
B 192 168.10.49 TEOE G306 PCTM AL 1. 8E7SC-09 > 2 71357C-11 NMORMAL
9 1721064189 4515 1827388 ATTACK 6347TE 14 < B520582E 11 ATTACK
10 1721086151 14320 5502230 ATTACK 4032130 <  GI3277E-1  ATTACK
11 17210201 5 S84 2044024 ATTAZK <. 0Z8C-20 < 5. 892607C-11 ATTACHK
12 172.10.201.19 4307 1014119 ATTACK 1. 7146E-11 = B 20481E-11 ATTAGK
13 172107128 8338 3356408  ATTACK  3.300E.22 <  550322E-11  ATTACK
14 472107148 11206 1654524  ATTACK  15579E48 <  G7O0S4E-11  ATTAGK
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5, Conclusion and Future work

The sverage and standard deviation can be used as a raference to craate a sot of

vlasses using Gaussian Maive Bayes method. The average indicates the cenler of he class ssl,
whereas the standeard daviation shows the extent of the clazs set The width of the set of each
class is mere specific 1o all members of the set The Gaussian Maive Bayes method can also
predict accurately and precisely. Further research is expected to process moere data sc that it
cah test the accuraczy of the Gaussian Maive Bayes mathod.
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