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ABSTRACT

SQL Injection is a technique to exploit web
applications that use the database as data storage. By
being able to influence what will be forwarded to the
database, the attacker can exploit the syntax and
capabilities of SQL, as well as the power and
flexibility to support database operation functions
and available system functionality to the database.
The purpose of this study is that Snort IDS that can
detect SQL Injection attacks produces logs that can
provide information about attackers and attack
notifications in real time using email. The subjects in
this study are building a webserver network system
using Snort IDS to detect SQL Injection attacks. The
method used is NIST 800-30, where there are 9
important stages in risk assessment. Data collection
methods in this study are observation and literature
study. The research stage is the stage of doing a case
simulation to try to implement Snort in detecting
mntrusions or attacks, where there are 5 stages of
research namely vulnerability testing, attack scenario.
snort configuration, data collection, and analysis
stage. The results of this study are a webserver
system development using Snort IDS for SQL
Injection attack detection systems and real time
attack notifications using email.
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1 INTRODUCTION

The sccurity of Internct-based information
systems in today's global era is a must to pay
more attention. because the public and global
Internet networks are basically unsafe. When
data is sent from one computer to another on the
Internet, it passes through a number of other
computers which means it will allow the user to
take over onec or more computers. Unless a
computer is locked in a room with limited access
and the computer is not connected out of the
room, it will be safe. Internet security breaches
happen almost every day around the world.

Computer networks connected to the internet
provide a lot of convenience in accessing
information from around the world. However,
network connections with the Internet actually
increase the possibility of interference with
system sccurity. Computer network security is
very important to maintain the validity and
integrity of data and ensure the availability of
services for its users.

The other side, internet does not always give the
promised that can provide a variety of
information that cxists in any part of the world,
because the various crimes that exist in real life
was more common in the internet world. Crime
on the internet is popular with the name
cybercrime. Today, the internet has become part
of our daily lives as one of the means of
communication in business as well as for the
private. But behind that there are many holes
weakness of the system on the internet that can
be exploited by the cracker for not good
purposes, such as mail bombs, randomize home
page, data theft, password or credit card number.

Computer networks connected to the internet
provide a lot of convenience in accessing
information from around the world. However,
network connections with the Internet actually
increase the possibility of interference with
system security. A computer becomes easily
accessible and at risk to be infiltrated by parties
who want to access the computer. Consequently
computer systems are at risk to threats or attacks.
It is very dangerous for corporate computer
systems that contain confidential data and may
only be accessed by certain people only. Forms
of threat that may occur is tapping or theft of
confidential data. Therefore the computer
network system must be equipped with a system
that can detect intrusion or intrusion. The system
is known as Intrusion Detection System (IDS)
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Computer network security is very important to
maintain the validity and integrity of data and
ensure the availability of services for its users. In
order for the computer network system is not
disturbed even to be damaged by intruder
attacks, it is necessary network security system
that can cope and prevent intruder attacks.

Intrusion Detection System (IDS) is an attempt
to identify intruders entering the system without
authorization or a legitimate user but mih§es the
privilege of system resources. Intrusion
Detection System is implemented with the
application of sniffing process. observation of
data traffic, and traffic log analysis. Thus, an
administrator can make decisions based on
observed traffic to determine the network
security settings they manage.

SQL Injection is a technique of exploiting web
applications that use database as data storage. By
being able to influence what will be forwarded to
the database. an attacker can take advantage of
SQL syntax and capabilities, as well as the
power and flexibility to support database
operation functions and system functionality
available to the database.

Detect of SQL Injection attacks on the web
server as done with forensic evidence in the
forensic process model approach. is forensic
methods for collecting information. checking.
analyzing, and reporting. Methods that can be
used to perform information security risk
management such as Octave, NIST SP 800-30
and ISO 27001. NIST §FB00-30 Has 9 steps to
perform risk analysis is system characterization,
threat identification, vulnerability identification,
control analysis, trend analysis, impact. risk
determination, control recommendations and
documentation,

NIST SP 800-30 has been shown to contribute
more like providing a consistent and
comprehensive information security insight for
policy makers, structured resource modeling,
information security insights acceptable to
multiple risk takers, casy identification of
threats. decision makers do not hesitate to take
risks because every risk has been properly
investigated. NIST SP 800-30 best of 3 methods
for risk analysis is Mehari, Magerit and

Microsoft's  Security Management  Guide
especially when performing risk analysis, NIST
SP 800-30 provides control recommendations.

2 BASIC THEORY
2.1 Network Forensics

Network forensics is defined as the capture,
recording, and analysis of network events to
determine the source of security attacks or other
incident problems. In other words. network
forensics involves retrieving, recording and
analyzing network traffic. Network data comes
from existing network security equipment such
as Firewall or intrusion detection systems,
checked for attack characterization, and
investigated to be traced back to the attacker.[1]

Router

Switch
Webserver
Apache
Cloud
Email Investigator

Figure 1. network forensics flow

Digital evidence can be collected from various
sources depending on the needs and changes in
the investigation. Figure 1 shows Collection
evidence in this study used recordings of traffic
from webff§ver apache. Digital evidence can be
collected at the server level. proxy level or some
other source.fE®r example the level of digital
proof server can be collected from web server
logs that store browsing activities that are
frequently visited.[1]

2.2 Intrusion Detection System (IDS)

Intrusion Detection System (IDS) is a software
or hardware application that can detect
suspicious activity in a system or network. EES
can inspect inbound and outbound traffic in a
system or network, perform analysis and look for
evidence of intrusion experiments (intrusions).

2]
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2.3 Snort IDS

Snort IDS is an open source IDS that is de facto
the industry standard IDS. Snort can be
downloaded at www.Snort.org. Snort can be
implemented in a multi-platform network. Snort
is onc of the software to detect system
instruments, able to analyze real-time traffic and
logging IP Address, able to analyze port and
detect any kind of intrusion or attack from
outside like buffer overflows, stealth scan. CGI
attacks, SMPS probes, OS fingerprinting. [3]
The Snort Configuration The steps in performing
the Snort configuration are as follows:[6]

1. Setting the variable for the network to be
detected. [

Configuring dynamic loaded libraries.
Configure preprocessors.

Configure the output plugins.

Add other configuration runtime.

Customize the rule or rule to be added.

Bowvswn

2.4 Structured Query Language (SQL)

Structured Query Language (SQL) is basically a
textual language that allows interactioffiith
database servers. SQL commands like INSERT,
RETRIEVE, UPDATE. and DELETE are used
to perform operations on the database. The
programmer uses this command to manipulate
the data in the database server.

2.5 SQL Injection

SQL Injection is defined as a technique that
exploits an Unvalidated input vulnerability and
injects SQL commands through a web
application run in a back-end database. Based on
the definition, it can be said that SQL Injection
attack is very dangerous because the attacker
who has successfully entered the system
database can manipulate the existing data in the
system database. Improper manipulation of data
by an attacker can cause harm to the owner of an
injected website. Leakage of data and
information is fatal. Such data may be misused
by irresponsible parties.[4]

Based on the definition, it can be said that SQL
Injection attack is very dangerous because the
attacker who has successfully entered the system

database can manipulate the existing data in the
system database. Improper manipulation of data
by an attacker can cause harm to the owner of an
injected website. Leakage of data and
information is fatal. Such data may be misused
by irresponsible parties.

3 Methodology and Experimental Setup
3.1 System Architecture

Website with a local server with http://
192.168.232.1/SQLInjection/ address used as an
example of SQL Injection attack. the website has
a basic PHP script that loopholes against SQL
injection attacks and uses mysql Database.[5]
There is a login menu on the home page using a
web application in the form of input to be able to
access information in the website. after user
login there are 4 menu that is menu send
message, view message, edit profile. In send
message menu user can send message to other
user and can see the message in view message
menu, user can edit profile information of each
user in edit profile menu, user can edit firstname,
surname, and email. web server using windows
OS 10, web application technology PHP 5.6.31,
apache 2.4.26 and back end MySQL DBMS
5.16]

Snort IDS generally runs in Linux operating
system. on the windows operating system must
be configured in advance in order to run
properly. This forensic research network uses a
localhost server. This server uses a static IP that
is 192.168.232.1. The initial configuration stage
is the installation process of Snort IDS and then
enter the default rule of snort to detect SQL
Injection attacks.| 7]

3.2 NIST Method

ENIST 800-30 is a standard document developed
by the National Institute of Standards and
Ekchnology which is a continuation of the legal
responsibilities under the Computer Security Act
Act of 1987 and the Information Technology
Management Reform Act of 1996. NIST 800-30
there are two important stages of risk assessment
and risk mitigation.[8]

Stages of risk assessment based on NIST 800-30
are:
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I. System Characterization
At this stage, the boundaries of IT systems
must be identified, including resources and
information.

2. Threat Identification
Consideration of the possibility of emerging
threats such as sources. potential
vulnerabilities and existing controls.

3. Vulnerability Identification
Identification of vulnerabilities is used for
the development of vulnerability lists of
systems that can be utilized later.

4. Control Analysis
An analysis of the controls that have been
implemented or planned for implementation
by the organization to minimize or eliminate
the likelihood of development from threats.

5. Likelihood Determination
The process of ranking against potential
vulnerabilities can be carried out in the
environment of vulnerability. Factors to be
considered are threats (source and ability),
nature of vulnerabilities and the existence
and effectiveness of controls when applied.

6. Impact Analysis
This stage is used to determine the negative
impact resulting from the successful
application of vulnerability.

7. Risk Determination
Risk level assessment of IT systems is done
in this step.

8. Control Recommendations
This stage assesses which controls can
reduce or eliminate identified/frisks. the
recommended control shoul@Jbe able to
reduce the risk level on the IT system and
data, to an acceptable level of risk.

9. Results Documentation
At this stage, the development of the risk
assessment report (source of threat,
vulnerability, assessed risk and
recommended control) is carried out.

3.3 SOL Injection Attack Scenario

Scenario of SQL Injection attack was conducted
to test whether the configuration Intrusion
Detection System (IDS) Snort on the web server
has been successfully installed. The simulation
was performed using SQLMAP used to test
Intrusion Detection System (IDS) Snort to detect
attack of SQL Injection as shown in Figure 2.[9]

Normal Website User Attacker
othl : 192.168.232.3 eth0 : 192.168.232.2
gataway : 192.168.232.1 gateway : 192.168.232.1

Q@ —U—3

Attack Alert Snort
Via Emall Webserver Apache DBMS
gatoway : 192.168.232.1 (MySQL Server)

Figure 2. SQL Injection Attack Experiment Scenarios
Phase 1 : information gathering

This tool has a command line interface and with
a series of commands one can retrieve the data
from the database and take over the web server
of the application. The command shown in the
Figure 3 is used to retrieve data like the database
names, the server it is running on, the operating
system etc.[9]

B Select CAWINDOWS\system32\crnd.exe

IC:\sqlmap>sglmap.py -u localhost/webkorban/index.php?idel --dbs

Figure 3. command used to gather information

Phase 2. Database system disclosure

In order to carry out an exploit on a web
application, gathering the information about the
server is said to be crucial and plays an
important role in exploiting the victim’s
data.[10] The command to gain information
about the database server, the command that is
executed is

sglmap.py et I
k HY

localhost /webkorban/ index.php?id=1 --
dps. This command returns the information like
the back-end DBMS. the server running on the
web application, etc.

Figure 4. retrieving server information and return database
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Here the sqlmap directs a series of payloads into
the input fields and finds the compatible payload
that escape clause the input parameter and
fetches data as shown in Figure 4,

Phase 3. Exploiting tables
DatdfZBe that would contain crucial information
like credit card details. social security numbers,
usernames. passwords etc. Here in this case we
discovered 7 databases, so we had to screen all
the databases and we did the scanning in the
sequential manner.[11] The first database here
was db. Hence the database can be skimmed for
tables. Figure 5 is result for the command to
C\plOll tables ina dalabase on the sqlmap lool is

Figure 3. displaying table and column name

Phase 4. Dumping column value

The attacker would retrieve value for personal
information. The user table has the id. password
and username values of the appllcallon Thc
command to dump column \alues 18 Sql )

s R | all rl =

-dump. This command dumps the column \alues
in the respective table and displays it as shown in
Figurc 6. In the samc fashion, the passwords arc
retriecved as well and Then the access to the
website is  granted with the admin
credentials.[12]

Figure 6 shows the experiment result from
dumping user table that contains email,
username and password.

F;éure 6. dumped email, username, and password.

3.4 Intrusion Detection System (IDS) Snort
Configuration

Configuration phase Intrusion Detection System
(IDS) Snort performed to detect any demand
(request) data, cither by request or attack. after
configuring snort, then the mnext rule
configuration in accordance with the rules that
have been owned by the snort to detect attack of
SQL Injection as shown in Figure 7.[13]

/ package attack moda//

capture package

rules configuration

detection

what is the package
match with the
snort rule?

no

yes

email notification

Figure 7. flowchart the proposed architecture

Figure 7 shows the detection system workflow
on snort and warning in the form of email
notification on a network that is attacked by SQL
Injection attack. This attack detection stage
consists of several processes:[14]

a. System is given SQL Injection attack
packets.

b. The SQL Injection attack package is detected
by the IDS snort system and processed by the
detection engine.
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c. The attack packet is checked and matched by
the snort rule whether it includes SQL
Injection attacks or just normal traffic.

d. The attack packet matches the rule, the
packet will be detected as an attack,
otherwise it is just normal traffic.

e. Data packets will be detected as attack and
stored traffic data as logs.

f. then processed by Folder Watchdog to be
forwarded as notification via email.

The experiments of the proposed work has been
described in this section. We have created a web
server whose data is secured with ASCIIL[15]
For that, id and password are stored in ASCII
also. In web server SNORT is implemented
which has a rule to alert about SQL Injection
from any IP. Program list below shows the rules
aﬁelect the incoming SQL injection attack.

Alert tep any any —) any
SHTTP_ P\’_?'F& (msg: "Terdeteksi
Serangan SQL Injection';

L=

low:to server,established;
ontent: "User-Agent| 34| Sglmap";
ast pattern:only;

i SR .
http header;

=

- 000071 »
acblVvVliLCLy,;, s1d.: ;Ju-._/-_.u4,

Figure 9 show the log generated for SQL
Injection by SNORT.

Figure 9. SQL injection logged by SNORT rule

When the attacker enters the SQL Injection and
it is encountered then the attacker is being
transferred to log file. Now in the log file, the
log of the attacker is traced and folder watchdog
2 triggered to sent mail to administrator to alert
them.[16]

3.4 Data Collection

Collection of evidence in this study using the
recording of IDS traffic. The reconstruction
process starts after the internet-connected web
server sends a notification via email using
Watchdog Folder 2 which has supervised the log
folder, the snort log changes because the Snort
IDS captures the traffic that is considered a
predefined rule. log files appear in the Snort
folder directory in c: \ snort \ log.

The databasc is connccted and connected to the
internet. Then the swiich is connected to the
server IDS (Intrusion Detection System) Snort,
so that if there is anomaly traffic that will be
directly detected by the snort and the notification
appears. The Watch Dog folder serves as the
notification sender when there is a log change to
the folder that the Snort log is being monitored.

3.5 Mitigation

Mitigation is a series of efforts to reduce risk.
After the Snort log files are recorded. the log file
will be taken and analyzed using Wireshark to
have this forensic evidence. When detected, the
Snort rules will give a warning message in the
alerts as shown in Figure 9. And also, folder
watchdog to alert administrator via email as
shown in Figure 10.[17]

SnortSystem changed (C:\Snortilog) Inbox ¥

E SnonSystem <arifrodi@gmail com>
tome =

Changes al SnortSystem (C.\Snarfiog)

Type Action MNarms Size State Date Local Time/UTC
File Changed snortlog. 1518185924 2036 N/A  Feb 09, 2018 212147 1 14.21.47

Figure 10. alert using email

Email notification system is used To send alerts
in the form of cmail that there is an attack into
the web server. Email is the fastest and most
appropriate medium used for alerts. From the
simulation of attacks that have been done into
the web server network. it will bring up a log file
followed by an email notification. Set the
recipient's email address as well as view and set
the email notification log to be sent to the
recipient's email address. An example of email
notification from log snort can be seen in Figure
10, The image explains that there has been a log
change on the Snort IDS with the name
snort.log.1518185924 on February 29, 2018 at
21:21. The email is sent instantly in the event of
SQL Injection attack on the web network. the
speed of internet connection can be a factor of
email speed sent by the watch dog folder
residing in the system.

The analysis continued with statistics module
endpoint in Wireshark used to collect attack
packets contained in log files Intrusion Detection
System (IDS) Snort during the attack
simulation.[18]
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4 Result Analysis

4.1 User Acceptance Test (UAT)

User Acceptance Test is a user testing process
that is intended to produce a document that
serves as proof that the software has been
developed acceptable by the user, if the test can
be considered to meet the needs of the user.
Testing by performing a SQL Injection attack
simulation process before and after the
mitigation process on the website provided by
the researcher. There are 10 simple questionnaire
lists on the system. 10 questions and results from
testing before and after the mitigation.
Assessment categories used for the questionnaire
include:

a. Disagree (TS)

b. Less Agree (KS)

c. Agree (S)

d. Strongly Agree (SS)

There are 10 simple questionnaire lists on the
system, 10 questions and results from testing
before and after the mitigation

a. The Snort IDS system can run when a
program call is made.

b. Snort IDS System can monitor traffic from
IP Address under supervision.

¢. Snort IDS system can detect SQL Injection
attacks.

d. Snort IDS system can bring up logs when
SQL Injection attacks occur.

e. Snort IDS system can display real time alerts
on system commands when SQL Injection
attacks occur.,

f Log IP Address can be a source of
information from the attacker.

g. Log port source can be a source of
information from the attacker.

h. Snort IDS system can protect from SQL
Injection attacks.

i.  Snort IDS system can block the attacker's IP
Address.

J- Snort IDS system can send email alerts to
managers email (Administrator).

After the above questionnaire is given to
participants before and after mitigation. then the
questionnaire data is processed to get the result
of User Acceptance Test. For user acceptance
test data can be seen in the attachment. From the

assessment results of User Acceptance Test

testing can be drawn conclusions are:

a. The system user who has chosen Disagree
(TS) before mitigation gets 35% and after
mitigation gets 0%.

b. System users who have selected Less Agree
(KS) before mitigation get 48% and after
mitigation get 10%.

¢. System users who have selected Agreement
(S) before mitigation score 17% and after
mitigation score of 44%.

d. System users who have chosen Strongly
Agree (SS) before mitigation get 0% and
after mitigation score of 46%.

5 Conclusion

The conclusions that have been obtained during
the research process in detecting SQL Injection
attacks on the web server concludes that the
implementation of Snort's Intrusion Detection
System (IDS) on the web server can be used to
help provide SQL Injection attack detection
information by utilizing special SQL Injection
rules that are implemented by the Intrusion
Detection System ( IDS) Snort. Log files are
taken from snort to analyze illegal action
activities that occur in the web server
environment based on log file analysis. Based on
the implementation of the Intrusion Detection
System (IDS) snort to detect SQL Injection
attacks in this study can be used properly and
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