Evidence Gathering and ldentification of
LINE Messenger on Android Device

By ABDUL FADHIL



International Journal of Computer Science and Information Security (IJCSIS),
Vol. 18, No. 5, May 2018

Evidence Gathering and Identification of LINE
Messenger on Android Device

Imam Riadi

Department of Information Systems
Universitas Ahmad Dahlan
Yogyakarta, Indonesia
imam.riadi@is.uad.ac.id

Abstract—Smartphone's usage and their applications become
popular in our society, nowadays, One of the most influential
applications in our social life is the instant messaging application.
LINE messenger is one of the popular instant messaging
applications around Asian country. LINE has about 60 - 70
percent active users per month from 144 million accounts in
Japan, Taiwan, Thailand, and Indonesia. Like most other instant
messengers, LINE services are able to keep their user's personal
files such as text chats, pictures or photos, and video. These files
have the valuables and specific information about the user. In the
law enforcement, this kind of information can be an authentic
evidence to solve crime cases. In this paper will show the ability
of a forensic tool in acquisition digital evidence on Android
device. The work is separated into two tests, the application
analysis acquisition, and full content acquisition. The digital
evidence also has been identified, such as text chats, pictures, the
name of the sender and the recipient, and the chat time
(timestamp).
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- INTRODUCTION

Android's smartphone has some interesting applications
that popular in our society. One of them is the instant
messaging application. It is different from SMS that only
provide text message delivery. Instant messaging (IM)
applications are able to deliver text messages, pictures, videos,
and other files, instantly. There are many names of the instant
messaging application based on Android platform. The main
factors of its widespread use are because of the ease of use, fun
experience, and free cost.

LINE messenger is one of instant messaging application
that popular in the Asian country. Exactly 67.3 percent of the
monthly active user from 144.7 million accounts in Japan,
Taiwan, Thailand, and Indonesia [1]. LINE is basically point-
to-point communication system between users. It supports
group chat, private chat, and bot chat. Group chat and private
chat are for chatting between users while the bot chat is for
advertising purpose.

The widespread use of IM application also brings some
problems. One of them is cybercrime, especially cyberbullying.
Cyber bullying in some social network application is reach
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about 25 until 70 percent, while suicide victims around 355
percent [2]. Cybercrime is a serious issue nowadays. Not only
bullying, fraud, stalking, and pornographic are also easier occur
in IM. It also happens in some instant messaging applications
like BBM, Whatsapp, and LINE messenger. Acc g to
United Nations's comprehensive study, Cybercrime is a limited
number of acts against the confidentiality, integrity, and
availability (CIA) of computer data or systems [3]. Figure 1
shows CIA triad that is a guide for measures in information
security against cybercrime. It can be said that the information
security is the main focus on cybercrime issue.

Cybercrime can be happened in any electronic devices, like
roid smartphone. The crime scene in an Android device is
able to sol the investigator with some mobile forensic
techniques. Mobile forensics is one of the forensic digital
branches that learn on how to perform evidence recovery from
a smartphone device [4] Gathering evidences and identify them
is one important step to assist law enforcement.

The digital evidence gathered from Android device must be
represented as much as possible. The support evidence can be
expected to assist law enforcement in solving the cases of
digital crimes [5]. The set of informafhn in any Android
devices is usually similar. There are Personal Information
Management (PIM) applications, messaging, e-mail, and web
browsing. NIST [6] mentions 17 potential evidences on the
mobile device, such as date/time, text messages, photos,
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Figure 1. CIA Triad of information security
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outgoing, incoming and missed call logs, instant messaging,
etc.

- II.  LITERATURE REVIEW
12

A. Digital Evidence

Digital evidence is information stored or transmitted in the

ary form that may be relied on in court [7]. Digital evidence
is fragile, volatile and vulnerable if it is not handled properly
[8]. The change of data can be influenced the result. It is
necessary to keep the device in isolation mode. The purpose is
to avoid any data from wiping and altering by any condition.
The simple move to do this isolation is@med the airplane
mode on Android device. Digital evidence can be found in hard
drive, flash drive, phones, mobile devices, routers, tablets, and
instruments such as GPS [9].

B. gabf‘ le Forensic

Mobile Forensic is a science field that studies the process of
digital evidence very using the appropriate way from a
mobile device. It is the science of recovering digital evidence
from a mobile phone under forensically sound conditions using
accepted methods [10]. Mobile Forensic is needed because
mobile-based (e.g. smartphone device) services are increasing
and getting more users, with the growi pularity of mobile
computing and mobile commerce [8]. Mobile phone forensic
analysis involves either manual or automatic extraction of data
to be carried out the mobile phone forensic examiners [11].
Analyzing digital evidence stored on a Android device is one of
mobile forensic challenges in law enforcement.

. rf.r'sr'.f.r'on and Extraction

Data acquisition from an Android device can be largely
divided into the software-based method and hardware-based
method [12]. The acquisition is basically a gathering evidence
process in order to preserve authentic digital evidence.
Extraction is the method to acquire data from the data source.
The extraction method can be derived from the phylifal
extraction and logical extraction. Physical extraction is a bit-
by-bit copy of the mobile device with the maximum amount of
"deleted data or files" recovered [13]. Logical extraction is a
method of forensics that principally extracts allocated data
from a mobile device and is typically acquired by accessing
data in the file system [14].

D. gEgroid

Android is an open-source OS developed by the Google,
based on the Linux ke and designed primarily for
touchscreen devices [15]. Android is an operating system
created initially for mobile devices, such as smartphones and
tablets, but nowadays it has become ubiquitous and popular in
other “smart' devices, e.g., cars, televisions,_and watches. Its
kemel is Linux-based. but also includes ¢ nents that are
not typically found in a Linux kernel. The Android operating
system is a stack of software components which is roughly
divided into five sections and four main layers as shown below
in the architecture diagram as shown in Figure 2 [16].
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Figure 2. Android architecture

E. LINE messenger

LINE messenger is one of IM provides their users by phone
number registration. The users also can create an account in
LINE by using a Facebook account. There are many features in
LINE messenger, such as private chat, group chat, stickers, and
hidden message. Igbal et al. found that "Hidden messages"
feature in LINE are deleted from the device and the LINE
servers after the end of the set message timeout duration [17].
So, they thought this feature could be used by criminals to
ensure their conversations can are still hidden.

F. MOBILedit Forensic

MOBILedit is a forensic tool that allows investigators to
logically obtain. This tool wuses several connectivity

(b)

Figure 3. Screenshots of MOBILedit Forensic setting : (a)Test 1 (b)Test 2
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mechanisms, especially wireless connectivity rather than
]ar tools. This software is good enough to be used to obtain
phone system information and other information such as
contacts and text messages. Figure 3 shows about reporting
settings in MOBILedit forensic. MOBI forensic is one of
forensic tool that has been tested by National Institute of
Standards Technology (NIST). This tool can run the process of

examination, reporting, and logical extraction acquisition [6].

III. TooLs AND METHODOLOGY

The researchers want to acquire expected caital evidence
from LINE messenger on Android device. To ensure the
authenticity of the data that has been acquired, recording a hash
value on the data imaging results needs to be conducted [18]. In
this particular work, the forensic tool and the device are not
totally representative of the real condition (cybercrime
investigation). The purpose of this work is only to enrich
forensic study. Some forensic tool testing might be conducted
in CFTT program by NIST [19].

A. Tools

The forensic tool in this research is the main equipment, but
it must be supported by othe: Is to get a good result. The
tools that used in this research can be seen in Table 1.

TABLE 1. Tools for forensics research

No. Tools Deseription
e Asus A4551 Laptop. Intel Core 13 2.0 GHz
L. Workstation Windows OS
Handset / Android Asus Zenfone C 7007 Android ver. 4.4.2,
2. .
Device Rooted
3. USB Cable USB ver. 2.0
4. Forensic Tool MOBILedit ver. 9.0

B. Methodology

The purpose of this research is to gather digital evidence
and identify them. The method is using two kinds of extraction
techniques. MOBILedit has two kinds of this extraction:
application analysis extraction and full content extraction. We
want to analyze and identify the two different digital evidences
from one forensic tool. Figure 4 show a simulation of data
extraction process in the forensic tool.

oﬁ; L

Figure 4. Data extraction process in mobile forensic
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Figure 5. Research methodology

Data extraction process may take some time to
complete. First extraction and second extraction processes in
Figure 5 show different processing time. It proved by data
extraction log. Some forensic tools come with reporting
feature, so analyzing and identify process can be done by
observing the report. For a better preparation, prepare working
folder on separate media (hard drive) to keep evidence files and
data can be recovered or extracted.

IV. RESULT AND DISCUSSION

The result of the process is some potential evidence from
two extraction processes: application analysis extraction
(extraction I) and full content extraction (extraction II).

IM application that used in this research is LINE messenger
version 7.14. As shown in Figure 6, LINE messenger in the
mobile device has 125.7 MB data size and 626.7 kB chance
size. RAM used in the extraction process on the first test
(application extraction) is 53.2 MB. This RAM usage is
different from the second test (full content extraction), that is
94.5 MB.

From data extraction log, it is clearly different in the
duration of the process. In the first test as seen in Figure 7 (a),
data extraction completed in 14 minutes 48 seconds. In the full
content exfraction, the process complete in 59 minutes 22

% Label LINE
Package Jp-naverline.android
Version 7140

Apglication Type  User Application

E application Size  68.3 MB
B Data Size 1257 M8
B Cache Size 626.7 kB
@ First Installed 2017-1012 05:36:50 (UTC+7)
@ Last Updated 2017-1012 05:36:50 (UTC+7)

RAM Usage

s53.z2mB

Figure 6. LINE data extraction in MOBILedit

seconds as seen in Figure 7 (b). Application analysis extraction
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Data Extraction Log

2017-11-15 06:52:31 Data extraction started - M(
2017-11-15 07:07:19 All 4 archive fileéa were suc
2017-11-15 07:07:18 All 2 audioc files were succe
2017-11-15 07:07:19 All 2 documents were succes:
2017=11=15 07:07:19 All 14 image files were suc
2017=11=15 07:07:19 11 4 json files were succes
2017-11-15 07:07:19 11 5 sglite databases were
2017-11-15 07:07:19 All 46 xml files were succe:
2017=-11=15 07:07:19 All 1434 other files were g
2017-11-15 06:52:34 All 1 applicatiocns were succ
2017-11-15 07:07:19 Adb backup was successfully
2017=11=15 07:07:19 Data extraction finished

(a)
;

Data Extraction Log

2017-11-15% 11:16: Data extraction started - MOBILaedit Foren
Né phonebdok contacts found 1o axtract
No SIM phonelook contacts found Lo exLrac
No missed calls found Lo extract
No dialed numbers found o extractl
No received calls found T GXTract

All 4§ magages were succeaafully extracte

Mo srgunirer SUGRTS FoUnRd £o QNEFAST

ALl 143 archive flles weze successfully @

All 18 audio files ware ﬁ'dbﬁﬁﬂﬂf.l:ly @xtr

All 1 cartificatas ward succafssfully axty

Onable to extract all 427 Socusents - 421
[¥aad fallura] [AAta/aVares/dsopbas, e
lzead fdata/fsysten/dropbax/ave
[read fallure] /data/syscen/dropbex/pla

017-11-15 12:01:16 [read fallura] /eom.goegla_andeold gma/

tes_cache.db/OD00ET. log

2017-11-15 12:01:=1& [raad fallural /com.goegle androld. gma/

ean_redult_ciche db/000047.10g

2017-11-15 12:08:36 [read failure] /oom.android.chrome/live

R R R R TR T

All 965 image files were successfully ext
AlL 44 }Iﬂh files waré succesafully extra
All 545 gglire darahages vars fuscossfull
A1l 1446 xnl files were succeasfully extr
Onablé to extract all 18215 othar filas -
spe] fdata/datafeom.godcgle. an
[read fallure] /fdata/data/com.go0gle.an
[read fallure] /daita/backup/pondlng/jou
foon. google. androld. gna/
feon. geegle . andrald. gma/f
[read fallure] foom.google. oid.gmua/
w - db/MANIFEST-000066

2017-11-15 12:02:10 [read fallure] /eom.goegle.andseld.gma/
t_cache.db/MANIFEST=000046

5 12:08:28 [read fallure] /oom.andreld.chzoma/live

[xead

Adh backup Was SUCCassfully procassed
A1l 172 applicatlions were successfully ex
Data extraetion fimished

(b}
Figure 7. Data extraction log from (1) first test and (2)
sccond test.

in MOBILedit only focus on extract any files related to LINE
messenger application, such as audio files, documents, image
files, SQLite databases, XML files, and other files. In the
second test, full content extraction completed its process with
more various data, such as phonebook contact, missed calls,
incoming and outgoing calls.

In this test, some potential evidence has been acquired
totally. The Android device contains LINE messenger artifact
such as contact, text messages, picture, audio, and timestamps.
Data acquisition on this test uses physical extraction because
LINE messenger's data cannot acquire in logical extraction.
Rooting on the device meant that the data obtained can be
maximally extracted.
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Figure 8. Text message artifact

Potential evidence obtained from both extraction tests
shows the difference. Significant differences exist in the
number of image and audio files. Both of these proofs may be
helpful in cases of the crime requiring a transfer of images or
voice mail. While the evidence in the form of text messages
obtained fairly complete. However, there is less actuality in
reporting the text of the conversation, the sequence or
chronology of unordered text conversations as seen in Figure 8.
This is according to the researchers is the weakness possessed
by MOBILedit as a forensic tool.

The weakness of MOBILedit in chronological order of this
text message can be seen in the picture. The disagreement in
the chronology of the message text will be a problem in the
trial, as it is not actual and weak in constructing arguments.
Therefore, the use of other forensic tools needs to be done in
order to be a benchmark and present stronger evidence in court.
The result of the identification of digital evidence acquired by
MOBILedit can be seen in the Table 2.

In addition to the extraction process done in MOBILedit,
this tool can perform the reporting process. Reporting done by
MOBILedit can be presented in several forms, namely: HTML,
PDF, and Excel. While the extraction results can be changed to
form Backup file, Export file, and Cellebrite UFDR (for UFED
reader). This backup file can be examined repeatedly.

TABLE 2. Evidence Comparnson from Data Extraction

Description
Evidence

Extraction | Extraction 1

) 83 contacts with
Contact Information 83 contacts

profile picture

Text Message 51 messages 51 messages

Photos / Images 14 images 969 images
Audio 2 files 18 files
Application’s File 1 file 172 files
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V.

In this research, the better result produced by full content
extraction from MOBILedit forensic tool. Although the text
message and timestamp from two reports has similarity, the full
content extraction process is able to show more specific data,
especially in contact information evidence. Full Content
extraction was able to show the pr picture of the contacts.
There are various forensic tools that can be used by the

iner to acquire digital evidence. The evaluation of
forensic tools can be conducted to get an overview forensic tool

ability.

CONCLUSION

VI. FuTurE WORK

After the researchers know about the ability of MOBILedit
forensic to do some extraction processes, the next research
about forensic tools must be done. MOBILedit report has some
weakness in the data sorting. Maybe other forensic tools have
more advantage then MOBILedit. We suggest evaluation of
Oxygen forensic or Belkasoft can be conducted in the future
work. Both of them are widely used in the mobile forensics.
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