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ABSTRACT

The security of based internet information system is a
must to care about. Because the network which is public
and global basically are not safe. When the data sent
from a personal computer to another personal computer,
the data will across several personal computers it will
give another user a chance to steal the data. It almost
happened every day in the whole world. One of the way
to steal the data is Man In The Middle Attack which
attacks the server. Intrusion detection system is
implemented with sniffing, traffic data watch process,
and log traffic snort analyze are open source. Intrusion
Detection System Snort analyze all the traffic system to
sniff and search for several kinds of cybercrime in the
network. The research is implemented with a Live
Forensic method which basically has the same
traditional forensic technique that is identification of
saving, analyze and presentation. This research is
expected to get the information such as log with sets the
snort into personal computer to detect attack of web
server, and then analyze the log file to explore the
evidence forensic digital from log snort file. This
research generates information in the form of alerts from
attacks displayed by IDS Snort that are already installed
on the web server. The log file is analyzed using
Wireshark for exploration of digital forensics evidence
inthe form of an IP Address that attacks, when the attack
occurred, how the attack occurred, and where the attack
occurred. Based on the implementation of IDS Snort to
detect Man in the Middle Attack. The results of the
exploration of digital forensics evidence are obtained in
the form of IP Address and port used by attackers to
access the web server. Mitigation of attacks is done by
blocking the [P Address and port used by the attacker to
access the web server. This research has been
successfully carried out.
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I. INTRODUCTION

The development of the internet network is getting
huge and wide, the security of internet information
system is a must to care about. Because the network
which is basically public and global basically are
not safe. If someone looks for something that the
main purpose is the internet and look for the
reference, but the internet will never always give
what being promised such as information from the
whole world, because there are so many crimes
happened on the internet, this crime called
cybercrime. That’s why the computer system must
be complete with the system which can protect the
sniffing and intrusion. The system called intrusion
detection system (IDS) [1].

Snort IDS is used to detect port scanning on a
computer network [2]. In addition to IDS Snort is
also used in monitoring wireless network traffic [3].
IDS is a system for identifying the sniffer who tries
to attack the system without authorized or legal user
but abusing privilege the source of the system. [DS
will notify if something suspicious or illegal had
Erppened [4].

Man In The Middle Attack is one of the attacks on
the network with open access LAN network. This
way it will be done intercepts username and
password (ARP Poisoning) by using a computer
attacker inside a network multiple computers [5]
therefore in their need to take preventive attack
detection. 6]

One of the mitigation that can be done to prevent
ARP Poisoning is by blocking the attackegy [P
Address and port used for incoming [7] and [8] Man
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In The Middle Attack based evil twin become a

dangerous terror for WIFI network users. The
attacker will use fake AP (Access Point) with
different gateway configuration with legitimate
Access Point so the kind of this attack will be
difficult to detect. [9] IDS Snort is used for
monitoring wireless networks against packet
sniffing attacks. [10]

Live Forensic is a method which has the same
traditional forensic technique that is identifying the
storage, analyst, and presentation. Live forensic is
a response from lack of traditional forensic
technique which can’t get the information from the
data and exist information while the system is on a
process such as memory activity, network process,
file swap, running system process information from
the file system. This research uses live forensic
technique such as preparation, case simulation,
forensic investigation, analyst, and reporting. [9]
Based on the background of the problem, it is
important to have network forensic using snort to
detect the attack of Man in The Middle Attack.
@hen the topic of the final project research is
Network Forensics Analysis Against Man in The
Middle Attack Using Live Forensic Methods.

II. LITERATURE REVIEW

Conducted research about network forensic to
detect an attack in the web server which explains
about snort IDS configuration where snort works
real time [11].[1] defines that intrusion detection is
a watch process of action happened in PC or
network and analyze the possibility of an accident.
The accident means terror of violation or threat of
policy violation computer security, acceptable
usage policies or based security practice.

The research conducted by [12] identified that the
attack of DDoS in the computer network, discussed
network security from DDoS attack, find the
attacker, and reconstruct the attack with the analyst
of sniffing evidence.

The research conducted by [13] is about package
identification in honeynet network ID_SIRTII/CC,
identified that parameter of the attack while getting
the traffic honeynet data network, investigated

package honeynet data, analyst PCAP in the
honeynet network. This research is using Tapping
Mirroring Method.

The research conducted by [14] is about the security
of your account in the browser such as Microsoft
Edge, Mozilla Firefox, and Google Chrome,
identified the comparison browser for an account
while using the private and public the purpose is to
find the evidence in storage, USB storage, CD,
traffic network and else.

The research conducted by [15] is about additional
device traffic network and discuss the attack in
traffic network and how to anticipate the attack
using an additional device traffic network.

The research conducted by [16] is discussed a
survey about the attack of Man in The Middle
Attack which is possibly attacker getting the illegal
access into a connection between two devices and
listened to traffic network. This kind of attack is
absolutely wrong because it’s almost invisible to
the victim’s devices. this research using D-H
exchange password where two wireless devices
sharing their secret password with the safe line
between them.

III. RESEARCHMETHOD
3.1. Research Subject
Research subject is the subject that will be

@iscussed is Network Forensic Analysis Against

Man in The Middle Attack Using Live Forensic
Method. The analysis is expected to be one of the
ways to increase the security of web server
generally especially web server in Universitas
Ahmad Dahlan.

3.2. Live Forensic

The research is a case simulation to try to
implement the snort to detect the sniffer or an
attack. The purpose of a case simulation is to testing
the snort to detect the sniffer an attack to the server
target that will be used to protect the network with
the ability to a response which available with the
policy of the safety from IDS Snort. The stages of
the research can be seen in Figure 1.
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W

Figure 1. Research Stages

The stages of the research conducted are: [17]

a. Collection

On this stage, the researcher conducted research
and some attempt find the evidence, introduction to
the sniffing and gather evidence. In the process of
detecting the attack, the system will be used is IDS
Snort. There are some rules in snort which
extracting the package across the network, so if
there are suspicious packages and not available
with the rules the snort will send the message alert
and save it as a log.

b. Examination

These stage need to find the hidden information and
published the relevant document. The investigation
to a log file using IDS Snort. After the log safe as
an alert, then the log will be investigated.

c. Analysis

This stage is used to proof the case and to answer
the forensic questions about the attack who’s IP’s
attack, when, where, how, and why the attack
happened.

d. Reporting

This stage is the process of writing the report about
the data investigation from all the research. Make
the report about the attack that happens in the
network from the result of the log analysis and after
that, the researcher does the reconstruction to the
data from the action and make sure not damaging
the log.

3.3. Case Scenario

The case scenario in this research is adjusted with a
case of bank break-ins using Man in the Middle
Attack and the target is web banking. This
simulation is using computer device with local
network and XAMPP local server. This simulation

is exampled the exam test registration page where
an attacker will do the sniffing on the web server
using Ettercap. The target of the attacker is IP
Address web server or the client. When the client
access the exam test registration page then the
username and the password will be caught by
Ettercap and displayed by the client and also
username and password.

34. The Making of the Scenario

The making of the scenario and experiment can be

used to get the digital evidence as the first step

before analysis stage. The description of the

experiment in the research is shown as follows:

1) Experiment 1: Client access the web server and
request to enter the exam test registration page.
A client does the request in Figure 2.

‘Web Browser

81

{ £ Request /
- -— - Response
Request | Response Login Farm - <

Client Web Server Database Server

Attack Alert

Figure 2. Client Request

Client request the web server and in response by
displaying the login page in the web browser to use
by the client to fill the username and password.

2) Experiment 2: The attacker will do the attack on
the web server using Ettercap and sniffing the
data sent by the client to the web server.
Attacker’s attack can be seen in Figure 3

Weh Browser

]
L1

.
Ettercap
; Weh S;NE"

Attack Alort

Request / Response

Database Server

Figure 3. Attacker’s Attack
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3.5. Testing of Scenario and Experiment

This stage is needed to get the digital evidence.
Long testing is not restricted to make it easier in
getting and analyze the digital evidence on the next
stages. The experiment is suitable with the
condition using a local network in the research lab
and using XAMPP as a local server. The network
design can be seen in Figure 4 and the attack
scenario can be seen in Figure 5.

F
PC-PT
Web Server
IP : 192,168.198.1

Laptop-PT
Attacker
IP: 192,168.198.2

Client
IP: 192,168.198.3

Figure 4. Network Design

At the network design picture, there are two clients.
An attacker and web server are connected to each
other.

. Web Browser

N D
& e, _'

Attacker

Request / Response %

Database Server

£

Analysls Wireshark

Request / Web Server

Response,

Attick Alert LR

Client

Figure 5. Attack Scenario Web Server

In the attack scenario picture, there are two clients,
an attacker and a web server. In the web server,
there is the exam test registration page that will be
accessed by the client by the web browser. An
attacker will do the attack on the web server using
Ettercap and sniffing to the network traffic. With
the attacker who does sniffing then all request and
response made by the client who made the target by
the attacker will be recorded on the Ettercap
application while snort on the web server will catch

all the log and will show the alert from attack by an
attacker.

3.6. Digital Evidence Collection

This stages will collect the digital evidence such
tested log file by the scenario and experiment which
has been determined before. Digital evidence
collection such as log file in snort application which
has been set in web server before. After getting the
evidence @je next stages is analyzed the digital
evidence. The example of log snort can be seen in
Figure 6.

|| snort.log.1534153215
|| snort.log.1534154822
|| snort.log.1534160207
| snort.log.1534237259
|| snort.log.1534238103
|| snort.log.1534238358
|| snort.log.1534238772

| snort.log.1534238807

| snort.log.1534238218
snort.log.1535569866

3.7. Analyze the Digital Evidence

After the digital evidence collected, then the next
stages are Live Forensic analyze in real time to find
the alerts of attack directly. As standard testing, the
researcher will be wusing network analyzer
application that has been used for digital forensic
analysis, that is Wireshark.

3.8. Mitigation

Based on the case of a man in the middle attack on
a web server, making a secure web server data by
blocking the IP address that carried out the attack.
To find out the IP Address that carried out the attack
can be seen in the IDS Alert results located in the
c:\SnortNlog folder. Prevention can also be done by
using the X Arp application to detect ARP or attack
Man In The Middle Attack. The XArp application
will display IP, MAC, Host, Vendor, interface, IP
status online or not, cache and first seen. A red cross
for ARP attack detected status and a green checklist
indicates that IP is not being attacked. Flowchart
system can be seen in Figure 7.
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Figure 7. Flowchart System

IV. RESULT AND DISCUSSION

4.1. Live Forensics

a. Collection

At this stage the process of investigating and
seeking evidence is conducted. The introduction of
the intruders and collecting evidence. Used in
intrusion detection system Snort IDS. After the log
is stored as an alert, then the log will be researched
and examined.

b. Examination

At this stage to do a search and reveal hidden
information  relevant  documentation.  The
examination was conducted in a log file that has
been taken using Snort IDS. After the log is stored
as an alert, then the next log will be researched and
examined.

c. Analysis

At this stage is used for authentication to the case at
hand and answer forensic questions regarding the
attacks, IP who carried out the attack, when the
attack took place, where the attack occurred, how
the attack took place, and why the attack took place.

d. Reportingy

This stage is the process of writing data
[@vestigation from all the research based on the
results of the forensic testing and investigation of
the case of Man In The Middle Attack attack.. Make
the report about the attack that happens in the
network from the result of the log analysis and after
that, the researcher does the reconstruction to the
data from the action and make sure not damaging
the log to found some information that can be used
as digital evidence.

4.2. Case Scenario

The process of simulating a Man In The Middle
Attack attack is an initial stepggken to test Snort
IDS configuration in detecting Man In The Middle
Attack attacks. The simulation starts with how to
prepare the website to test attacks on a server and
run XAMPP as a local server. Using 1 computer as
a web server as well as for Snort IDS, 1 computer
as a client and 1 computer as the web server
attacker.

a. Access the Website

Users access the website normally with URL
http://192.168.198.1/MITM/index php . To get
full access user must type username and
password. When the user clicks the login button
then automatically URL, username and password
will be captured by Ettercap and displayed on the
page Ettercap. The registration exam page of
awareness can be seen in Figure 8.

Dashbeoard || Pendaftaran Ujian Pendadaran

Login untuk
mengakses
Masukian ussmame dan
itk Uk

passwn

- -

i sign int m

-~

Copyrighb@2016 Teknik informatia Uinkersias Ahmad Dahian

Figure 8. Access the Website
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b. Man in the Middle Attack Process

Man In The Middle Attack process was helped by
using Ettercap tools. Ettercap is a tool that is used
to intercept and capture username and password
automatically an IP address that is targeted. The
packet capture results from Ettercap can be seen
in Figure 9. Ettercap can also be run on Linux
terminal by typing the command “Ettercap -i ethO
-T -q -M arp” can be seen in Figure 10.

Fu80:1 Te:S0eadaDl B de

192.168,198. 354

Drelete Host Add to Target 1 Add ta Target 2

alidh
NFO: hatpcif] 92168 198, LMTMindex php?

Figure 9. Capture Ettercap

root(@kali: ~ NN -]

Figure 10. Run Ettercap on Linux Terminal

c. Data Collection

Collection of evidence in this study using the
traffic recorded by IDS Snort and stored as a log
stored in the folder c:\Snort\log analysis would be
conducted to obtain the results of the research.

d. Inspection Logs
The researcher using IDS Snort for detecting
intrusion on the network so that if a log file will

be taken in the form of a packet capture (PCAP)
The parameters need to bgjinstalled on snort.
Parameters or script that use is “ Snort -A console
-i2 -¢ c¢:\Snort\etc\snort.conf -1 c;\Snort\log”. So
that when detected traffic in accordance with gje
rules that have been created snort who run the
command prompt will display the log and Snort
log will be stored in the folder c:\Snort\log.
Inspection log can be seen in Figure 11.

lr/’ i
L Start )
LS
Traffic
Normal M—\j Check Rule “,_., Abnormal
\\\. //'
Alert
& Y,
End e
s A

Figure 11. Inspection Log

The snort IDS Alert that detects the attacks of Man
In The Middle can be seen in Figure 12.

Figure 12. Alert Snort IDS

Furthermore, IDS Snort Alert will be analyzed by
using a network analyzer is Wireshark separately
determine the attack occurred. The data log files
are managed in check will then be taken in the
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form of a packet capture that consists of several
log files that the package captured by Snort IDS.
The logs will be in an analysis using Wireshark is
the data associated with the IP address of the
attacker, the port used for entry, as well as the type
of data in the attack. This information is very
useful in the investigation against attackers and
for blocking the port and IP address as measures
to protect web servers from Man In The Middle
Attack next.

4.3. Analysis and Forensic Investjgation

The website that is the example of a Man In The
Middle Attack is a site that is built using basic PHP
scripts and uses localhost and XAMPP servers. The
web application is a login form on ge interface
which is a gap from the attack of Man In The
Middle Attack.

a. The Result of Attack Simulation
Simulated attacks to deliver a strike package Man
In The Middle Attack in a network and the
attacker can access web pages using the username
and password circuitry in getting out of sniffing
using Ettercap. Digital evidence found in Man in
The Middle Attacks was analyzed by using
Wireshark.

In Figure 13 can be seen the results of log analysis
using Wireshark.

Ami:® RE 8 FiEuaan

Figure 13. Wireshark Analysis Results

IDS Snort is working on a web server captures all
activities that occur in web server and send alerts
when there is suspicious activity on the network
that matches the rule that has been defined. The
results have shown the attacker Wireshark tools

managed to get a username and password and

access the website page using Iceweasel on Linux
times using [P address 192.168.198 3.

b. Mitigation

IDS Snort rule has been set previously. If the
traffic according to the rules it will be detected as
a Man In The Middle Attack and displayed as an
alert on the snort and then stored as a log in the
folder c: \ Snort \ log. Figure 14 shown alert Man
In The Middle Attack

3/81-22:46:52.724393 18880861 :8]1 Terdeteksi MITH Attack [==
=» 192.168.188.11:

]BWWD’I UJ Ierdct:ksl HITH Attack [w=

[Priority

[Priority

1z
5
12
of iz nmmm E] Terdeteksi HITH Attack (wm] [Priority
{TCPY 192 168.198. :52]6 6 —» 192.168.108.11
246152 . -
6
S
13
13

a1 B8

38.-81-22:46 :52 8720843 18080881 :8] Terdeteksi HITH Attack [w=] [Priority
@1 {TCPY 192.168.198.2:52676 —> 192.168.108.11

3 B1-22:46:52 87245 [w=] 18080801 181 Tordeteksi HITH Attack [==] [Priority
@) {TCPY 192.168.198.2:52676 —> 1%2.168.10@.11:6@

30122 :46 T2IR2  [ww] 1RBAA0A1:8] Terdeteksi MITH Attack [#=] [Priority

. -16R.198.22 =» 192_168.100.11:88
W01 -22:46:52 872235 wn] [1:10080001:8] Terdeteksi MITH Attack [w=] [Priority
@1 (TCPY 192 16B.198.2:52676 -» 192, 168.108.11 88
B01-22:46:52 . 963@58  [w=] [1:100@0001:81 Turd:l.:ksl HITH Attack [»=] [Priority
: @) {ICPY» 192.168.198. -36336 - 118.98.93.65:688

246:57. - 18 B1:8] Terdeteksi MITH Attack [#=] [Priority
: @] {ICP¥ 192.168.198.2:526 6 —» 192.168.188.11:

381-22:46 :58 .B18587  [#=] [1:100@0A01:@] Terdeteksi HITH Attack [#=] [Priority

: B) (TGP 192.168.198. ‘-561 B ) 151 1? 198,151 :68

“/ﬂl— 2:46:59 179138 wu] [1: #1:8] Terdeteksi MITH Attack [w=] [Priority
@1 (TCPY 1 169 191]_ SHG76 ) 52 37,128 73:443

R/ﬁl 22:46 159 wn] [1:100@B001:81 Terdeteksi MITH Attack [w=] [Priority
¢ @1 {TCP¥ 192. 1.68 1.?3 2 55834 —» 205.185.208.52:68

Figure 14. Alert MITM Attack

When there is traffic in accordance with the rule
will be detected as a MITM Attack and will be
displayed as an alert at the command prompt. IP
detected attacks can be directly blocked by using
the IP Blocker application Firewall 50. In
addition to using IP Blocker Firewall 5.0, can also
use Netcut to block the attacker's IP.

V. CONCLUSION

The conclusion obtained during the detection
process of Man In The Middle Attack on a web
server is implementation of Intrusion Detection
System (IDS) Snort on a web server can assist in
providing information to make the detection of Man
In The Middle Attack. The log file is stored in the
folder log is taken to be analyzed by using
Wireshark in order to find the illegal actions that
occur on the web server. IP Blocker 5.0 Firewall
and Netcut is used to block IP detected an attack
against the server. Implementation of tools Ettercap
as the attacker is performing Man In The Middle
Attack goes well and smoothly. This research has
been successfully carried out.
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