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2 Abstract

WhatsApp (WA) is one of the Instant Messaging (IM) applications used by many people.
WA and mobile devices cannot be separated from the possibility of misuse such as for criminal
purposes. To handle a crime case involving a mobile device, the investigator needs to use suitable
forensic tools and mobile forensic methodology so that the results can be approved and accepted
by the law. This research conducted a forensic analysis of WA on unrooted Samsung C9 Pro
devices using Belkasoft Evidence, Oxygen Forensic, Magnet AXIOM, and WA Key/DB Extractor.
This research gives suggestion about forensic tools for conducting forensic analysis related to
WA. WA artifacts that could be used as a crime evidence such as chat messages, logs, contact
list, and files are used as a parameters. From the research can be seen that there is no tool that
can be used to obtain all the WA artifact parameters used in the research. The combination of the
Magnet AXIOM and WA Key/DB Extractor is known to get the best results and meets the WA
artifact parameters.
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1. Introduction

WhatsApp (WA) is a popular Instant Messaging (IM) application. WA ranks first among the
IM applications seen from the number of users. Until October 2018, WA has a total of 1.5 billion
users per month as shown in Figure 1 [1], [2]. The highest number of WA users is in India with
160 million users [3]. In Indonesia WA is also the most popular IM application with 35,799,000
users [4]. WA has features for exchanging text messages, images, videos and documents. WA is
also capable of making voice call and video call calls.

WhatsApp 1500

Figure 1. Nﬁmber of Active WA Users Monthly [1]

WA has been equipped with an encryption feature that makes the messages or
communications carried out using WA can only be read by the sender or recipient of WA
communications [5]. Someone can intercept WA communications, but will not be able to read the
contents of the message because it has been encrypted. Along with the growing number of users
and technology in WA, there have been several cases involving WA applications, either as a tool
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for crime or as evidence of crime. There has been crimes related to WA such as sexual abuse
and child pornography, cyberbullying, harassment, sharing music and images illegally, drugs
trafficking, human smuggling, hacking, and data stealing [6], [7], [8]. In Indonesia, investigators
managed to solved a crimes using WA conversation as an evidence [9].

Mobile forensics is needed to conduct forensic analysis relating to evidence in the form of
a mobile device. Mobile forensics methodology is a framework or steps to carry out forensic
analysis processes on mobile devices using steps and tools that are forensically tested so the
results of the obtained forensic processes can be recognized in the eyes of the law, which are
data integrity and free of contamination [10]. A forensic framework or methodology is needed to
ensure the integrity of the obtained evidence. The integrity of the evidence can be maintained if
the forensic process carried out does not affect or change the data from the results of the forensic
process. Forensic methodology is also needed to reduce the possibility of damage to evidence
due to mistakes when conducting forensic analysis process because the data inside mobile
devices is very vulnerable to loss or damage [11]. The National Institute of Standards and
Technology (NIST) offered a methodology as shown in Figure 2 [12]. The methodology has 4
stages, which are Collection, Examination, Analysis, and Reporting.

Examination &

Preservation Acquisition Analysis

Reporting
Figure 2. NIST Mobile Forensic Methodology [12]

There have been several studies related to IM forensic analysis, WA applications, and
mobile devices. Reference [13] performed forensic analysis of WA applications on iPhone devices
with the iOS 5.0.1 operating system using Forensic Oxygen and UFED Cellebrite. From the
results of experiments conducted it can be seen that although Oxygen Forensic has the access
to the limited devices compared to UFED Cellebrite in terms of Web History, Cookies, Passwords,
User Accounts, and Web Bookmarks, Oxygen Forensic has the advantage of getting more
information about the WA application.

Reference [14] conducted a survey of mobile forensic devices for Android devices. The
forensic tools that are compared are Android Debug Bridge, Open Source Android Forensics,
Andriller, AFLogical, WA Extract, and Skype Extractor. Researchers added that Android devices
have dominated the smartphone market. For this reason, an understanding and solution are
needed to investigate Android devices. Knowing the type of software and hardware from an
Android device is crucial to determine the type of forensic tools that will be used to conduct an
investigation.

Reference [15] conducted forensic analysis using forensic Oxygen Forensic and
MOBILedit. From the research can be seen that MOBILedit has a faster performance than Oxygen
Forensic. The researcher also argues that live analysis is not recommended in the process of
investigating a case involving a smartphone device because it can damage the evidence. Each
forensic tool has its own strengths and weaknesses. For this reason, it is necessary to use more
than one forensic tool in handling a case.

Reference [16] performed the validation tests of the forensic tools namely WA Key / DB
Extractor 4.7 and Belkasoft Evidence with the results that the forensic tools used has successfully
fulfilled the Samsung Galaxy S4 artifact validation test. Even though they do not succeed in getting
all the artifacts, the forensic tools are stated to fulfill repeatability and reproducibility tests because
researchers found some artifacts that were similar and same number of artifacts.

Reference [17] conducted forensic analysis of Line applications on Sony Xperia Z devices
using Oxygen Forensic and MOBILedit. The researcher used NIST forensic methodology to
conduct forensic analysis. From the research itis known that MOBILedit has a better performance
than Oxygen Forensic.

Reference [12] describes several types of mobile device artifacts that have the potential to
be used as evidence, including the following: cellular service provider information, mobile device
information, date & time, contact list, calendar information, text messages, call logs, e -mail,
photos, audio, IM applications, browsing activities, geolocation, and others. Reference [12] also
classified mobile forensics into five types according to the level of acquisition and the level of
complexity. The purpose of this grouping is to make it easier for investigators to classify and
compare the processes and results of acquisition of each forensic tool. Figure 3 shows the level
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of acquisition capability of a forensic tools [12]. The higher the level of acquisition, the more

complicated the acquisition process will be.

1. Manual Extraction
Investigators will conduct analysis by make a direct contact to mobile devices. Investigators
will read, write, and taking images of what is displayed on mobile devices’ screen.

2. Logical Extraction
Logical extraction is conducted when investigators do not have root access to mobile
devices. Logical extraction become a basic feature on most forensic tools.

3. Hex Dumping/JTAG
Hex Dumping/JTAG also called as physical extraction is conducted when investigators have
root access to mobile devices. Deleted data can be retrieved by using physical extraction.

4. Chip-Off
Chip-Off used when mobile device is broken. Mobile device’s chip will be taken out and put
into other mobile device so investigators can read data inside that chip.

5. Micro Read
Investigators will collect mobile device’s chip and read it using high powered microscope.

Hex Dumping/ITAG

Logical Extraction

Manual Extraction

Figure 3. Forensic Tools Classification [12]

In order for the results of the mobile forensic analysis process to be accepted by the law,
forensic analysis and forensic tools that will be used must meet the validation test. Validation test
is needed to test whether the results of the obtained forensic process are correct, accurate,
credible, and maintain the data integrity. The law will not acknowledge forensic results if forensic
tools used for analysis do not meet validation test because the data integrity will be questionable.
There are two types of validation tests: repeatability and reproducibility [12], [18].

1. Repeatability
Forensic process is carried out repeatedly in the adjacent time using the same research
methods, research objects, and research tools. Repeatability test aimed to check whether
forensic tool gives constant and identical results.

2. Reproducibility
Forensic process is carried out repeatedly in the adjacent time using the same research
methods, research objects and different research tools. Reproducibility test aimed to check
whether ead farensic tool gives identical results.

The fast development of mobile technology that is not followed by the development of
forensic tools technologies become one of the obstacles often faced by an investigator when
handling a case related to mobile devices [19]. Reference [20] added that mobile forensic has
several other challenges such as: malicious programs, mobile device security features, possibility
of human errors, and anti-forensic techniques.

From the explanation above, the researcher conducted an analysis of forensic devices
available on the market to conduct mobile forensic analysis of WA applications on Samsung C9
Pro devices that is using Android 7.0 Nougat operating system in unrooted condition. This
research aims to see whether the currently available forensic tools are able to carry out forensic
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analysis of WA application on Samsung C9 Pro devices and the outcome can be used as a
reference for investigators when handling with a case related to WA. This research used NIST
forensic methodology with parameters in the form of WA artifacts that can be used as an evidence.
The difference between this research and previous researches is that this research is conducted
on different objects and the latest Android 7.0 Nougat operating system.

2. Research Method

This research aims to conduct forensic analysis of WA applications on Samsung C9 Pro
devices and test the ability of forensic tools to obtain WA artifacts. Forensic tools used are
Belkasoft Evidence, Oxygen Forensic, Magnet AXIOM, and WA Key/DB Extractor.

2.1 Methodology
Figure 4 shows the stages used in this research. The research steps are divided into four:
WA Activities Simulation, Forensic Analysis, Forensic Results Analysis, and finally Conclusion.

- oo[Ce e[ &

WhatsApp
Samsung Activities
C9Pro

Forensic Forensic Results

X K Conclusion
Analysis Analysis

Figure 4. Research Stages

1. WA Activities Simulation
At this stage the researcher simulates daily WA usage such as chatting, sending and
receiving files, making voice call or video call, and so on.

2. Forensic Analysis

At this stage the researcher conducts forensic analysis of the WA application using the

Belkasoft Evidence, Oxygen Forensic, Magnet AXIOM, and WA Key/DB Extractor forensic

tools. The NIST mobile forensic methodology is used as a framework for conducting forensic

analysis. NIST mobile forensic methodology has four stages: preservation, acquisition,
examination & analysis, and reporting.

* Preservation is the process of securing evidence and maintaining data security in it. The
evidence is received and taken over during ownership of the forensic analysis process.
The smartphone device is then isolated from communication using Faraday Bag or by
changing the status of the smartphone into Airplane Mode.

* In the Acquisition stage, a smartphone device is identified to find information about the
type of smartphone, the type of evidence taken, the type of software and hardware, to be
later proceeded with the preparation of the object of research and preparation of research
tools for the following forensic processes. Acquisition process conducted using logical
acquisition because Samsung C9 Pro was in unrooted condition.

« At the examination & analysis stage, the decrypted and extracted data will then be
examined and analyzed to find information that can be used as evidence to assist the
investigation process. This information can be in the form of contact numbers, time, text
messages, geolocation, images, videos, calendars, and others.

* The final stage of the forensic analysis process is reporting. Reporting can be in written
reports such as documentation or oral reports in the form of presentations. In the
Reporting stage all forensic processes are explained from the beginning of the
preservation process to the end, along with the results and conclusions of the analysis.

3. Forensic Results Analysis

The researcher performed tests of the forensic results. First, the researcher conducted the

validation tests which are divided into two: repeatability and reproducibility. The researcher

then analyzed forensic tools acquisition results using parameters. The research parameters

used are WA artifacts which might be used as an evidence of a crime as in Table 1.

4. Conclusion
The researcher explained the conclusions from the conducted research.
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Table 1. WA Artifact Parameters

Artifact Type
Chat
Image
Video
Document
Contact List

WA Log

2.2 Materials

The research materials used can be divided into two categories: hardware and software.
Table 2 shows the types of hardware used in the research. Table 3 shows the types of software
used in this research.

Table 2. Hardware Requirements
No Hardware Description
1 Workstation Used for forensic analysis
Samsung C9 Pro  Research object. Equipped with Android 7.0 Nougat Operating
System, Unrooted Condition
3 USB Connector Connector device

Table 3. Software Requirements

No Software Version Description

1 WA 2.17.351 Research object

2 Windows 7 Worksation’s Operating System
3 WADB/Key Extractor 4.7 Forensic Tool

4  Belkasoft Evidence 8.4 Forensic & analysis tool

5 Oxygen Forensic 4.7 6.4.0.67 Forensic & analysis tool

6 Magnet AXIOM 2.7.1.12070 Forensic & analysis tool

7 SQL Studio 3.141 Analysis tool

3. Results and Discussion
3.1 Forensic Analysis

Samsung C9 Pro used in this research was in unrooted condition. Hence logical acquisition
used for conducting forensic analysis. Figure 5 shows image files that are successfully acquired
using Belkasoft Evidence. The acquired image files have pixel size in accordance to its original
size. The file can be opened so the investigator can see the image more clearly. Belkasoft
Evidence gets information on image file metadata such as file size and access time. Belkasoft
Evidence can also provide information if the image file contains pornographic content or if the
image file has been modified or manipulated.

et T s
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Figure 5. Image Artifact of Samsung C9 Pro Using Belkasoft Evidence
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Belkasoft Evidence also successfully acquired the Samsung C9 Pro device video file
artifact. The acquired video file can be played so that the investigator can view the contents of
the video file which can help the investigation processes. Although Belkasoft Evidence managed
to acquired image files and video files from Samsung C9 Pro, files that are acquired are not related
to WA. Thus it can be a problem when facing cases related to WA. Researchers argue that the
reason Belkasoft Evidence did not manage to retieve WA's artifacts is because Belkasoft
Evidence did not manage to decrypt the files since WA'’s artifact are encrypted.

Magnet AXIOM managed to acquire WA Samsung C9 Pro contact list artifacts as shown in
Figure 6. Contact list artifact provides metadata such as WA identity, telephone number, and
contact name. Magnet AXIOM also successfully acquired image artifacts as shown in Figure 7.
The acquisition image file can be opened so the investigator can view the contents of the image
file. The acquired image quality using Magnet AXIOM has a good quality with pixel size according
to the original file. Some important metadata information such as date, name of the device used
to take pictures, the GPS position where the image is taken, can be known.
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Figure 6. Contact List Artifact of Samsung C9 Pro Using Magnet AXIOM
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Figure 7. Image Artifact of Samsung C9 Pro Using AXIOM

Figure 8 shows the acquisition video file using Magnet AXIOM. Magnet AXIOM has
successfully acquired video files propery. The acquisition video file can be played so it can help
the executed investigation process. The information obtained on video artifact metadata include:
date and time of making the video file, the last date and time to access and make modifications,
and the size of the video file.
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Figure 8. Video Artifact of Samsung C9 Pro Using Magnet AXIOM

Magnet AXIOM has managed to get the Samsung C9 Pro document file artifact as shown
in Figure 9. The acquisition document file can be opened to view the contents of the document
file. This is important because it can help the investigation process if the investigator needs to
view the contents of the document file. Some document file metadata information such as file
name, date and time of the last document access and modification, file size, file creator, date and
time can be known.
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Figure 9. Document Artifact of Samsung C9 Pro Using Magnet AXIOM

Oxygen Forensic managed to get information about the type and series of smartphone
devices, operating system versions, operating system status, IMEI, IMSI, and serial numbers. The
information on the acquisition process such as the version of the forensic tool used, date and time
of the acquisition, and the duration of the acquisition process, can also be known. Oxygen
Forensic is unable to get the WA contact list artifacts, WA logs, chat artifacts, image file artifacts,
video file artifacts, and the document file artifacts. Researchers argue that the reason why Oxygen
Forensic did not manage to retrieve WA artifacts is because it did not support logical acquisition
at Samsung C9 Pro smartphone’s type and its Android version.

WA Key/DB Extractor do not have the ability to do an analysis. Therefore, to do the analysis
of WA Key/DB Extractor artﬁcts, other supporting tools are needed. In this study Belkasoft
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Evidence and SQL Studio are used as tools to help analyze artifacts from the acquisition of WA
Key/DB Extractor. The Key/DB Extractor has managed to get call log artifacts, contact list
artifacts, chat artifacts, and Samsung C9 Pro device image file artifacts. The video file artifacts
and document file artifacts are not successfully obtained by WA Key/DB Extractor. Figure 10
shows text message artifacts as a result of the acquisition of a Samsung C9 Pro device using the
WA Key/DB Extractor. WA Key/DB Extractor can acquire text messages in non-latin writing.
Message content in the form of emoticons was not successfully obtained using WA Key/DB
Extractor. Investigators can find out important information related to text message artifacts such
as communication directions, message content, message sender and recipient, time and date of
communication.
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Figure 10. Chat Artifacts of Samsung C9 Pro Using WA Key/DB Extractor
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WA Key/DB Extractor have successfully obtained the artifact of the Samsung C9 Pro device
image file as shown in Figure 11. WA Key/DB Extractor have weaknesses in terms of acquiring
the image file artifacts. The obtained image file artifacts have a small resolution (100 x 55 or 55 x
100) according to the size of the thumbnail therefore the image file appears in low quality when it

is zoomed-in.
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Figure 11. Image Artifacts of Samsung C9 Pro Acquired Using WA Key/DB Extractor

Figure 12 shows the log call artifact resulting from the acquisition of the Samsung C9 Pro
device using the WA Key/DB Extractor. Investigators can find out some important metadata
information for investigation of call log artifacts such as the direction of communication of calls,
date and time of communication, and who are involved in the communication being carried out.
WA Key/DB Extractor also managed to get the Samsung C9 Pro device contact list artifact as
shown in Figure 13. Contact list metadata information such as WA account information, contact
name, and telephone number can be found from contact list artifact.
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Figure 12. WA Log Artifacts of Samsung C9 Pro Acquired Using WA Key/DB Extractor
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Figure 13. Contact List Artifact of Samsung C9 Pro Acquired Using WA Key/DB Extractor
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3.2 Validation

Table 4 shows the repeatability test results performed on Samsung C9 Pro devices logically
using Belkasoft Evidence, Magnet AXIOM, Oxygen Forensic, and WA Key/DB Extractor. Of the
two carried acquisition processes carried by Belkasoft Evidence, the obtained artifacts have
similarities in content and number, thus it can be stated that Belkasoft Evidence fulfills the test of
logical acquisition repeatability on Samsung C9 Pro devices. Magnet AXIOM meets the logical
acquisition repeatability tests on Samsung C9 Pro devices by looking at the similarity in the
number of artifacts and artifact contents from the two carried out acquisition processes. Although
the Oxygen Forensic has not been able to obtain the WA artifacts, Oxygen Forensic meets the
logical acquisition repeatability tests on Samsung C9 Pro devices because similarities were found
on non-WA Artifacts. Of the two acquisition processes carried out by WA Key/DB Extractor, there
are similarities in terms of the number of artifacts and contents of the artifacts therefore the WA
Key/DB Extractor meets the repeatability test on Samsung C9 Pro devices.

Table 4 also shows the reproducibility tests of forensic tools conducted on Samsung C9
Pro devices. Belkasoft Evidence, Oxygen Forensic, Magnet AXIOM, and WA Key/DB Extractor
managed to fulfill the reproducibility test for the logical acquisition on Samsung C9 Pro devices.
Although the types and number of artifacts obtained using Belkasoft Evidence, Magnet AXIOM,
and WA Key/DB Extractor are different, but there are similarities found in artifacts from forensic
tools used for the forensic processes. Oxygen Forensic has successfully acquired the Samsung
C9 Pro device. Although Oxygen Forensic did not managed to acquire W A artifacts, researcher
found similarities in non-WA Artifacts compared to Belkasoft Evidence artifacts and Magnet
AXIOM artifacts. Hence it can be said that Oxygen Forensic fulfills the reproducibility test for
logical acquisition on Samsung C9 Pro devices. All forensic tools used this research meet the
logical acquisition repeatability test and re producibility test on Samsung C9 Pro devices as shown
in Table 5.

Table 4. Repeatability and Reproducibility Test of Forensic Tools
. Belkasoft Oxygen WA Key/DB
No Artifact Evidence Magnet AXIOM Forensic Extractor

Type Test1 Test2 Test1 Test2 Test1 Test2 Test1 Test 2

1 Chat - - - - - - 502939 502939
2 Image 58 58 2938 2938 - - 28888 28888
3 Video 10 10 39 39 - - - -
4 Document - - 359 359 - - - -

5 Comact . : 803 803 : : 2884 2884
6 WA Log - - - - - - 1483 1483
Table 5. Repeatability Test and Reproducibility Test Results

Belkasoft Magnet Oxygen WA Key/DB
Evidence  AXIOM  Forensic Extractor
Repeatability y N V y
Reproducibility \ \ W \

Table 6 shows a comparison of the acquisition results of WA applications on Samsung C9

Pro devices using the Belkasoft Evidence, Magnet AXIOM, Oxygen Forensic, and WA Key/DB

Extractor. From the table, it can be seen that Belkasoft Evidence and Oxygen Forensic do not

meet all the WA artifact parameters used on the research. Researchers argue it may be caused
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by forensic tools incapabilities to decrypt WA's artifacts and forensic tools did not support to
conduct forensic analysis on Samsung C9 Pro used in this research. Magnet AXIOM has
managed to get artifacts along with data from the image files, videos, documents, and contact
lists. Chat artifacts and call logs are unsuccessfully obtained by the Magnet AXIOM. WA Key/DB
Extractor have successfully made acquisitions by retrieving the chat artifacts, contact lists, WA
logs, and image file artifacts. The image artifacts obtained using the WA Key/DB Extractor has a
small size in resolution so it cannot be seen clearly when zoomed-in.

Forensic tools used in this research have successfully fulfilled the repeatability and
reproducibility validation tests, thus the data obtained from the forensic devices can be used and
accepted by the law. Belkasoft Evidence successfully acquired Samsung C9 Pro. Although
Belkasoft Evidence has succeeded in obtaining the image and video artifacts, however the
obtained artifacts of images and videos were not the artifacts from the WA application. Therefore,
Belkasoft Evidence is not recommended for conducting WA forensic analysis. Magnet AXIOM
managed to retrieve the artifacts of the images, videos, documents, and contact lists, along with
their metadata. Oxygen Forensic did not manage to retrieve any WA artifacts. WA Key/DB
Extractor successfully performed the logical acquisition processes and managed to retrieve chat,
images, contact lists, and WA Log artifacts.

Table 6. WA Artifacts Parameter Analysis

. Belkasoft Magnet Oxygen WA Key/DB
Artifact Type Evidence AXIOM Farensic Extractor
Chat - - N
Image y W
Video Y -
Document y

Contact List 3 - A
WA Log - - - W

4. Conclusion

Based on the conducted research, researchers suggest that the combination of Magnet
AXIOM and WA Key/DB Extractor will provide the best results because it will retrieve all of the
WA artifacts that are used as parameters on this research. Looking at the fast development and
diversification of the mobile device market these days, researcher suggest that further research
regarding other IM applications on mobile devices with the latest version of forensic tools, latest
Android operating system and other operating systems needs to be done in the future.
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