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ABSTRACT

Tiktok application is an application that is being used a lot, so
it causes many criminal acts such as defamation, cybercrime,
and cyberbullying. This study uses a forensic method as a
standard in the research phase to reveal evidence of pollution
crimes that occur in the TikTok welamwser application. The
method used in this research is the National Institute of
Standard Technology (NIST). This method has 4 stages used
for reference in the analysis of evidence, namelyanalysis
collection, examination,and reporting. This research uses a
laptop which is used as experimental material in the scenario.
This case uses a Chrome web browser in public mode where a
laptop is logged into Tiktok with the Chrome browser used to
post videos. This research uses tools, forensicnamely FTK
Imager, Browser History Capture / Viewer, Video Cache
Viewer. The results obtained from this swdy are data or
evidence from a post that has been deleted in the TikTok web
browser application. The results obtained from the process of
this research stage are in the form of text, usermame, photos /
videos, and links from posts that the suspect has deleted.
Based on the toolsused in this study, 80% managed to get
butki goods and 20% failed, namely video. The evidence
found can then be used to report and assist in the trial process.

Keywords
Forensics, Tiktok, Web, Browser, NIST.

1. INTRODUCTION

Progress of science and technology has a very big influence in
various fields of human life [1]. The internet is becoming a
new digital space that creates a cultural space[2]. The rapid
development of this technology is followed by the
development of software such as social media, now many
social media services are Instagram, Facebook, Twitter and
Tiktok. Social media has changed the world a lot. Pervert a lot
of thoughts and theories that are owned. The level or level of
communication merges in one container called social
networking / social media[3]. Almost everyone from all walks
of life has a social media application, because social media is
used for various needs, such as sharing information, selling,
and entertainment. Personal freedom in conveying ideas,
criticism, suggestions and even "blasphemy" is often
encountered every hour and day through various variants of
the media used[4]. Social media itself has services such as
text messages, video posts and photos. TikTok is a social
media ailfon-n created by a Chinese company in September
2016. TikTok is the international version of the Chinese
mobile short video platform Douyin, wi is owned by
Chinese tech giant ByteDance. Continued growth from 2019
to 2020, surpassing 2 billion downloads in April 2020 amid
the ongoing global health erisis[5]. Tiktok is a platform that
allows users to create videos up to 1 minute long with a
number of features. TikTok users can follow the accounts they
like, give hearts, comment, and share videos on other
platforms. Videos, hashtags, sounds and effects can be added
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to the Favorites section of the user account. The level of
convenience provided by the Tiktok application in making
videos and editing videos, this creates the potential for cyber
bullying and even defamation. Legal provisions for criminal
acts of defamation and insult are regulated in Law Number 32
of 2002 concerning Broadcasting, Law Number 11 of 2008
concerning Electronic  Information and Transactions, and
several other sectoral or special laws[6]. Defamation cases can
be revealed on social media with the help of digital forensics
using the NIST (National Institute of Standard Technology).

1.1 Literature Study
1.1.1 Previous Research

The literature study stage was carried out to provide a
reference to increase knowledge in conducting research,

Fadillah, Umar, and Yudhana (2018) Explains the process of
applying forensic cases to an Android-based mobile payment
application using a research method that refers to guidelines
mobile device forensics created by the National Institute of
Standards and Technology (NIST). In the process of lifting
digital evidence for smartphones that have been installed with
the mobile payment application, rooting is required for
Android smartphones, and there are many tools that can be
used in the process of lifting digital evidence that runs on the
Windows platform [7].

Fitriyah, Diklat, and Semarang (2019) conducted a study
entitled "The NIST Method for Forensic Analysis of Digital
Evidence on Android Devices". The results of the research are
finding digital evidence in the form of contact data, call logs,
and messages that have been deleted on the Samsung Galaxy
J1 Ace smartphone, it can be concluded that recovery with
thetool Wondershareonly reaches 30%, while the results of
recovery with Oxygen forensics reach 73% of deleted data.
returned[8].

Yudhana, Riadi, and Anshori (2018) with a study entitled
"Facebook Massenger Digital Evidence Analysis Using the
NIST Method" in this study discusses the process of obtaining
evidence on an android smartphone using Oxigen forensic
forensic software on the Facebook Massenger application.
With the conclusion, namely: The results that have been
obtained are conversational text, images and audio[9].

Prasongko, Yudhana, and Fadil (2018) which has a research
title, "Forensic Analysis of Kakaotalk Applications Using the
National Institute of Standards and Technology Method"
which has a discussion of digital forensic analysis on
KakaoTalk for handling cybercrime. With the conclusion:
Digital evidence expected from the process of forensic
removal and analysis can help the process of investigating a
digital crime[ 10].

Kunang and Khristian (2016) with the title "Implementation
of Forensic Procedures for Analysis of Whatsapp Artifacts on
Android Phones". The conclusion is that using the stages of
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the WhatsApp application forensic procedure on the platform
used in this study produces several conclusions and
suggestions that can be used as a standard procedure reference
for conducting forensic investigations on the use of Whats App
Messenger on an Android smartphone in real situations or as a
reference for related research.[11].

1.1.2 Digital Forensics

Forensics is an activity to investigate and establish facts
relating to criminal activities and other legal issues. Forensics
is a part of science that covers the discovery and investigation
of data found on digital devices (computers, cellphones /
smartphones, tablets, storage and the like), in this case digital
forensics can be divided into computer-related forensics (host,
server), networks, applications (including 12 databases), and
devices (digital devices). Each of them has its own depth[12].

1.1.3 Web Browser

‘Web browser is an application for accessing web sites via the
internet. Web browsers allow users to search for information,
read e-mails, communicate via instant messages or social
networks, use int banking and shop throughweb sites e-
commerce [13]. A web browser is a software application for
retrieving, presenting, and traversing information sources on
the internet or the world wide web (WWW). The source of
information is identified by a Uniform Resource Identifier
(URL) and may be a web page, image, video, or other piece of
content[14]. The web browser itself stores a large amount of
data about user activity during browsing, including cache
files, Uniform Resource Identifier (URL), keywords, cookies.

1.14 DigitaPEvidenceDigital

Methodevidence is information stored or transmitted in binary
form that can be relied on in court. Evidence can be found on
computer hard drives, cell phones. personal digital assistants
(PDAs), CDs, and digital camera flash cards, dn‘& other
places. Digital evidence is generally related o digital or
electronic crimes, such as pornography, prostitution, identity
theft, phishing, credit card or ATM fraud. However, digital
evidence is now being used to prosecute all types of criminals,
not just digital crimes[15]. Digital evidence is divided into 15
types, namely logical files, deleted files, encrypted audio files,
video files, images files, emails, user id / password, etc.

5 Tiktok

Tok is one of the fastest growing social media platforms in
the world. TikTok allows users to create short 15-second
videos with music, filters, and several other creative features.
In September 2016, the Chinese company ByteDance
launched a short video application called Douyin. Within 1
year, Douyin had 100 million users and 1 billion daily video
views. Just like most social media platforms, Tik"lﬂ is also
big because users are creating their own content. TikTok is
considered a social media platform because like Twitter and
Instagram, its users have a social group of followers and other
users they follow[ 16].

1.1.6 Cybercrime

Cybercrime according to the United Nations: any illegal
behavior committed by means of, the victim of a computer
system or system or network, including crimes such as illegal
possession, offering or distributing information through
computer systems or networks. There are many different
categories to explore what is meant by cybercrime, one of
which is to divide cybercrime into two major groups, namely:
Violent / potentially violent, and Non-Violent [17].

International Journal of Computer Applications (0973 — 8857)
Volume 175 — No. 34, December 202()

1.1.7 National Institute of Standard Technology
National Institute of Standard Technology (NIST) has four
main areas including biotechnology, nanotechnology,
information technology, and modern manufacturing. NIST
provides standardized methods that can be used to solve
problems and perform analysis of digital evide n@r stages to
obtain information from digital evidence [18]. The National
Institute of Standard and Technology (NIST) stages have 4
stages that will be used to carry out investigations on mobile
forensic cases.

2. METHODOLOGY

2.1 Research Scenario

The case study used in this research is the distribution of
videos containing defamation through content uploaded on
social media, tiktok web. The simulation of this case is a
suspect who uses the Chrome web browser to log into Tiktok
and then uploads a video and in quite a while the post is
deleted. The acquisition process is carried out to secure the
data running on the computer at that time 50 as to minimize
the loss of evidence. The results are then backed up or copied,
these copies can then be continued for forensics. The laptop
used by the suspect is alive alter being used to post videos to
the Tiktok application, as in Figure 1 a simulation of the case
of defamation of the Tiktok application running on the
Chrome browser by logging in using a username and
password, the perpetrator posts the video and then it is deleted
again. The simulation can be seen in Figure 1.

Suspect Post
Delete

Access
Chrome
Tiktok ‘W Forensics

Investigator

ké‘f—a‘

Figure 1. Research Scenario

In Figure 1 describes a scenario about how the suspect posted
video content to his Tiktok account and was deleted by the
suspect when someone felt harmed or harassed.
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2.2 Research Stages

The stages of this research are where the case swudy
simulation process can be carried out in stages to try to find a
crime butt from the Tikiok web application based on digital
evidence. The research stages can refer to a method, namely
the National Institute of Standards and Technology (NIST),
which has several steps that can be taken to produce evidence.
The National Institute of Standard and Technology (NIST)
stages have 4 stages that will be used to carry out
investigations on mobile forensic cases. Explanation 4 stages
following method as shown in Figure 2:
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Table 1. Tools and Materials

Tools and
Materials
1 Laptop

Information

Laptop suspect with the MSI
GL62M TRDX brand, Intel Core
i7-7T700HQ CPU @ 2.80GHz,
RAM: 8GB HDD: 1TB .
Windows 10 x64

Collection Examination Reporting

2 FTK Imager To read the capture results from
the ram capturer and use it to
check the hash value of the ram
acquisition results and is used to
search for evidence based on the

parameters you are looking for

3 Browser History | To read the capture results from
Viewer tool Browser History Capturer

Figure 2. NIST Method Stages

mobile  forensicStagesNational — Institute of  Standards
Technology (NIST), there are several stages as follows:

1. Collection The collection stage identifies, labels,
records, and retrieves data from relevant data
sources by following data integrity preservation
procedures.

2. Examination The Examination Phase processes the
collected data forensically using a combination of
various scenarios, both automatic and manual,
assessing and releasing data as needed while
maintaining data integrity.

3. Analysis The Analysis phase analyzes the results of
the examination using technically and legally
justified methods to obtain useful information and
answer questions that drive collection and
examination.

4. Reporting The reporting stage is to report the results
of the analysis which includes a description of the
actions taken, an explanation of the tools and
procedures selected, the determination of other
actions that need to be taken (for example, forensic
examinations of additional data sources, identified
security gaps, or increased security controls), and
provide recommendations for improving policies,
procedures, equipment, and other aspects of the
forensic process[19].

3. RESULT AND DISCUSSION

The scenario of the case of spreading pornographic content on
social media Twitter is trying to be revealed by conducting
forensics on physical evidence, namely the alleged
perpetrator's laptop. The tools and materials needed, among
others, can be seen in Table 1.

4 Browser History | To retrieve history from browser
Capturer including cached images and
web

B Cached  Video | To getevidence.
Viewer

3.1 Collection

This stage is the initial stage carried out by investigators to
find, collect and process the documentation of evidence in the
location of the incident. The evidence used in this scenario is
a laptop the suspect is using. In Table 2 the following is the
evidence used.

Table 2. Physical Evidence

Laptop with the
MSIGL62M
TRDX brand
that was found
turmed on and
connected to the
internet at the
TKP

Table 2 is documentation of evidence with specifications
obtained from the scene of the incident, namely a MSI laptop
with type GL62M-7TRDX with intel core i7-7700HQ and 8GB
RAM and 1TB HDD storage with a Windows 10 OS which
was found to be on and still connected to the internal in filling
out the Questionnaire.

3.2 Examination
This stage is a major stage in an investigation to acquire data
on evidence from a suspect's laptop.

3.2.1 Ftk Imager

In the process of collecting data from RAM memory or
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capture memory, acan be used tool forensicsuch as FTK
Imager, the data collection process is asin Figure 3.

Destination: |F:$hwm@uemasmaukumem

Status: | Dumping RAM: 539MB/10GB [5%)

Figure 3. FTK Imager acquisition

Data collection by means of memory capture. The way to
capture is to select the file menu and click on the memory
capture feature. The results will be saved with the .mem
extension,

3.2.2 Browser History Capture
In the Chrome application, data acquisition will be carried out
using tool thisto retrieve data from the browser, Data that can
be obtained from browser acquisition include history, cache,
and archived history. The stages for acquisition with thetool
Browser History Capturecan be seen in Figure 4 .

File Help

Capture Settings.
User Profile: | windows 10
Browsers: || Firefox [+ Chrome [ Internet Explarer & Edge

Data | History (] Cache | Archeved Hestory

Destination: | C\Usersiwindows 10\ Desktop) [=]

Capture |
Capture Log

Starting capture.

Capturing Chrome website history:

AL 10AppDatalLocahG hrome'\User Data\Default

Capturing Chrome cache:
C\lUsersiwindows 10\AppDitaLocal\Gaoglé\Chrome!Liser Dats\Defsult\Cache

Figure 4. Browser History Capture acquisition

This application has several advantages and several
disadvantages. The advantage itselfl is that tool thisdoes not
need to install on the device so it can speed up the data
collection process, the drawback is that tool thiscan only run
on a number of applications, namely on Firefox, Chrome, and
Internet Explorer & Edge. In the history folder, there are
several files such as Bookmarks, Cookies, Current Session,
History, Last session, Login Data, Preferences, Top sites, and
‘Web data. The above files will be analyzed using the Browser
History Viewer tool.

3.2.3 Video Cache View

Video Cache Viewer is a tool used to acquire videos from
browser applications such as Firefox, Opera, and Chrome.
The acquisition process involves extracting video files from
the video cache in the browser. Automatically all cache from
the browser in the form of videos will be read in this tool The
acquisition process can be seen in Figure 5.
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File Edit View Options Help

PEe X HER Bl A

Filename Content Type In Cache Dewnload URL
DB EOF3CI0BCH6A3.. text/plain; charset.. Ves hitps://edirector. googleviden.com/videog..
B BETSTESFS450ED... text/plain; charset.. YVes https// Hvideop...
I BOOD31 1400445, text/plain; charset.., Yes httpe//redirector.googleviden.com/videop...
BB CS1ZBACIFIEED... text/plain; charset.., Ves https//redirector.googlevideo.com/videop...
m videa/mpd Ne i/ v lBm tiktoke ds 7
= video/mpd Ne https//viem.tiktokcdn.com/1431a3¢Td967...
o videa/mp4 Na 16m.tiktokedn.com/ 147267 eba3g...
m videa/mpd ha hitps://fv16m.tiktokedn.comy1518424dc 1 ...
-4 video/mpd No hitps:// ktokodn.com/21cc
m videa/mpd No hittps/fvIBmtiktokedn.com/ 26124580849,
m video/rrpd Ne https/viGm.tiktokedn com/26a456828 ek,
o video/mpd No https://viBm.tiktokcdn.com/ b0
=i 4 videa/mpd Na pe/ tiktokeds
m video/rpd N h FiBmtiktokodn.c 0B2f68...

Figure 5. Video Cache View Acquisition

‘When tool thisis opened, it will immediately carry out the data
acquisition process on all browsers on the suspect's laptop
according to the type mentioned earlier. When the tool
completes the acquisition, you will see all the video results
obtained from various sources.

3.3 Analysis

The analysis stage is a stage that aims to analyze and see the
evidence obtained previously from the Examination stage in
detail. The results that have been obtained will later be
entered into the table to see the comparison of the results
obtained from the various tools used. This analysis uses
several tools used by researchers as follows:

3.3.1 Ftk Imager

Analysis Tool FTK Imager are used to analyze the results of
examination its before performed using tool TFK Imager also,
files that can be seen in Figure 6.

PCini » Kuliah (F)

Figure 6. Results FTK ImagerAcquisition

The acquired files above will then be analyzed. The results
obtained from the tiktok keywords that can be used as

00bcES£00 B T4 EF E E 6 75 73 |iktokedn. com/mus

Figure 7. Results of the Tiktok keyword

Shown in FigureThe results of the first search can be seen in
Figure 7 with the tiktok keywords. Results in the can that link
be logged in with a user name
“https://www tiktok com/foryou?loginType=repeatLogin&lan
g=en"PTomy Pandella (@twomypandella) TikTok.
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3l21€a0 |51 05 04 08 03 00 00 00-04 0O 00 00 €3
3121€b0 15 OF 04 02 03 00 00 00-5% 00 00 00 D5
31216c0 | C1 71 27 08 51 05 04 08-03 00 00 00 04
+31216d0 | €3 €F 72 73 15 OF 04 08-03 00 00 00 7B
3121€e0|C1 37 7B 02 91 77 27 0B-51 05 O4 08 03
3121€£0 24 00 00 00 T0-64
REIFININNCE 79 €1 T4 61 20 €4 €9-6l
31217 L S e 1S OF 04 08 03
alaivao 00 00 00 AD 37 7B 0B-CL 71 27 048 5L 03
-3121730/03 00 00 00 04 00 00 00D-63 &F 72 73 15 OF 04 08

Figure 8. Results From Keyword Username

Results of Search for the second word in Figure 8, namely the
user name of the victim's account which is evidence of a sign
of suspicion against the victim, and the results obtained are a
user @ tmpdl26 which is the victim's user name along with
the text "apparently he is" and a hashtag #nakal which is a
sentence listed in the caption in the video or content uploaded
by the suspect.

3.3.2 Browser History Viewer

The results obtained from the browser acquisition are two
folders, namely Chrome and Historical folders.In this study
we will retrieve what data in the Chrome folder containing the
folder cache and history Folder history contains several files
such as Bookmarks, Cookies, Current Session, History, Last
session, Login Data, Preferences, Top site, and Web data.
above will be analyzed with thetool as Browser History
Viewershown in Figure 9.

Capture > Chrome

Figure 9. Results of Browser History Capture

In tool this, the process of extracting files that have been from
obtained the tool browser history capture is in the form of a
folder capture with the contents the file. The results that have
been extracted can be seen in Figure 10.

Last Fetched Filename
11e2d338fcc2d390c3540caBcB257B4a o

2ee506ceebecdB 1 5bafe20650da2920_1 5984 54:

T fie1AdcAedd_130B4730007
260E2000 21:20:50 Ola73035Meb14c320 11547 1 P 1 4
26/DE/2020 21:1100 136452 3f26cia4 76098004, 30203550_15083575197x-expiress 150864840080

26/08/2020 0043262442300, 11567300430
26/08/2021 8 aab a3 130057 dba3dB3 17d505253 1568453168 Tx-expires= 1508546400801
2 laysilplay_url=hitps%3AR2FR2Fimage-sq.tiktokv.com32Fobi2Ftos-aksg-p-

2 .
26/08/2020 20:2332 634cB0b4E24n2 TcdTaSan2T 150864480080 signature s Z|
26/08/2000 21:1&16 playsyTplay_ url=hetpsRIAK2FRIFimage-sg tiktoky.comH%2F obi%2Ftos-aksg-p-

26/DE/2020 21:24:44 634cB9b482402T; pires= 1 55664540080 signature=%
21:2129 506a7 407, 4a0)_1598430942 7 -eupires=

26/08/2020 21:17:28 e 2757bb3b_ 1598420144 Tx-eupires=1

26/08/2000 21:23:16 0744131 267x-expires=15985 g =IG

26/08/2000 20:11:38 363244025 75902 200da03 x-expires=13 fox-signature=a

26/D8/2000 21:26:01 V3632440251 4ddeabl7d5002200da037x-expiress 1 S9B54B4008-signatur=sLl

loading frame 1e41f52d gng
en.png~296xlimage
11T 4cbad164d1

Figure 10. Photo Results from Tiktok

In Figure 10 the results are from Cached Image with the same
parameters as before, and there are results, namely two photos
which are the suspect's profile photo and a thumbnail of the
video content data. which he uploaded.
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Fie Options Filter Help
Website History | Cached Images | Cached Web Pages
Lact Fetched Filename
21/08/2020 13:16:43 pi/ idi
I 26/08/2020 20:11:23

. G55 73543002005, 18350) | SBisourcex

| ‘26/0872020 21:1030 ebbiog=titokiens 1605935139 6531
| 21/08/2020 12:23:37 i AAmMMNOLS UM i i Z1RCUvA [Mils ThZ2NWIT
[ [Ee] seror
Google
liktok web
Qa semua

Gl Video [® Berita [ Buku () Gambar

At Sekitar 499 000 000 hasi (0,37 detik
Setelan

www tiktok com » login = Terjemahkan halaman ini
Log in | TikTok

Figure 11. Results From Cached Web Page

Cached Web Page Like Figure 11 above is information from
the browser used by the suspect which contains search traces
that the suspect searched for, it can be seen in the image
above that the suspect searches the social media Tiktok web
on Google Chrome and some other history such as login and
upload to Tiktok.

3.4 Reporting

In this reporting process, the tools used for forensics will also
be input in order to see the results and comparisons of each
toolused. The information from the device of this research in
the form of Windows 10 laptop with the details in Table 3.

Table 3. Evidence Specifications

MSI GL62

Intel(R) Core(TM) i7-7700HQ CPU @
2.80GHz

Intel(R) HD Graphics 630 & NVIDIA
Geforce GTX1050/2GB DDRS

8GB Memory DDR4

I'TB 7200RPM

Applications or software that are forensic or analyzed, namely
the Chrome browser with a web, namely Tiktok web. By
following several inspection procedures, evidence is analyzed
with several tools with their own functions and features, from
analysis of the TikTok web social media. So the results that
are focused are several things related to the suspect and the
Tiktok web social media, for more details, see Table 4.

Table 4. Results of All Methods

1 Photo - v -

2 Videos - Thumnail | -

3 Text Windows | ¥ - -

4 User 10 ' v -
Name

5 Links v v v

Table 4 is the result of the discovery of evidence on the
TikTok web site running on the Chrome web browser. In
thetool FTK Imager successfully obtained evidence in the
form of text from the post caption uploaded by the suspect,
the suspect's user name (@tomypandella) who logged into
TikTok and the victim's user name (@tmpdl26) which was
marked in the suspect's content caption, and the suspect's link
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when logging in upload content and other activities on tiktok
social media. The results of photos and videos (Thumnail)
were obtained from thetool Browser History Capture /
Viewer, the results obtained were in the form of photos of the
suspect's account, video (Thumnail) of the video content
uploaded by the suspect and there was a link and username of
the suspect when logging in and uploading the content of the
ruthlessness.

3.5 Result

The keywords used to find evidence are photos, videos, text,
usernames, and links posts. The results of Tiktok forensics on
the Chrome web browser can be seen in table 5.

Table 5. Results of Findings
Photo - v -
Video - - -
Text \ -
Username v v -
Link s s s

Based on table 5, the results of this study almost get all the
results from the keywords used by 80% and 20% fail, namely
video posts.

4. CONCLUSION

Based on the results of research that has been running on the
Chrome browser application on Windows 10 with the title
"Browser Forensics in Web-Based Tiktok Applications”,
collecting forensic evidence by capturing ram and cache using
several wols that support the data collection process,such as
the FTK Imager tool, browser history capture, and video
cache display. To search for evidence yourself using the same
tools as FTK Imager, browser history viewer.and video cache
view. The results of the evidence generated by several tools
are used, then analyzed to find digital evidence in the form of
text, caption content,Username of suspect and victim, profile
photo of suspect and victim, video photo thumnail and source
link from Tiktok that the suspect accessed. Based on the tools
used in this study, 80% of items were successfully obtained
and 20% failed, namely videos.
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