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One of the most famous key exchange protocols is Diffie-Hellman Protocol
(DHP) which is a widely used technique on which key exchange systems
around the world depend. This protocol is simple and uncomplicated, and its
robustness is based on the Discrete Logarithm Problem (DLP). Despite this,
he is considered weak against the man-in-the-middle attack. This article
presents a completely different version of the DHP protocol. The proposed
version is based on two verification stages. In the first step, we check if the
pseudo-random value o that Alice sends to Bob has been manipulated! In the
second step, we make sure that the random value f that Bob sends to Alice is
not manipulated. The man-in-the-middle attacker, Eve, can impersonate
neither Alice nor Bob, manipulate their exchanged values, or discover the
secret encryption key.
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1. INTRODUCTION

In cryptology, a key exchange mechanism (Fig. 1) is a method that allows several elements to agree on
an encryption key. Thanks to asymmetric cryptography in the 1970s, the first key exchange protocol appeared,
and it can be secure and with the use of an insecure communication channel, where a trusted third party is not
used. Before the appearance of asymmetric (public key) encryption, there were no mathematical methods to
perform a key exchange. Only it was completely based on operational security where the key must be passed
through an already secure channel; in other words, one must involve the physical transport of diplomatic bags
containing the keys.

The first key exchange technique is described in [1]. The idea is to put a public list of problems (the
puzzles), which require some effort to find the solutions, and which reveal two secrets once solved. To get a
key, we randomly choose one of these problems and solve it. The first secret should be passed on to the puzzled
owner and let them know which puzzle was solved, and the second secret serves as a key. The attacker listening
to the conversation does not know, a priori, which puzzle was selected. To find the key chosen by both
participants, the attacker must, in the worst-case solve all the puzzles offered. It, therefore, faces a problem of
quadratic complexity. On the one hand, coming up with a set of puzzles each time is not a practical method.
On the other hand, in the random oracle model, the safety of this technique is shown to be effectively quadratic
in the number of puzzles. This level of complexity is not sufficient in modern cryptography, so in [2], this
technique is shown that it is not possible to improve the technique of [1].

The Diffie-Hellman technique only provides security against a passive opponent. That opponent can
overhear the conversation but cannot interfere with it. If the opponent is able to intercept the messages, then
one speaks to a man-in-the-middle attack. Where it is enough for the adversary to impersonate one to the other,
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and vice versa, in the end, the adversary will establish with each a key, and consequently, he will be able to
decipher the data sent by one to the other.

In Fig. 1, f denotes the function which calculates the output; not necessarily that fi equals fi:1. After n
iterations, the system gives the secret key.
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I Unsecure canal |
initialization | |
_ output; |
Input, T /7
I I
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input;,, | |
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secret key = output,

n : number of iterations, f; =/# f,,;

Fig. 1. General diagram of key exchange protocol

In 2002, the work of [3] showed the use of Weil couplings on elliptical curves to make a three-party key
exchange. If the Diffie-Hellman mechanism is used, it requires the establishment of a secure channel between
each pair. In 2003, the authors in [4] presented a generalization of [3] in order to guarantee the exchange of
keys between an arbitrary number of entities using a cryptographic multilinear application.

Quantum key exchange protocols have been proposed to exploit the properties of physics to ensure the
security of the key exchange instead of using mathematics and computer science. More particularly, based on
the statistical properties of a flow of entangled particles linked to the non-cloning theorem, it is possible to
discover an attacker who is listening and discarding a set of the bits thus revealed by correcting the noise. Many
of these protocols have been presented and implemented over distances covering a few hundred kilometers [5].

On the other hand, this type of key exchange poses a number of technological and operational challenges.
These challenges limit its deployment. In particular, a specific communication channel must be established
between the participants. For the BB84, B92 [6], or SARGO04 [7] protocols, it must guarantee the transport of
low-energy photons with the conservation of their polarization despite decoherence phenomena over the entire
length of the channel.

In this article, we define a new key exchange mechanism. This technique is the modification of the Diffie-
Hellman protocol in a very simple way and very robust. We have focused especially on avoiding the man-in-
the-middle attack as the Diffie-Hellman protocol is widely used around the world, except that it is vulnerable
to this type of attack. The remainder of the manuscript is organized as follows. Section Related Work provides
an overview of the key exchange protocols. In Section Diffie-Hellman Protocol, we describe the Diffie-
Hellman mechanism. In Section Proposed Protocol, we show the proposed protocol. Section Proposal Analysis
analyses our technique. Finally, we conclude with Section Conclusion.

2. RELATED WORK

In this section, various related works are discussed. Mainly, we have two genders of information
encryption, the first is symmetric key encryption, and the second is asymmetric key encryption [8-9]. In the
first type, participants use the same secret key to encrypt and decrypt data. The second type is used in many
fields, such as blockchain [10]. Also, we have two genders of keys; the public key that is used in the encryption
operation and the private key for the decryption operation.

There are several techniques based on asymmetric encryption like RSA cryptosystem, scheme of Diffie-
Hellman key exchange (DH), scheme of Elliptic Curve Cryptography (ECC), the specific Elliptic Curve Diffie-
Hellman (ECDH), and EIGamal cryptosystem [11]. In [12], the authors presented a hybrid encryption technique
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using the Diffie-Hellman mechanism and a technique called DHTTIE for a Text-to-Image encryption scheme.
In this proposition, the message is transformed as an image. The key of encryption will not be sent over the
channel but is constructed on both sides based on Diffie-Hellman protocol. Plain text is encrypted, exploiting
two levels of encryption. The first is Cipher Text Plan (CIP), and the second Correction Plan (COP). The ECDH
is a public key-based agreement technique that allows two entities to share the secret key for use in symmetric
encryption [13-14]. ECDH is more robust than other traditional algorithms like RSA regarding key size,
compute, also network bandwidth.

There is two class of two-party authenticated key agreement schemes, such as Password Authenticated
Key Exchange Protocol (PAKE), the second is Authenticated Key Exchange Protocol (AKE) [15-16]. The
AKA (Authenticated Key Agreement) mechanism is used to establish a common session key for two
communicators. This key is exploited for the purpose of the following cryptography. Most protocols of key
agreement (such as the MQV family) use one key per session. MQV is one of the Memoranda of Understanding
of the Diffie - Hellman family [17]. On the one hand, this protocol offers key authentication and transmission
confidentiality. On the other hand, MQV is vulnerable to the attack of unknown key sharing [18].

The HMQV protocol is the improvement of MQV [15] based on provable safety. HMQV removes some
verification steps done by MQV, such as proof of possession (PoP) verification during certification authority
registration and ephemeral public key primary order validation verification [19]. Based on ECDH, the authors
in [20] proposed a multi-session key. This protocol exploits the idea of hashed MQV. In [21], the authors
proposed a protocol based on Bilateral Generalization Inhomogeneous Short Integer Solution (Bi-GISIS) for
post-quantum IoT security. This protocol reduces the time consumption in the key generation. To ensure a
reusable key, the authors defined modified bilateral pasteurization in the random oracle model. So, the same
key becomes available in several executions. The authors of [22] proposed a lightweight key exchange (LKE)
architecture to the honest 10T nodes and interdict uncertified mistreats. This scheme uses lightweight Elliptic
Curve Qu-Vanstone (ECQV) that exploits implicit certificates for trust-building and generating keys between
parties. In [23], a Diffie-Hellman key exchange implementation using stéganographied images has been
presented. The authors used the Least Significant Bit (LSB) method [24]. In which, participant A calculates x
=y? then hidden by the LSB steganography algorithm and transmitted to the other participant B. The problem
with this protocol is that an attacker spoofs the entity of B.

In [25], the authors proposed an end-to-end password-based model key exchange protocol for privacy-
preserving. This protocol is used for multi-server architecture in the environment of edge computing. In [26],
a Lightweight Authenticated Key Exchange (AKE) scheme for the Internet of the Drone (loD) environment
(LAKE-IoD) has been presented. This protocol offers the session key establishment model between MU and
drone using a server. LAKE-loD uses the authenticated encryption technique AEGIS [27], hash function, and
XOR compute. The authors of [28] presented an authenticated key exchange technique for fog computing and
demonstrated that the [29] model for fog computing is vulnerable to ephemeral secret leakage attacks. Based
on elliptic curve cryptography, the authors in [30] presented an authentication and key exchange protocol
between the smart meter and the Advanced Metering Infrastructure (AMI) HeadEnd in the smart grid.

3. DIFFIE-HELLMAN PROTOCOL

In 1976, building on Merkle's construction, Whitfield Diffie and Martin Hellman [31] proposed to use the
discrete logarithm problem in a finite field, a computational problem considered difficult, as a basis for
constructing a key exchange mechanism. It is now the most widely used on the Internet through the TLS
protocol.

The publication of Whitfield Diffie and Martin Hellman initiated a revolution in cryptography [32]. The
theoretical conceptions of the public key encryption and the digital signature were presented and realized two
years after Diffie and Hellman in the RSA cryptosystem by authors Rivest, Shamir, and Adleman [33-39].
However, Diffie and Hellman proposed the first system to take into account public key properties. A previous
protocol Merkle, called the Merkle Riddles, served the same purposes, but the DH protocol has the best
relationship between safety and efficacy. The DHP allows two users Alice and Bob, who are communicated
by an authenticated channel but at the same time not secure, to create a secret cryptographic key. This key is
hard to find by an attacker Eve hearing the communication of Alice and Bob. The system works as follows.
Let G be a finite cyclic group of order |Gl generated by a given number g. In order to generate a cryptographic
key, Alice and Bob secretly choose the integers a and B, respectively, at random where o and [ are less than
G. Then, Alice and Bob secretly calculate A = g* mod p and B = g? mod p, respectively, and exchange these
group items over the unsecured public channel. Finally, Alice and Bob calculate respectively B* = (gf) ¢ = gh*
and AP = (g%) P = gP* This value is used as a secret key shared by Alice and Bob. Fig. 2 shows a mechanical
analog of the Diffie-Hellman protocol. Although this protocol is widely used, it is easily attacked by the man-
in-the-middle attack.
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Fig. 2. Diffie-Hellman protocol illustration

3.1. MAN-IN-THE-MIDDLE ATTACK

This attack can be described as follows: Alice generates a one-time private key a, calculates Y, (Ya=y
%), and sends it to Bob. The adversary Eve intercepts Alice’s message, saves it and generates a one-time private
key e, calculates Ye (Ye= ¥°), and sends it to Bob. This message to Bob has Alice’s User ID but Eve’s public
key. This message is sent in such a way that it appears as though it was sent from Alice’s host system. Similarly,
Bob generates a one-time private key B, calculates Y, (Yp = yP), and sends it to Alice. Eve sends a message to
Alice with Eve’s public key Y. (Y = y¢), purporting to come from Bob. Alice calculates a secret key kj =
(Ye)* mod p; Bob calculates a secret key ko = (Ye)® mod p. So, ki = y* and k. = y#; we see that Eve can
calculate k; and k; (Eve have: e’ and y*; e and y#).

4. PROPOSED PROTOCOL

The proposed protocol does not depend on a number given beforehand g like the case of DHP, to store
the generated value. In our protocol, Alice generates a pseudo-random value o and then sends it to Bob. After
generating the random value a, Alice calculates its inverse o using (1), where (x*)* mod p = 1. Bob generates
a random value B which will be the encryption key later. After receiving o, Bob calculates the vi = (B% BP).
The first value (%) is for masking B, the second (BP) is for checking that B is not manipulated, then v; is sent to
Alice. Upon receipt of v1, Alice calculates B using o, which for her is B until it is verified by Bob. After that,
Alice performs the first validation process (B:"! ! %), which is not sufficient. Alice calculates the value v, = B1*
and sends it to Bob to finally ensure its validation. After receiving v,, Bob compares it to . If this is correct,
the secret key B is valid and secure, and now Alice and Bob can encrypt messages with it. Fig. 3 shows the
general diagram of the proposed protocol.

To transport the secret key B, Alice generates a pseudo-random value o and computes o~ where = (p%)°,
we don't want to use the public key "e" of RSA, i.e., (m?)? mod n = m, because d, in this case, is unique. On
the other hand, we will calculate the pair (a, o) by the following equation:

__ptix(-1) )
a

Calculate the pair (o, o-)

where p denotes the private trapdoor (n = pq), i is an integer, and:

Relation between o and i p+ix(p-1)moda=0 2
Equation (1) equivalent to: (o x o’) = (p + i X (p-1)). Noting here that there is an infinite number of o~ for the
same a, so that these values of a” are easy to find.

Demonstration _ _
According to (1), a * a- =p + i * (p-1), (M*)* mod p=m¢»=m C**C-D) mod p = (mP * m'* *-Y) mod p, we
have mP mod p = m, m' " ®9 mod p = (m ®-Y) mod p, we have m ®Y mod p =1, so (m*)* mod p =m.
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Fig. 3. Proposed protocol

5. PROPOSAL ANALYSIS

One of the most important principles in this type of protocol (key exchange) is the assumption that the
channel is insecure. In the first scenario of the proposed technique, we assume that the adversary Eve spies on
the channel and can manipulate the value of a and impersonate Alice (see Fig. 3). Eve will produce a new value

o’ and send it to Bob as Alice. Bob calculates the pair vi = (B%, B?). When Alice receives vi, she extracts p;

using o then calculates B:f'. Of course, B:P! is different from BP because B # B (see conf; in Fig. 3).

The second scenario is the most dangerous when Eve does not manipulate the value of a but will produce
anew value B’, intercepts vy, and creates a new pair v’ using the value real of a, v’1= (B’% B’%). Eve sends v’;
to Alice as Bob. After receiving v’1, Alice extracts p’1, calculates 1%, and compares it with p’¥. Now, the
confy is validated because ’1= B’. That's why we added conf, to the protocol (see Fig. 3). After the first
confirmation, Alice calculates v’,= (f’1) “ and sends it to Bob. Even after Eve intercepts v’,, there is nothing
he can do because it does not have the real value of f. When Bob receives v’,, he will compare it to B« Of
course, the result does not match because 3’1# B (B’ is generated by Eve). Alice and Bob will easily discover
that the values have been manipulated. Finally, we can see that our protocol is secure against a man-in-the-
middle attack.

The effective protocol must be robust to passive attacks (if an attacker tries to prevent communication by
simply observing honest elements running the protocol) and also to active attacks (if an attacker subverts
communications by injection, deletion, etc., modification or replay of messages). There are security attributes
that our protocol achieves. We consider that A and B are two honest entities.

e Known key security: Each execution of our protocol between two elements A and B, produces a unique
secret key; the keys produced are called session keys. The proposed scheme is always carried out in the
presence of an attacker who has learned other session keys.

e Forward secrecy: In the proposal, if the secret keys of the current session of one or more entities are
compromised, the secret keys of previous sessions established by these honest entities are not affected.

e Key compromise impersonation resilience: Now suppose that A's long-term secret key is leaked. So, the
attacker who knows this key can now pretend to be entity A. However, this scenario does not allow the
attacker to pretend to be entities other than A because each communicating pair has its own private key.

6. CONCLUSION

In this article, we have presented a KEP, which we consider to be a new version of DHP. The objective
of the proposed protocol was to face up to the man-in-the-middle attack that suffered from it the original DHP.
In the analysis, we have proved that the proposed technique is very robust against this type of attack. A man-
in-the-middle attack cannot be applied in all scenarios where the attacker in the middle cannot deceive both
users by impersonating and by manipulating the secret key. Therefore, the proposed technique ensures the
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exchange of keys in complete confidentiality and security. Although attacks other than man-in-the-middle in
DHP have been studied, in the future, we would like to study the robustness of the proposed protocol against
other known attacks. We would also like to find a simpler, faster, and more efficient way to compute o~ which
will support this protocol with more flexibility.
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