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Abstract- Flooding attack is one of the serious threats of network
security on Web servers that resulted in the loss of bandwidth
and overload for the user and the service provider web server.
The first step to recognizing the network flooding attack is by
applying the detection system Intrusion Detection System (IDS)
like Snort. Snort is an open source system that can be used to
detect flooding attacks using special rules owned by Snort. All
activities are recorded on Snort are stored in a log file that
records all activity on network traffic. Log files are used at this
stage of the investigation to the forensic process model method to
find evidence. The results of this research scenario analysis
obtained 15 IP Address recorded perform illegal actions on web
server. This research has successfully detected flooding attack on
the network by performing forensics on web server.
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[.  INTRODUCTION

In this era, the increase in threats and attacks on network
security 1s increasing because the web server 1s supported by
the ease of access and resource availability are more easily
lead to hacker has vulnerabilities for hacking web servers.
Web server is an application server with the content contained
on HTTP or HTTPS from the browser and send it back in the
form of pages|1].

The web server will record data every of the visitor in the
form of log files on the web server|2]. The data log file will be
very helpful in case of problems on the web server[3]. In this
regard, there is a field of computer technology, the network
forensic (forensic network) is a branch of digital forensics[4],
using the technique scientifically proven to collect, use,
identifying, testing,

Analyzing, documenting and over and can present digital
evidence from several sources of digital evidence to network
events on finding source of the attack[5].

There are many possible attacks on a web server, one of
which is a flooding attack. Flooding attack is an attack
indicated[6] or stop services carried from one computer or to
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many computers simultaneously, by spending resources
(resource) owned by that computer until the computer is not
able to function properly|7]. Making it necessary to do the
search step to finding the lights and reconstructed the attack
action through evidence analysis attack. To combat this, the
Intrusion Detection System (IDS)[8], which can be used for
detection and identification of flooding attacks such as Snort
IDS[9]. Snort can detect intruders with a rule that has been
owned by Snort by way of a packet sniffer to see the data
traffic on computer networks|10].

Detection of flooding attack on a web server as done with
the forensic evidence in forensic process model approach,
namely forensic methods to gather information, examination,
analysis, and reports[5]. Therefore, the topics raised in this
research 1s the detection of flooding attack on _a web
server|11], including flooding attack detection processEind the
reconstruction of the characteristics of the log file that has
been recorded by Intrusion Detection System (IDS) Snort| 12].
The detection process is done with the aim to help network
administrators to minimize manual tasks undertaken in the
search for evidence of an attack on the data of each visitor
who is deliberately flooding attack on a web server| 13].

Forensnresearch network with the network computers
contained in the Bureau of Information and Communication
Technology (ICT)[14], University of Muhammadiyah
Magelang. From the description of the ICT network
administrator, University of Muhammadiyah Magelang most
attacks are attacking flooding. therefore required an
investigation and forensic investigation network in the
University of Muhammadiyah Magelang.

II.  BASIC THEORY
A ﬂ'emonfr Forensic

Network forensics is defined in [19] as capture. recording,
and analysis of network events in order to discover the source
of security attacks or other problem incidents. In other words,
network forensics involves capturing, recording and analyzing
of network traffic. The network data is derived from the
existing network security appliances such as firewall or
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intrusion  detection  system, examined for attack
characterization .d mvcstlgated to trace back to the attacker.
In many cases. certain crimes which do not break network
security policies but might be legally prosecutable. Those
crimes can be handled only by network forensics.

B. Model Process Forensic

The template is used to format your paper and style the text.
All margins, column widths, line spaces, and text fonts are
prescribed: please do not alter them. You may note
peculiarities. For example, the head margin in this template
measures proportionately more than 1s customary. This
measurement and others are deliberate, using specifications that
anticipate your paper as one part of the entire proceedings, and
not as an independent document. Please do not revise any of
the arent designations.

C. Intrusion Detection System (IDS)

The software application or hardware device that can
detect suspicious activity in a network system. Intrusion
Detection System (IDS)[11]. Intrusion Detection System

S) can perform inspections of inbound and outbound traffic
in a system or network, do the analysis and find evidence of
experiments (infiltration)[15].Intrusion Detection ~ System
(IDS) are passive which can only detect the presence of an
intruder to inform the network administrator that there is an
attack or disruption to the network. Intrusion Detection
System (IDS) is divided into two types, namely[16]:

e Network-based Intrusion Detection System (NIDS)

All traffic flowing into a network will be analyzed to
find whether there was an attempted attack or
intrusion into the network system.

e Host-based Intrusion Detection System (HIDS)

Activities of a host of individual networks will be
monitored if they are in an attempted attack or
intrusion into it or not.

D. Snort

Snort is a software to detect instruction on the system|[17],
capable of analyzing in real-time traffic and logging IP
Address, able to analyze the port and detect all sorts of attacks
from outside[18]. Snort works in three modes package as
shown in figure 1, namely:

e Packet sniffer mode

In a packet sniffer mode, Snort works as a sniffer to
see the data traffic on computer networks.

e Packet Logger
None of the packets on the network will be analyzed.
e Intrusion Detection Mode

In this mode, Snort will serve to detect attacks made
through a computer network.
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Figure 1: Snort detection

III.  METHODOLOGY

Flooding attack detection configuration phase consists of
Intrusion Detection System (IDS) Snort. This configuration is
performed to detect flooding attack on a web server, after
configuration Intrusion Detection System (1DS) Snort the next
step flooding conduct simulated attacks to test whether the
Intrusion Detection System (IDS) Snort has been successfully
installed. Snort log files can be saved in a file p.cap, it will be
analyzed to obtain the results of the forensic evidence of the
intruder on a web server.

A, Intrusion Detection System (IDS) Snort Configuration

Configuration phase Intrusion Detection System (IDS)
Snort performed to detect any demand (request) data, either by
request or attack. after configuring snort, then the next rule
configuration in accordance with the rules that have been
owned by the snort to detect attacks flooding.

B.  Flooding Attack Scenario

Phase flooding attack scenario was conducted to test
whether the configuration Intrusion Detection System (IDS)
Snort on the web server has been successfully installed. The
simulation was performed using the LOIC tool used to test
Intrusion Detection System (IDS) Snort to detect attacks
flooding. The drill began with the sending IP packets on a
target and selected the port will be attacked.

((9))

INTERNET ACCESS

IDS SERVER ROUTER

ATTACKER

Figure 2: Simulation Flooding attack

Scenario of flooding attack as show by figure 2, carried out
from several directions that connected to the Internet, by using
the LOIC tool. The server Muh University of Mgl is targeted
Flooding attack simulation to test whether the Snort IDS has
worked well. During the simulation, flooding attacks carried
out for about 15 minutes. During the simulated attack lasted
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flooding a target server running IDS Snort to capture traffic
and will get Snort log file shaped p.cap file.

IV. IMPLEMENTATION & RESULT
Phase analysis was used to reconstruct the results of Snort
logfile to obtain evidence. Muh University of Mgl network
topology is distributed (dispersed). the development of a star
topology. ICT Muh University of Mgl into the center once the
division of bandwidth in each faculty. The topology can be
seen in figure 3.
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A.  Implemetation Model Process Forensic

Implementation of network forensics process model in the
architectural design of network forensics in detecting flooding
attack on a web server Muh University Mgl. Detection of
flooding attacks seen in figure 4.2. The simulation process
cases that are trying to attack the target web server and
Intrusion Detection System (IDS) Snort detects an Brudcr
attempted flooding attacks by matching rules / rule that has
been owned by Snort. Intrusion Detection System (IDS) Snort
will record all activities towards the delivery of data to the
target server. Thus the log file will be stored in a log file
Snort. So the intruder will be analyzed to look for forensic
evidence by using Wireshark to reconstruct characteristics of
log files contained on Snort.

B. Model Process Forensic

The results of this analysis have four stages Model Process
Forensic:

e Phase Collection

Collection evidence in this study used recordings of
traffic IDS. IDS is implemented for about three
months during the study. IDS reconstruction process
begins after the catch traffic deemed a predetermined
rule. The process of taking payload as flooding attack
file in this study as figure 4.
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Figure 4: Data Collection Stages

Phase Examination

Intrusion Detection System (IDS) used Snort forensic
investigators in examining the log file found on Snort
in the capture (p.cap) b entering parameters to be
plugged into Snort. The inspection process is going
through a phase in figure 5.

Yes

Figure 5. Detection IDS Snort

Phase Analysis

At this stage of the analysis of log files will be
checked, the log files that have been recovered will
be examination one by one to determine changes in
the network and to see a timestamp. Flooding attacks
will be visible when the request to the web server
University of Muhammadiyah Magelang increased
capture traffic that is an anomaly. Then flooding
attacks are sent from the attacker so that traftic will
increase. In addition to traffic conducted investigator
using a remote SSH. also can be in the graphic user
requesting increased in figure 6.
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Figure 6: Load Average

After the Snort log files are recorded, the log file will
be taken and analyzed using Wireshark to have this
forensic evidence. In the picture seen demand exceed
30 packets in one second. When detected, the Snort
rules will give a wamning message in the alerts as
shown in figure 7.

d sa0rtiog 1475856577
Be Bt Yon G Cptm fpe St Tdghen N ek Hep
Am 8 JERE Qe=E2TE5 544880

S T Dewawn Pooal g o
105.96.155. 1 200.5.049.136 TP 1506 [P segoent of & reassesbled POU)
115.56.185.1. 23 1596 [TC5 segment of & resssembled #U]
10596155 1 203.6.148.1% T(P 1506 [TCP sageent of & rasscesbled POUI)
105.96.135. 1. 200.6.145.13¢ TCP 1566 [TCP segment of & reassesbled POU]
88 IS 11L96.185.1. M3.6.140.13 TP 1906 [T(P segment of & raassembled MU]
132732 JR16-10-88 i0:3%5  115.96.135.L 203.6.10.13% TP 1506 [1CP segeent of 2 raassesbled FIV]
| 13733 006-10-08 0:38:55  10.96.195.1 203.6.160.13 TP 1506 102 segment of & rsassentled AN]
115.96.155. 1 23.6.149.13¢ TCP 1586 [TCP segment of a reassesbled FOU)
1ih96.135. 1 HO.6. 14010 TC 1586 [T segmant of » reassembled POU]
110.96.1%5. L. 203.6. 149,13 T(P 1506 [TCF sepuent of & reascesbled FU]
105.96.155. 1. 200.6.145.13¢ TCP 1506 [TCP segment of & reassesbled POU]

Figure 7: Log Snort in Wireshark

With the help of filters ip.src == flooding attack will
then be analyzed to select the rows one by one to
open the menu on UDP follow that will result in
Figure 8.
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Figure 8: UDP Follow

From the collection of the line can have one line to
perform analysis on any part of the frame that
represents a frame in an attack packet flooding of IP

address 118.96.155.120 has a length (length) range in
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the 70s Bytes (74 Bytes). On the Internet Protocol
Verston 4, to read as 118.96.55.120 IP source and
destination IP address visible 203.6.149.136 with 20
Bytes header length and the total length of 60. on the
part of the user datagram protocol, source port reads
as 52 883 and destination port read as 80. If the filter
is returned to the ip.sre == 118.96.55.120 and
investigated in another frame, the source port is
immutable, but still in a great range (ports 51000-
64000). log file analysis results obtained 15 IP
address that has acted illegally flooding attacks web
servers.

In addition, the analysis continued with statistics
module endpoint in Wireshark used to collect attack
packets contained in log files Intrusion Detection
System (IDS) Snort during the attack simulation. In
Figure 9 below explains that the IP address has a
different load on each package and at different speeds
in each of its bytes.

e
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Figure 9:Statistic Endpoint Snort

e Phase Reporting

At the reporting stage 1s the last stage in the forensic
process model. This stage was the presentation of all
the findings in this study. Based on the analysis that
has been done then obtained 15 IP address which
becomes the findings in this research scenario, as
shown in Table 10.

V. CONCLUSION

IDS system that is applicable to the scenario of this study
have worked as expected, the system can record the activities
of the network in the form of log files with the extension p.cap
the file can be analyzed with Wireshark tool. Based on the
analysis that has been done, it was found that 15 IP address
web servers perform illegal actions, which led to overload
traffic.

By applying the forensic process model, IDS systems on a
web server can be used to help meet the needs of forensics at
the Muh University of Mgl, other than that the administrator
can monitor and prevent future attacks.
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TABLE 10 FILE LOG SNORT
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: Source Dest.

No. Timestamp Source Dest. IP Protokol Port Port Payload
40dd57603e0e006e69746172696¢6

1 7/10/2016 17:26 203.6.149.140 203.x.x.136 ICMP - - 7636 16374692d6d6f...
69732066696e6520746612¢204465

2 7/10/2016 16:32 112.78.32.170 203.x.x.136 52658 80 737564657375646573...

3 8/10/2016 19:28 36.73.51.196 203.x.x.136 58894 80 | 69732066696¢6520746[612¢204465
737564657375646573...
69732066696e65207461612¢204465

4 8/10/2016 20:36 118.96,155,120 203.x.%.136 52882 80 737564657375646573...
69732066696e65207461612e204465

5 8/10/2016 19:45 180.253.133.16 203.x.x.136 60052 80 | 737564657375646573...
69732066696e65207461612¢204465

6 8/10/2016 20:26 180.253.128 44 203.x.x.136 63749 80 | 737564657375646573...
69732066696e65207461612¢204465

7 8/10/2016 20:09 180.254.95.85 203.x.x.136 53820 80 | 737564657375646573...
69732066696e65207461612¢204465

8 8/10/2016 20:15 180.254.89.62 203.x.x.136 61246 80 | 73756465T375646573...
69732066696e65207461612¢204465

9 8/10/2016 20:51 180.254.66.63 203.x.x.136 54948 80 | 73756465T375646573...
69732066696e6520746612e204465

10 | 8/10/2016 20:07 36.73.104.81 203.x.x.136 53817 80 | 737564657375646573 ..
69732066696e65207461612c204465

11 8/10/2016 20:08 36.73.54.50 203.x.x.136 53814 80 | 737564657375646573 ..
69732066696¢6520746162¢204465

12 | 8/10/2016 20:20 36.81.87.139 203.x.x.136 63748 80 | 73756465T375646573...
69732066696e6520746612¢204465

13 | 8/10/2016 20:25 36.81.26.141 203.x.x.136 63756 80 | 73756465T375646573...
69732066696e6520746612¢204465

14 10/10/2016 6:34 36.81.47.197 203.x.%.136 55291 80 | 737564657375646573 ...
69732066696e65207461612¢204465

15 10/10/2016 6:34 36.81.35.5 203.x.x.136 56328 80 | 737564657375646573...
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