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ABSTRACT

The increasing human need for Internet access requires
Internet access service that is easy to do as the availability of
Wi-Fi hotspot. Among the many Wi hotspots mn public
service locations in Yogyakarta is still very little attention to
the security of data communications on the wireless network.,
This makes the hacker be mterested to discover his ability to
perform various activities of cybercnme. This study aims to
analyze and test the Wi-Fi network security contained in
locations of public services in Yogyakarta. The method used
in this study 1s a qualitative method that consists of five main
steps, namely the study of literature, the issue of criteria Wi-
Fi, research mstruments, data collection. and analysis. The
location of public services, Wi-F1 hotspot providers selected
in three categories: hotel, restaurant / cafe, and educational
institutions. Each public service category taken sample 5
different locations. Testing 1s done with action that leads to
crime by type of action such as sniffing, DNS spoofing and
hijacking. The results showed that the majority of Wi-Fi
located at the location of public service vulnerable to criminal
attack. Wi-I1 throughout the studied (100%) are not secure
against sniffing activities, 80% are not secure against DNS
spoofing activities, and 66.6%0 are not secure against hijacking
action.
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1. INTRODUCTION

Technological mnovation 1s now growing more rapidly.
Everyone m all that 1s associated with the technology. In
harmony with the development of these communities have
high mobility want to find a service that 1s flexible, easy-
paced and satisfying and pursue efficiency n all aspects. One
technology that able to provide those needs is the technology
of Wi-Fi (Wireless Fidelity). The penetration of the internet
and computer networks is rapidly increasing in addition to
providing ease but also has security concerns for companies
and individual database users [1] [2].

Wi-F1 network actually has more weaknesses than wired
networks. Some disadvantages of Wi-Fi security issue that is
still vulnerable than wired technology  [3], the rate is
influenced by environmental conditions, Bandwidth required
larger, some electronic devices may weaken the signal Wi-Fi,
Cost components of Wi-Fi is big enough and network
capacity 1s quite limited.

In this era, the availability of mobile services has increased
significantly due to many important applications provided by
mobile device manufacturers. A variety of mobile device
security issues and data privacy threat that challenges both
manufacturers and users. Therefore, the mobile device 1s an
ideal target for a wide range of issues of security and privacy
threats [4].
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In Yogyakarta, there are currently many services such as Wi-
Fi hotspot commercial, ISP, Internet Cafe, @@mpuses and
offices are using Wi-Fi network on each., but very little
attention to the security of data communications on the
wireless network. This makes the hacker be interested in
exploration ability to perform various activities that are
usually illegal through a Wi-Fi network.

From the facts above and the number of Wi-Fi, especially in
Yogyakarta, there 1s no research or testing in locations that
provide Wi-Fi in Yogyakarta. Therefore we need research or
testing in locations specific Wi-Fi to see the level of network
security that uses Wi-Fi proficiency level. By knowing the
security level Wi-Fi and the possibility of cniminal activities
that can be done, it can be done precautions to avoid or
minimize crime activities on the Wi-Fi service.

2. CURRENT RESEARCH

In general, there have been previous studies that discuss the
safety of Wi-Fi and cybercrime attack. This study focuses on
the analysis of Wi-Fi security level that existed at the location
of public services in the Yogyakarta area, Other studies
related to Wi-Fi security level is done by Hamid and Fietyata
Yudha, which has analyzed the secunty level Wi-Fi network
FTI-UIL. In the study Wi-Fi network mn UIl was very
vilnerable to attacks ARP Poisoning and all the existing
network successfully attacked by ARP Poisoning attacks [5].

Another study was conducted by Mekhaznia T [6], entitled
Wi-Fi Security Analysis. This study aims to determine the
system’s security protocol by using FMS Attcak wifi. The
results showed that the security protocol with WEP and WPA
wifi is not completely secure and can be assault with a key
recovery attack.

Research conducted by Jindal P entitled Quantitative analysis
of the security performance in wireless LANs [7]. This study
aims to determine how the security system on a Wi-Fi
network. The results showed that the different security
protocols will have different security levels. Knowing this, it
can have a security protocol that has a strong resistance.

The study titled Cyber Security Challenges within the
Connected Home Ecosystem Futures conducted by Arabeo
[8]. In this study aims to determine how the secunty of the
connection is made via a smart home,

The study, entitled Detection and analysis of eavesdropping in
anonymous communication networks by Chakravarty et al
19]. The purpose of this study is to analyze crime anonymaous
tapping in a network. The focus of research by implementing
a prototype using the IMAP protocol. SMTP, and HTTP.
These results indicate that the encrypted using SSL security
can not guarantee a person of the man in the midle of the
attack.

The study, entitled Performance evaluation of laboratory Wi-
Fi IEEE 802.11a wpa point-to-multipoint links by Carvalho et
al. [10]. This study focuses on the evaluation of the
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performance of IEEE 802 11a pernagkat wifi with WPA
security links point to multimpoint.

The study. entitled Security Concerns with Open Research
Issues of Present Computer Network by Rathee G. And Saini
H. [3]. This study proposes a method of Wireless Mesh
Networking security system to deal with wiretapping attacks,
attacks on the network layer, and an attack against the service,

The study. titled reviews on Cybercrime Affecting Portable
Devices by safavi et al. [11]. This study aims to determine
begaimana security for data probadi available on mobile
devices android smartphone operating system from cyber
attacks such as data theft and phishing,

The study, entitled Performance Evaluation of IEEE 802.15.4
Protocol Under Coexistence of 802.11b by wagh et al. [12].
This study aims to simulate the frequency of wifi 802.11b
protocols (ZigBee) to prevent coexistence in a wireless
network.

In this study the author elaborates on earlier research with a
focus test the level of network security or network using Wi-
Fi in Yogyakarta, such as in environmental education, hotel
and restaurant / cafe, Testing is done with some form of crime
sniffing, DNS spoofing and hijacking. The test results then
analyzed to determine how the security conditions. Objectives
and methods contained in this study is different from the
studies conducted earlier, This study aims to test and analyze
the security level Wi-F1 contamed on the location of public
services in Yogyakarta to attack by sniffing, DNS spoofing
and hijacking,

3. METODOLOGY

The method used in this study consists of five main steps,
namely literature, identification, determine research
instruments, data collection, and analysis. Fig. 1 shows the
design was made in several steps in this study.

3.1 Literature Study

At this stage of data collection by literature related to the Wi-
Fi network security and cybercrime. A literature study began
by gathering various information matenals from books,
proceedings, journals, articles and links from web pages that
are relevant to the 1ssues to be investigated. A literature study
was also conducted to understand the theornes of the
fundamental concepts of computer networking technology,
Wi-Fi and interception of communications networks as well
as a discussion on research or scientific work earlier in order
to avoid duplication or repetition that makes research
ineffective.

3.2 Identification

Phase identification is done by identifying the Wi-Fi security
criteria and identification of cybercrime activities throungh Wi-
Fi network.

Identification of existing security criteria Wi-Fi on the
location of public services in the Yogyakarta area is the
identification of criteria for Wi-Fi 1s wdentifying the type of
security applied to a Wi-Fi hotspot service. There are several
criteria that can be used by a hotspot Wi-Fi is open, wireless
key. and web authentication login.

Identification of cybercrime activities is the identification of
the types of attacks that lead to cybercrime through Wi-Fi
network. There are three activities that can be done is sniffing,
DNS spoofing and hijacking.
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Fig 1: Draft grooves research

3.3 Research Instruments

In this study have some Wi-Fi hotspot locations that are in the
public service. The location of public services in question is
the location that provides services to the user in general so
that anyone can use the Wi- hotspot without having
registered permanently. In this study selected three categories
namely the location of public services mstitutions, hotel and
restaurant / cafe. Each category of public service locations are
randomly selected five samples at a different location but still
n the region of Yogyakarta arca.

The hardware uaed this study are two laptops with specs
Pentium Dual Core 1.8 GHz, 3 GB RAM, 320 GB Hard Disk,
with Linux OS Backtrack, which serves as a Linux-based
computer hacker. In addition to the hardware and software 1s
also used which consists of the Linux operating system, the
Windows operating system, Apache web server, browser,
wireshark, and ettercap.

3.4 Data Collection

In this study, data was collected by means of observation and
literature. The observations were made with the review
directly to the location of the study and then make
observations, take notes, and evaluate existing network
location. Literature 1s a literature study to find materials from
the Intemet and read books that match the observed object.

3.5 Analysis

The analysis was conducted to test the security system of the
wireless network or to identfy possible values where
unauthorized access can be obtained. The purpose of this test
1s to find vulnerabilities every point i the wireless network
security system installed at certain locations that serve as the
test object. Tests conducted with various activities that lead to
internet crime (cybercrime) using the technique of sniffing,
DNS spoofing, and Hijacking.




4. DISCUSSION
4.1 Testing Mechanism

In testing the security of a Wi-Fi hotspot locations that are in
public services such as hotel, restaurant / cafe, and
educational institutions is necessary to determine the exact
mechanism so as not to be a crime and violating the privacy of
other users In domng Wi-Fi network secunty testing on the
location of public services in Yogyakarta, researchers using
two computers. The first computers used for users who access
the intemet through Wi-Fi networks that existed at the
location of public services. The second computer is used as
the attacker to commit the crime to the first computer. Two
computers used by researchers connected in a network Wi-Fi.

4.2 Sniffing

The term is an act of sniffing capture data packets passing on
a network. In this study, sniffing activities carried out to
capture the data packets that pass through the Wi-Fi networks
in public services. The captured data packets can then be
analyzed and used for specific purposes.
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Fig 2: An example of a data packet sniffing by using the
results of wireshark

Sniffing is done in this study 1s the packet capture data that
pass through the network. In domg activities smiffing,
computer attack using wireshark application, Target computer
online activity where this activity will be captured by the
attacker's computer. Fig. 2 below is an example of a data
packet sniffing by using the results of wireshark. In this
figure, there is information on the data packets passing
through the network. The data includes time. source,
destination, protocol, data length, and information about the
package.

4.3 DNS Spoofing

DNS poisoning i1s a way to forge a host address that 1s
accessible via a network, How this is done by submitting
incorrect information about the IP address of a host. The goal
is to divert traffic to packets of data from the actual host. This
method can also be used to alter or destroy the contents of the
DNS so that all access the DNS will be channeled to the
wrong address or the address cannot be accessed. By doing
DNS spoofing, an attacker could create a fake web that
resembles the original. The attacker will direct users to a
computer in the network when they want to access the onginal
web. With this transition. the attacker has to fool the user to
obtain information from those users.

DNS spoofing activity in this research i1s done by using time
Linux operating system, Apache web server, and application

International Journal of Computer Applications (0975 — 8887)
Volume 164 — No 7, April 2017

ettercap. Fig. 3 below is spoofing DNS activation using an
application ettercap. In this figure, seen a few plugins that can
be done one of which 1s DNS spoofing. The astenisk in the
DNS Spoofing indicates that the plugin has been activated.
ottercop NG=0.7.4.2 e

Start Targets Hosts View Mitm Fdters Loggng Flugins Help

Host List ® | Plugins B

Mams Varsion lnfe
1.1 Report suspicious ARP sctivity i]
1.2 A e victims in the target rangs

ehk_poisan 1.1 Chack if the poisaning had succoss
* dns_spoot 11 Sends spoofed dns replies

dos_attack 1.0 Run a d.o.s. attack sgainst an IP address

EX] A plugin tampl (Tor developers)

1.0 Search canne: 5 o & swnitched LAN =

AR poisaning vietine
GROUP 1: 192,168 43.1 00:27:15:27:40:F0

GROUP 2 192, 168 43,75 40:FO:2F 5 2:00: 3¢ £

Fig 3: DNS spoof activity using an application ettercap

If the DS spoofing activity is successfully done then the user
will access a specific DNS will be directed to a local server
belonging to the attacker. Fig. 4 below 1s a view of a DNS that
have been successful in diverting,

—

"Jr’ Rtp/ fweww. Googhe o.M *

2 google.coid

It works!

This is the default web page for this server

The web server software is runming but no content has been added, yet

Fig 4: View of a DNS that have been successful in
diverting

4.4 Hijacking

Hijacking is an activity undertaken to enter a system through
other and operating system. In this research, some measures to
stop the activities of hijacking as a target connection. take a
username and password the target or by taking session of the
target computer. Fig 5 below is to stop the connection by
using the application ettercap. In this figure, seen some
connections host to host that was built over a network. to stop
the connection can be made by selecting one connection and
then disconnect the connection by clicking on the Kill
Connection button.

- —
t F T

File Edt View History Bookmarks Tools Help

| ettercap NG-0.7.4.2
Stat Targets Hosts View Mitm Filters Loggng Pluging Help

: Host List 8 Plugns 8 Targets & -Cuﬂnlibon; L]

Host Port - Host Port  Proto State  Bytes
1921680105 59231 - 19218871115 53 u e 182
1921680105 S5510 - 104.131.26.227 443 T iled o
1921680105 55516 - S2220.253.2 443 T dled 6553

¥

1921680105 55522 - 104.131.26.227 443 T opening O
1921680105 65084 - 89182734 53 T closed 639
View Detads Kill Connection

Randomzing 255 hosts for scanning
[Scanning the whole netmask for 255 hosts
18 hosts added to the hosts list

Host 192.168.0.1 added to TARGET1
Host 192.168.0.105 added to TARGET2
Wctivating dns.spoof plugn

Fig 5: Kill connection to stop the connection by using the
application ettercap
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Another hijacking activity is by mac address spoofing. This
activity is done by changing the mac address of the computer
attackers with address mac computers have the target user. To
do mac address spoofing used on Linux console applications.
Fig 6 below is a command to change the mac address.

root@kali: ~

File Edit View Search Terminal Help

it R

Fig 6: Command to change mac address spoofing used on
linux console applications

In addition to killing the connection, hijacking can also be
done by entering the system by using session or user id
belongs to another user. Session or user id can be obtained
through the data packet sniffing usingP4lireshark application.
Fig 7 the following are smiffing data packets containing the
username and password.
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2e 31 2f 6c 6f 67 69 6e 92.168.1 .1/logi

70 25 33 41 25 32 46 25 ?dst=htt pX3A%2F%
38 2e 32 30 30 2e 31 25 2F192.16 8.200.1%
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70 2c 20 64 65 66 6¢c 61 ing: gzi p, defla
70 74 2d 4c 61 6e 67 75 te..AcCce pt-Langu
age: id- ID,id;qQ=
0.8,en-u s;q=0.6,
en; q=0.4 ....[ EG

aq &P asswo
d=ebcOb 60e6bb95
63b 44ead619
o &l =re
h6e&ds N
2F%2F19 58. 200

Fig 7: Sniffing data packets containing the username and
password

5. ANALYSIS

Testing 1s done to see the level of secunty of Wi-F1 network
by using DNS Poisoning techniques, sniffing and hijacking. In
this research has been some hotspot Wi-Fi available in public
services such as restaurant or cafes. hotels, and educational
institutions, Each of these types of public service has taken
several samples at different locations. The Wi-Fi hotspot then
tested do the activities that led to the Internet crimes are
sniffing, DNS Poisoning, and hijacking.

The test results on the security level of existing Wi-Fi hotspot
in the public service are presented in Table 2. The data shows
that overall the Wi-Fi hotspots are meticulous in status is not
secure. The whole Wi-Fi studied (100%) are not safe agamnst
sniffing activities. Sniffing activities undertaken n this study
is an event to view the data packets that pass through a Wi-Fi
network. Tools used are wireshark and ettercap, Wireshark is
software that can be used as network analysisis tool. By using
this tool one can analyze the condition of a network including
a look at the data packets passing through the network. By
looking at the data packets passing one can retrieve the data,
analyze, and use it for specific purposes including crimes.
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Network administrators can solve crimes sniffing by using
network analysis software either similar or not to do an
analysis on incoming network packets out over the network. If
it finds any discrepancy ftraffic to the source and destination of
suspicions, administrators can terminate connections to the
computer that is suspected.

DNS spoofing action was successfully performed on most of
the Wi-F1 hotspot. 80% Wi-F1 hotspot locations that are in the
public service can attack with DNS spoofing activity. The
success of spoofing action is performed using software
ettercap. DNS spoofing DNS done on Google co.id belongs or
belonged microsoft.com DNS. DNS spoofing activity used to
trick other users when accessing a domain address. With DNS
spoofing someone can create a fake web page that is used to
capture mformation from the user targets such as web login or
authentication pages. By obtaining this information, then one
can use the data to crime.

A user can avoud crime such as DNS spoofing action by way
of caution when accessing a web page. Users need to check
the authenticity of the DNS IP address to be accessed. Usually
DNS spoofing IP address will point to the destination IP local
address. The local IP address usually is 192,168 X.X.

Hijacking actions undertaken to enfer into a system using
other systems. By hijacking a person can pretend to be
someone else and use existing resources to crime. The results
of this study showed that 66.6% of the sample studied can be
attacked with actions hijacking. Hijacking is done in this
study is hijacking the mac address by spoofing or session
hijacking.

The act of hijacking the mac address spoofing can be
overcome by applying routing and restriction system client
with the IP address listed and the mac address filtening
Hijacking with the web login session can be overcome by
using a login page that i1s encrypted on the chient side rather
than on the server side so that data packets sent over the
network is a packet of data that has been encrypted.

Intemet users to exercise caution in making Intemet access
through a Wi-Fi hotspot that exist in the public service.
Ensure kept up-to logout after accessing the web using a login

system.

Table 2. The results of the security testing on wifi hotspot

network
Wi-Fi Wi-Fi Testing .

Location Security S| D &H Status

Cafe 1 Wireless key | v'| v v | Not Secure
Cafe 2 Wireless key v 3 Not Secure
Cafe 3 Wirelesskey | ¥| ¥ v Not Secure
Cafe 4 Wirelesskey | ¥| ¥ | v | Not Secure
Cafe 5 Wirelesskey | ¥| X | X | Not Secure
Hotel 1 Wirelesskey | v'| v | v | Not Secure
Hotel 2 Web login vl v Not Secure
Hotel 3 Wirelesskey | v'| ¥ v Not Secure
Hotel 4 Wirelesskey | ¥'| ¥ | v | Not Secure
Hotel 5 Web login v X i Not Secure
Campus | Wirelesskey | v| v | v | Not Secure
Campus 2 Web login v X | ¥ | NotSecure
Campus 3 Web login v ¥ | X | NotSecure
Campus 4 | Wirelesskey | ¥'| ¥ | v | Not Secure
Campus 5 | Wirelesskey | ¥| ¥ | v | Not Secure




Descryption:
S: Sniffing; D: DNS Spoofing; H: Hijacking
6. CONCLUSION

After a test on Wi-Fi hotspot located at the location of public
services and analyzing the test results, the conclusions
presented in this section that the authors get based on existing
data.

All existing Wi-Fi hotspot service at the location of public
services is a network service that is not safe. The network is
vulnerable to sniffing activity that allows others to sniff out
user activities in the network. Data show that 100% of
existing wifi hotspot can be attacked by sniffing.

Some have a Wi-Fi hotspot good enough level of security
against DNS spoofing and hijacking attacks but remain
vulnerable to sniffing activity, Activity sniffing the first step
when a person who wants to commit a crime network. Data
shows that 80% of existing wifi hotspot can be attacked with
DNS spoofing and 66.6% can be attacked with the hijacking.
Fig. 8 below shows the percentage of successful activity of
the attacks made against a Wi-Fi hotspot.

66,60%

100%

80%

m Sniffing  ® DNS Spoofing = Hijacking

Fig 8: Percentage of successfull activity of the attacks
made against a Wi-Fi hotspot
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