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Abstract

Emal 15 one of the resulls of the development of informalion and communication
technology. Email is widely used 1o exchange information by sending and receiving data, such as
document files, images, correspandence and others  With the development of fachnology and
information causing crimes in communicaling alsc growing, the perpelratars of cybsrofime
commonly referved to as cybercrime. Any crime on email made by cyber crime will surely leave
evidence, such as [P Address and others. Evidence of the crime can be used in the frial, zo it is
necessary forensic on the email. The research wiil de forensics on emails by way of android-
based email acquisition using the method used in this study is & forensfic method based on tpon
the availabie guidelines praparad by the Nationa! Institute of Standards and Tachnology (NIST).
The acguisition process on emall using smartchone android xiaomi with andreid versien loflipoe,
fram a series of research using forenzic metheds NIST qot an 1P address in the email header. IF
gudresses (hal have besn lourd can be used digital svidence.
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1. Introductian

Inrecent decades, mokile phene users in Indonesia have been ncreased from 265 people
with 50% penetraticn is internat users from S0% ofintarnet users that 45% access variols sources
using mobile [1]. Among lhe mest popular digilal services in Indongsia are Gmail. Yahoo Mail and
Whatsapp. The growth and devalopment of information and communicaticn technology has led
us o exchange infermation via email and with the help of a web Browser inside android. Inside
the smartphona andreid can also be installed web browser like googla chrome. mozalla Firefox,
opera, and cthers. There are 5 emails frequently used by Indonesian people. like Figure 1 [2].

TOP USED E-MAIL SERVICES

96.15%
G-mail

by Gooeke

9.32%

E-mail domain given from
the werkglace or university

3.95%
iCloud

= 307 respondenta (only sespendents whe i a-maila in iha servey)

Figure 1. Top Email Used by indonesian.

There are saome emsils that are often used by Indenesian pecplz, like Gmail 96 15%,
98.03% wahoo, workplace or university 9:32%, oullook 3% and iCloud 3.93% [2] As for the
reason they use the browser for various reasons such as a faster loading precess, easy user
interface, safz from viruses, offers many functional features and offers themes far chaoice [2]. With
the increasing number of users cannot be denied anymore if there are impacts in both the positive
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and negatve impacts. The pesitive impact is to help complate the activity quickly, and can help 2
difficult job. Since the negative impact is the abuse of the t2chnalogy itself is done by pecplz who
are not responsible. Email also has & weakness so il can be alfacked, one of the crimes in the
email there is the theft of usemame and password [3][4][5]. Crime ih cyberspace called
cyberarime. Cybererima is a type of crime associated with utilizing informatian and cammunication
technologies to gain unauthorized and unlimited access rights, and has a strong charactaristic
with a technolegical engineering that relies on a high level of security, from infermation conveyed
and accessed by Intarnet users [6)

In the crime of cybercrime will leave the evidence, lhs evidence can be both digital and
slectronic evidence [7]. Digital evidencze can be seen whan criminal proceedings take nlace or
when digital evidence has been stored, digital evidence can be handed exclusively by
digital forensic science using tools to solve and draw conclusions fram criminal cases on digital
avidence obtained. In the email is genuine or fake can be detected using & couple of ways to view
headers email [§], digital signatures, and raad thz log [B][IDI]. Thea handling cf crime involving
computer technolagy is stll very common for nove. Digital forensics 1s the use of science and
methods for diszovering, collecting, securing, analyzing, interpreting and presenting digitsl
avidence relaling lo cases ovecurring lor reconstruclion purposes and the validily of the judicial
orecess [12].

The law an cybercrime crimes is set by the laws of ITE [13]. For the crimes of [TE can be
criminalized by law or civil just according to the level of crime committed. To arrest the Cybercrime
authorities can raise the evil evidence stored in the smartphene as a proof of space. There is no
ascape from the criminzl case of evidence of evidence. Almest all proving criminal cases, always
rely on the examination of evidence, At least in addton to proot with other evidences, thers is
always a need for verificaticn with at |2ast two e-..'imzes [13].

[ [14], the siudy compared the security of Googlz Chrome browsear, Mozilla Firefox, and
Microsoft Internet Explorer Edge. The methodelogy used is The U.S, Naticnal Institute of Justice
(ML), The results obtained are Microsoft Edge is the default brawser on Windows 10 with a bettar
feature of Internet Explorer, but it turns out for the security aspactis wezsker comparzd to Mozilla
Firefox browser. while Google Chrome is stronger in the password.

In [4], live forensics analysis for email security comparison an the proprietary operating
syslem forensics live analysis in lhe lalesl opsraling syslem is windows 10. This research locuses
on the security of any emaill such as gmail, yahoo and cutiock and some browsers in general,
such as goagle chrame, mozilla Firefax. and Microsoft edge.

In [7], the study identifies the DCigital Evidence On Blackberry Messenger-based instant
messaging android. The results are presented in the form of recording conversations, BBM
Persoral Identification Number (BBM PIN]. the name of the sender and receiver, and the timing
of the research timestamp using the MNational Insttute of Standards and Technology (NIST)
methad.

From lhe background above, this research will do forensic on email by way of acguisilion
of android based 2mail to get IP addrass of sender. The sender's IF address is used as digital
avidence. This study uses farensic methods based on gquidelines prepared hy the MNational
Inslilute of Slandards and Technology (MIST).

2. Research Methad

the previous research gbout email, the study conducted a forensic investigation on email
spocfing by examining and comparing the values contained in some email headers defined as
amail spoofing detection parameters. The paramaters used in this study are the haaders '‘From’,
'Message-ID', 'Date’ and 'Rélved’. This research usss header analysis msthed.

In this research using Mational Institute of Standards and Technology (NIST) meathed is one
method to analyze digital evidence or to obtain information from digital evidence. Here are the
steps of the NIST method[15].

The following explanation in Figure 2:

1. Collectionis identify, label, record and retrieve data fromrelevant data scurces, then follow data
integrity preservation procedures.

2 Fxamination is the data has bean collected farensic using comhinations of scenarics, both
manuzlly and aulomatically, assese and release of dala in accordance with the data
requirements and maintaining the authenticity of data.
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3.Analysis s Perform anzlysis of the results of investgations by using the correct method both
technically and legally to get useful information and answers questions that sncourage the
collection and examination.

4. Reporting is Report the results of an analysis that includes a descripticn of the action taken,
specifies the ool usad and the precadurs selectad, and the required acticn, then reports the
results obtained.

Collection Examination Reporting

Figura 2. Stage Methed of tha National Institute of Standards and Technoicgy

3. Results and Discussion

The results of this study conducted the appointment of emails that have been sent by
somecone 1o us and then the email I1s forensic, ferensic email 1s an emall from geogle s geogle
mail or often called Gmail. Here is the process of acquiring on andrcid based emails using the
NIET method.

3.1 Collection
Al lhis slage lhalis collscling guods on smarlphone owners, lhe smarlphone usedin Xiaomi
Midi with andreoid versien |ollipop 5.0.2. In Figure 3is a cenceptual stage in the ccllection process.
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Figure 2. Conceptual Stages of Callection

3.2 Examination

Atthis stage, how te get digital evidence in email This study usesthz ariginal browser from
android systemn with version 2.4.10. Here is the stage of appointment of digital evidence.

In Figure 4 the initial display when apening the email through the android browser. the
acquisition process in the email then must be shanged in the desktep display and o change the
display to the desktop open the settings menu, see red circls.

In Figure 5 is a display setting on Gmall opened using androld browser and then click on
the desktap. see the red circle.
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Figure 8. Deskiop Display on Smartphone

In Figure 5is an email appearance of the android browser after the change to the desktop.
The next stage is to determine and open the email to be carried cut on the android-based amail
acquisition.
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Figure 7. Opening Emails that Wil be Forensic
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In Figure 7 is the opened smail view and 1o maks the acquisition of the email should open
the email header by click the original view, See red circle.

Figure 8. Email Heade

In Figure 8 is an email header display that will be used in the analysis phase to make the
acquisition of email.

3.3 Analysis

Al this slage, perform an analysis of lhe acouisilion process of the email. which generales
the sender's IF address, recipients [P addrass, sender's email address. email protocol, sender's
emall time, emall time received, and email encryption obtained fram emall headers This research
object focuses on acquisilion of IP address on the smail. The resulls can be seen in Figure 8.

r
-

Source IP Address : 209.85.220 .41

Figure §. IP Address Sender Email
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3.4 Reporting

At this stage. it is a digital farensic repart from the 2mail acquisition process. Email sent
frorm somseone via google mail has Leen found IP address of sender email in the email header,
then IF address can be used as digital evidence.

4, Conclusion

From the resezarch that has besn dane, the growth of information and communication
techrolngy is very fast. Email is one of the media used to exchange datz information images and
others. As the rapid developmesnt of informalion and communication exchanges, causes cyber
crime to flourish. So for the perpetrators of cyber crime or eykercrime required evidence. Crimes
committed by cybercrime can ke forensic on email. This research will do forensic on emails by
way of acquisition of android based e=mails as digital evidence by using forensic methods of the
National Institute of Standards and Technology (NIST). Atthe collection stage of evidence carried
out on the emartphone Android lellipop 5.0.2 type Xiaom Midi, to make =n acquisition on Android-
based emall then the emall must be openad using the brawser. In this study using the criginal
browser from android. In the tesfing phese, from a series of prncessathﬂ‘r have been done in
oblaining the IP address of the sender in the email header, olher than lhe sander's IP address is
found also the recipient's IF address, sender’'s email address, emall protocol, sender's email time,
amail time received and email encryption. In the final stages of the acquisition process in email
successfully carried out by obtaining an |P address sends email in the headsr as digital evidencs.
In the next study can tracker the IP address of the sender of the email.
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