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Abstract

Today's technology makes communication very easy and can be used anywhere, even a distance of hundreds to thousands of
kilometres is not a barrer in communicating. One of the tools or media that is widely used is via email. However, there are
many disadvantages that may be obtained from the email, one of which is spamming or mail. The purpose of this research is to
know the stages of spamming email analysis through header analysis. The method used in this study is the National Institute of
Standards and Technology (NIST) and this method uses 4 stages, namely collection, examination, analysis, and reporting. The
results of this study are expected to be able to find out the spam sender's email address, the spam email sender's 1P address, and
other information needed.
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Introduction

Nowadays internet services make it easy for humans to do all their activities anywhere and anytime. This
convenience is fortified by the reach of the internet that goes beyond various boundaries that makes the growth of
the internet very fast every day [1]. One of the internet services that is widely used and very popular is e-mail which
is used in an organizational, corporate or individual environment [2]. With technological developments, e-mail is not
only able to send text files, but can also send several files such as audio, video, photo, and other extension files [3].
There are threats that follow by utilizing these features as a medium of crime in the cyber world, because email is
the easiest tool to become a medium for sending spam (phishing, scam, malware, computer viruses and mail worms)
and malicious programs that are camouflaged and attached to attachments. One of the crimes found involving email
was email spamming and email spoofing [4]. Spamming is the sending of unwanted news or advertisements or what
is called bulk mail or junk email [5]. While email spoofing is an email that is intentionally faked so that it seems as
if it was sent from a legitimate email [6].

With so many crimes happening today, more and more technologies are being developed to check and protect e-
mails, including spam e-mail detection [7]. One way to develop this technology is to conduct internet forensic
investigations [8]. The results of testing and analysis on the system are designed for useful forensic evidence [9]. In
general, there are two types of internet forensic investigations, namely dead forensics and live forensics [10]. Dead
forensics is a technique that requires data to be stored permanently in a storage media device, generally a hard disk.
Live forensics is an analytical technique that involves running data which is generally stored in Random Access
Memory (RAM) or in transit on a network [11]. An important part in digital forensics is the authenticity of digital
evidence [12]. Conducting an investigation through the stages of a digital forensics digital examination procedure
approach is the correct way to obtain the evidence [13].

The National Institute of Standards and Technology (NIST) is a method used to perform forensic analysis. This
method has been widely used as a reference for forensic analysis research. For example, in android-based analysis,
Wijaya (2017) used the NIST method to analyze the telegram application on smartphones [14]. Also, Anshori
(2018) analyzed the digital evidence for Facebook Messenger which also used the NIST method [15].

This research can later become new knowledge about how forensic investigations deal with crimes in the cyber
world, especially in the case of e-mail spam. As in the real world, crimes in the cyber world also require a forensic
process, which combines elements of law and computer science. This research can be a first step to solving a
complex crime case and can help with previous research. E-mail header investigation is an important aspect of
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investigation because e-mail metadata and other information are contained in e-mail headers. Analysis of e-mail
headers can reveal the source, destination, e-mail client, sender IP, identification of fake or authentic e-mails, and
more. In practice, e-mails have been repeatedly adopted as evidence by legal departments. With the continuous
advancement of national legal processes and the continuous improvement of electronic evidence laws, e-mail
forensics is indispensable in the detection of computer crime cases.

Method
The analysis process of this research uses the National Institute of Standards and Technology (NIST)

method. This method refers to the basic stages in a forensic analysis, namely collection, examination, analysis, and
reporting [16] which is shown in Figure 1.

COLLECTION q

EXAMINATION

ANALYSIS

REPORTING

Figure 1. Stages in the method National Institute of Standards and Technology (NIST)

A. Collection
Collection was the stage of conducting the forensic process to identify sources that are considered potential to
be used as evidence, and the steps needed in data collection.

B. Examination
Examination was the stage of processing the data collected forensically, cither automatically or manually.

C.  Analysis
Analysis was the stage of analyzing the results of the examination using technically and legally justified
methods to obtain useful information and answer questions that encourage collection and examination.

D. Reporting
The reporting stage was reporting the results of the analysis which includes a description of the actions taken.

Results and Discussion
The results of this study were earned through evidences on spam emails by opening the header in the email.
A.  Collection
This stage was the stage for identifying the header section for digital evidence and conducting data sources.

The first step in the forensic process was to identify sources that were considered potential to be used as evidence.
Further, we described the steps required in data collection.
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Figure 2. Inboxes in a spam folder
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Figure 3. Spam Email Messages

Figure 2 and Figure 3 shows the content of an email message located in the spam folder. To view the header
of a spam email, click on the option and then click on View raw message.

B. Examination

The examination was run to determine data filtering in certain parts of the data source. Data filtering was
carried out by changing the shape of the data but we did not make changes to the data content because the
authenticity of the data was very important.

Return-Path: <jerrybensl@yshon . com>
X-YahooFilteredBulk: 74.6.134.215
Received-SPF: pass (comain of yahoo.com designates 74.6.134.215 as permitted sender)
X-¥Maill C5vN1DSHLDSBIRY . t1IcucDYcONe . xkX5_poqOF v Qk50axN
QInE. ci112gRBALYALMIALES_KpRETayn OAHEKEYS 2L saZYnt VIV Gy
W4vFOI2F0NUNHAM ok jAa35eRHLCMRGEEZ 0N s pswT 4 17 5qx]AFYE 1 Z6GKE
@R CSHSXERQIR11YUSEnaRFFFvKTra lny KB Lak ok Do LwvionS4 jojapl
€_uTi78UoRurozZik371spltzR01ywikPLvEYvH . teNa_jNbIXC1kSndynRL
USGiYenyLvSglelFaRcF2PIpbANITCFHR2 7242  wbOrDtgf rwilst 12 BnxpS
_1aBr7c0gfulcF 1AL I INAT1bTRas BMET6TURMCNF 1_KBCT IVYnrd8DiN
XYSELEY_LTVPP LUK XS *HABASKHTCBLY BS FRIBLUSWILINGPT ZCHVP LG
RTHpBCYCBUKESLCpTerGmlr . 1HEN . IXE JBMOK tGkBBOKTFANYULCrb3sy EAE
Z2pyeSFLIMIZOES NumeirSedTDN0SE_EEIWISENCFLY dzay aRATKEGYYRHY
Nr2GiMuSbrICHS ChwKOZWVnRe 115080 3SDLANCECemd T . hJ51Y_EPKIFGS
al QGULS9)(_9(1—91‘!(1‘\'05]]’U{SSK(DSI!S?ECIEDﬂTLK'JSBan[“BLlGDu
2 e BV OV 2wLne
w2§Lu~US\"J rEJq‘l".AXol‘Pm

wxnxxweqmuu}rP:JJd_rElnv:@-a..numuTUi DRﬂQEqJ;xng.u

b1xoDBelR3c. KjQUtogs. IDEUMsgblr 11K s 6Ly BOQpVHERrFy T 7vqs03

I8y FLQOSVEIMDTVODRYGS TYREOZGEN_raBrLAr JHgDAK INpVXEDg 29t SHE
T41Ln1KkeMa QCGtI2SeEtENOZIZOCE

JHIGEX5NS 21 IKCULVURGEWHT 1 JFANVF rfCSHONWE S Z0PrCaY TRLYZU

INz1aY20a. zNdg--

X-Originating-IP: [74.6.134.215]

Authentication-Results: mta4188.mail.sg3.yahoo.com

=8yahoo. com; header.s=52848; dkimepass (ok)

from 127.0.8.1 (EHLD sonic315-41.consar.meil, bf2.vahoo.con) (74.6.134.215)

4185 nail sg3. yahoo.con with SHTPS; Mon, B4 Mar 2010 22:37:53 +0008

DHIH-Sigrature: v=1; s=rsa-shalSs; c=relaved/relaxed; d=yshoo.com; $=s2843; £=1551733855; bh=(WBCeErqGRINTANZoEs TSRCAMKTAANNTOGAZCFDIZI=; heDate:Fror

B=HHKTEORQQNP 24YL gASGHELBTTF TR S 15T FPI TT12FCPYNF £ LAUNNEWE TK LRI TNUGPS Z0FMyNILICNAZ 4+ BAMENNENY TOF NZRPLCNS TNE TABC IS g0+ SXCNGRLBD  VOAKF YaSDS X 1k

Z0nedaDetIICyNsOUYhUBR, SyHarqalnn1hkccddZ6K+JmnSBnI Sz0krTZ3FLaN1bz I/ N8  rckarsVnCy L/ 2  INETSEot SkEosvhiaNCaXWE e IFOrkGRA0FpL UMy belvedruSg==

X-¥¥ail-086: fUSupeBWMinIlu.sTelem5]g8vy it 1FVpnTRONGVEAEDEIKOT 158,

Received: from sonic.gate.mail.nel.yanhoo.com by sonic315.consmr.mail.bf2.yahoo.com witn HTTP; Mon, 4 Mar 2819 22:37:35 +0008
Dote: Mon, 4 Mar 2019 22:35:36 +0008 (UTC)

From: Jerry Ben ¢jerryben678yahoo.comd

Reply-To: ]‘rr,« Ben <officebank2ligmeil. con>

.9278424.1551 1.yehoo. com>

t: Helln Dear friend, how are you dodng? T na,e all iz well with you?

ver;iar 1.8

Lunterr rarstr‘-Enc:ﬂmg Toit

Referen €1413985146. 5278424, 1551738536539 . refimail . yahoo .com>

HebService/1.1.13123 YahooMailBasic Mozilla/5.@ (Windows NT 6.1) AppleklenKit/537.36 (KHTHL, like Gecko) Chrome/72.8.3626.119 Safari/537.36
Content-Length: 1872

Figure 4. Spam Email Headers

In Figure 4 is a display of spam email headers. This email header was used for analysis of emails that entered
the spam folder.

Riadi, et. al. (Header investigation for spam email forensics using framework of national institute of standards and technology)




166

ILKOM Jumnal IImiah Vol. 13, No. 2, August 2021, pp. 163-167

!IS SN 2548-7779

C.  Analysis
The step taken was to analyze the generated. We analyzed where, how and why the data was generated, and by

whom.

Header

X-Apparently-To:
Return-Path:
X-YahooFilteredBulk:
Recelved-SPF:
X-¥YMaillSG:

X-Originating-IP:
Authentication-Results:
Received:
DKIM-Signature:

X=YMail-05G:
Received:

Date:

Date (Formatted):
From:

Reply-To:
Message-1D:
Subject:
MIME-Version:
Content-Type:

Content-Transfer-Encoding:

References:
X-Mailer:
content-Length:

Maon, 04 Mar 2019 22:37:53 +0000

<jerryben&7 @yahoo.com>

74.6.134.215

pass (domain of yahoo.com designates 74.6.134.215 as permitted sender)
C5vN1bEWLDs8IRY.UIcucDYcONe. xKX5_pogOFVFQkSDOXN QInB.cjilZqtBA1YAUM3R1k99_KpRgjaynOAH!
_laBr7cOgfudcFIDInLZiN4T1bIRasBMBTa6ZUrdMcNF1_K8cTiVYnr4BDIiN XYjgLkY_ITWPriUKtPdXsxHADA3DK
baluzQGUCs9X_dGrafkKtyDBITKNSSkkpsXs67e0EpPNTLEr558f6gIMSLIGpU W21ZkoZUEUIDAIKKSEIMx0TSdGE
blxoDDe1R3c.KjQXUtoga.IDEU4sgbUrl 1KsIELYBDQpwXVWERIFyI7vqs03 JAYyfCQO5SVZMD7VDDRYMESZYR
[74.6.134.215]

mta4108.mall.sg3.yahoo.com header.i=@yahoo.com; header.s=52048; dkim=pass (0k)

from 127.0.0.1 (EHLO sonic315-41.consmr.mail.bf2. yahoo.com) (74.6.134.215) by mta4108.mail.sg3.yal
v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=52048; t=1551739058; bh=QW8CeErqGR1HT:
b=HHK7E0dRQQMP24YLg45GHEUDZTFIWHMWAF52g5rfPXITT 1 2FCPYNFITAUNNEWE7KIRTINuoPm/ ZofMyN X
fUSVpeOVMINZ1u.sTe7em75108vvIWLIFVpn7KOXSVIAEDBIKSTISEIpniNdHA- -

from sonic.gate.mail.nel.yahoo.com by sonic315.consmr.mail.bf2.yahoo.com with HTTP; Maen, 4 Mar 201
Mon, 4 Mar 2019 22:35:36 +0000 (UTC)

03/04/2019 22:35:36 UTC

Jerry Ben <jerryben&?@yahoo.com>

Jerry Ben <officebank21@gmail com>

<1413985146.9278424.1551738936539@mail.yahoo.com>

Hello Dear friend, how are you doing? I hope all is well with you?

1.0

text/plain; charset=UTF-8

7hit

<1413985146.9278424.1551738936539.ref@mail.yahoo.com>

WebService/1.1.13123 YahooMailBasic Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like G
1072

Figure 5. Spam Email Header Details

Figure 5 describes the email sent by <jerry67@yahoo.com=, with the IP (X-Originating-IP :74.6.134.215).
From the analysis of the spam email headers, we could trace where it came from, but we did not know yet who did it
because only the IP Address was recorded (74.6.134.215). 1P address trace results show in Figure 6.

There were 5 [P address administrators in the world. These five administrators are those who regulate the use
of [P addresses on every computer in the world. The five administrator ip addresses are:

1) ARIN (North America and Sub-Sharan Africa) website: www.arin.net.

2) RIPE (Europe and Northern Africa) website: www.ripe.net.

3) APNIC (Asia Pacific) website: www.apnic.net.

4) LACNIC (Southern and Central America and the Caribbean) website : www.lacnic.net.

5) AFRINIC (The African Network Information Centre) webs

» www.aftinic.net,

Hostname or IF address: Whais server: Encoding:

G Start |4 Verify hostname | IP address [] Direct query
|| Redrect automaticaly [ Domain query
|| Format resporse (] Metwoark query

Host Information for "74.6.134.215":
IPF address: 74.6.134.215
Host name: sonic3l5-4l.consmr.mail.bf2.yahoo.com
Domain name: yahoo.com
Top level: coM
Hetwork Query
Network query for "74.6.134.215" T "wWhols.lana.org”:
% IANA WHOIS sccver
3 for more information on IRNA, V1S1T BCTP://WWW.lana.org
% This guery returned 1 object
refer: WnOlS.arin.net
inctnum: 74.0.0.0 - 74.255.255.255
organisstion: ARIN
atatus: RLLOCRTED
wnols: WNOlS.arin.net
chang=sd: 2005-06
source: IANA
The reaponss of "whois.isns.org" points to the Whois server "whois.erin.net”.

Figure 6. 1P address trace results
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After analyzing the IP of the spam email sender, the eToolz application notified that the IP (74.6.134.215)
belonged to ARIN.

D. Reporting
At these digital forensics reporting stage, from the 3 stages that we run, digital forensic evidence was obtained.
At the previous stage, we managed to get digital evidence in the form of an IP address contained in the email header.

Conclusion

Based on the results of the tests conducted using the NIST method, it can be concluded that e-mail header
investigation was an important aspect of the investigation because e-mail metadata and other information were
contained the in e-mail headers. Analysis of e-mail headers could reveal the source, destination, e-mail client, sender
IP, identification of fake or authentic e-mails, and more. IP addresses could be tracked using applications to make it
easier to find the sender of the e-mail. Once an IP address was tracked, it was easy to find routes, geographic
locations, network providers, and more.

Based on the results of the research, the authors suggest that hopefully the current study can be useful for
developing better tools so that it can be more effective and the results obtained are more detailed. More previous
studies reviews are needed so that the research results are more accurate and digital evidence can be used as
evidence.
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