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 In this study, a steganography method on digital images as anti-forensics by 

utilizing genetic algorithms was proposed. Genetic Algorithms are artificial 

intelligence whose functions are optimization and search. The purpose of this 

research is to optimize steganography as anti-forensic by applying a Genetic 

Algorithm and combined with the Hilbert curve, lempel Ziv Markov chain, 

and least significant bit. The result provides a new steganography method by 

combining various existing methods. The proposed method will be tested for 

image quality using PSNR, SSIM, Chi-Squared steganalysis and RS-

Analysis, and extraction test. The novelty obtained from the developed 

method is that the steganography method is as optimal as anti-forensic in 

keeping confidential data, has a large embedding capacity, and is able to be 

undetected using forensic methods. The results can maintain data 

confidentiality, have a large embedding capacity, and are able to be 

undetected using forensic methods. The proposed method got better 

performance rather than the previous method because PSNR and SSIM values 

are high, secret data can be received back as long as the pixel value doesn't 

change, and the size of the embedding capacity. The proposed method has 

more ability to embed various types of payload/ secret data because of the 

way it works, which splits byte files into binary. The proposed method also 

has the ability not to be detected when forensic image testing is carried out. 
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1. INTRODUCTION  

Since society has become more connected and digitized, the need for digital forensic investigations has 

become important for both civil and criminal purposes [1]. Digital forensics is a branch of forensic science that 

studies how to detect and observe abnormal conditions in applications, files, and digital devices to be used as 

strong evidence in the eyes of the law [2]. Disclosure of evidence from digital forensics is to obtain details of 

the sequence of events in a case so that a conclusion is obtained in law enforcement efforts [3]. Digital forensic 

investigations can be carried out for internal company investigations, civil investigations, and criminal 

investigations [4]. The process stages in digital forensics broadly include Collection, Examination, Analysis, 

and Report [5]. In the forensic process, there is a possibility that evidence can become unidentifiable due to 

anti-forensic [6]. Anti-forensics is an action to make the examination of the evidence difficult or even 

impossible to do [7]. There are several categories of anti-forensic methods that are often used. Namely Data 

Hiding, Artefact Wiping, Trail Obfuscation, and Attack Against The Computer Forensic Process or Tools [8]–

[10]. Data hiding is a technique for hiding secret data either explicitly or implicitly. Examples are cryptography 

and steganography [11], [12]. Steganography is the science of embedding secrets in digital media, such as 

images, audio, and video files, to be invisible [13]. The main problem of steganography is how to communicate 

securely with a large embedding capacity, processing resistance, and imperceptibility [14]–[17]. As a scientific 

method, there are no studies that directly state how dangerous steganography is, but steganography can be very 
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dangerous when used by criminal or terrorist groups in communicating [18]–[20]. Apart from being used for 

crime, steganography is also used in other important things such as military purposes, medical purposes, 

industrial purposes, to system authentication methods [21]–[23]. However, there is a lack of academic research 

on anti-forensics compared to research on digital forensics, and only 2% of 500 digital forensics research papers 

focus on anti-forensics [24]. Anti-forensics is not always defined as a criminal endeavor but can be understood 

as input to forensic practitioners, experts, and investigators to develop outdated forensic methods [10]. Kadhim 

et al. [25] summarize steganography in digital images, which can be implemented in several parts of the file, 

such as; End of the File, Spatial Domain, and Adaptive. In this case, the adaptive methods are methods that 

directly affect the embedding process and are also used to optimize the embedding process, such as the use of 

machine learning or artificial intelligence. 

This research is based on related research that applies genetic algorithms as an optimization effort. 

Genetic algorithms can be used in two types of areas for embedding, namely, spatial domain (based on pixel 

values) and transform domain (based on frequency components). Genetic algorithms are used to generate 

chromosomes that contain the best solution to a problem and utilize the Least Significant Bit embedding 

method on pixel values in the spatial domain area named SDMS-FC (Secret Data Modification Based Image 

Steganography - Flexible Chromosome) [26]. While in the area of the transform domain [27], a new method 

that can map the suitable frequency between the secret data with the least significant bit belonging to the 

frequency coefficient of the cover image in the best way, while the genetic algorithm is used to find the most 

optimal frequency transformation parameters. In [28], the use of a genetic algorithm that produces 

chromosomes that are used to set certain parameters, the result is a high embedding capacity and is able to set 

the embedding location automatically, the result is a high embedding capacity and is able to set the embedding 

location automatically. 

In an effort to uncover confidential information on steganography, steganalysis techniques were 

developed as digital forensic techniques. Steganalysis and steganography are two contradictory things. 

Steganography aims to hide confidential information, while steganalysis aims to reveal confidential 

information [29]. According to [29], the steganalysis method used by the forensic examiner is divided into 6 

categories, namely; visual steganalysis, signature or specific steganalysis, Statistical steganalysis, spread 

spectrum steganalysis, transform domain steganalysis, universal or blind steganalysis. Statistical steganalysis 

using Chi-square or Regular/Singular (RS) has a good performance when embedding is done in the spatial 

domain [30]–[32].  

In this study, the genetic algorithm is proposed as a method of finding the most optimal value of the 

existing parameters, namely the Hilbert-Curve, as a visual cryptography effort, reversing the direction of secret 

data, inversion of secret data, and compression of secret data using the Lempel Ziv Markov Chain algorithm 

then data The secret is embedded in the Least Significant Bit (LSB). The proposed method is tested for image 

quality using PSNR and SSIM. Then forensic image testing is performed using Chi-Squared steganalysis and 

RS-Analysis.      

The purpose of this study is to obtain a steganographic method as an optimal anti-forensic in keeping 

confidential data, large embedding capacity, and being able to be undetected using the forensic method. Visual 

cryptography attempts, reversal of secret data direction, inversion of secret data, and compression of secret 

data using the Lempel Ziv Markov Chain algorithm, then the secret data is embedded in the Least Significant 

Bit (LSB). The proposed method is tested for image quality using PSNR and SSIM. Then forensic image testing 

is performed using Chi-Squared steganalysis and RS-Analysis. 

2. METHOD  

The research method used is shown in the following Fig. 1. A literature study was conducted to find 

current research trends so that the research carried out was relevant and obtained maximum results. After 

getting the latest research trends, the existing steganographic methods were obtained. From the existing 

methods, improvements were made to the method to obtain the proposed method. The proposed method will 

be used to embed confidential data with the same dataset in previous studies in the literature study section.  

 

 
Fig. 1. Research Method 

 

The image results from the proposed method will be assessed for quality using the test method used in 

previous studies. To confirm the purpose of steganography as anti-forensic, a steganalysis test was carried out 
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to find out whether the image resulted from a method that was able to keep the data confidential. After obtaining 

the results from the series of tests, the results of the previous method tests are compared with the proposed 

method to assess whether the proposed method is better than the existing method. The results will be explained 

in the form of tables, graphs, and narratives. 

 

2.1. Purposed Method 

The genetic algorithm is an optimization used to find the best solution for steganography problems. The 

Peak Signal Noise Ratio (PSNR) value is the main value that becomes the fitness value of this genetic 

algorithm. The genetic algorithm will produce chromosomes that represent the solution to the problem. 

 

2.1.1. Chromosomal Representation 

The representation of chromosomes in the proposed method will look like in Table 1. 

 

Table 1. Chromosomal Representation 

Hilbert Curve Space-Filling Secret Data 

Inversion 

Embedding 

Direction 

Secret Data 

Modification X Value Y Value 

8 Bit 8 Bit 1 Bit 1 Bit 1 Bit 

Chromosomal example: 19 Bit 

0 1 1 0 0 1 0 1 1 0 1 1 1 0 0 1 0 1 0 

 

2.1.2. Visual Cryptography Hilbert Curve Space filling 

In the representation of the X and Y chromosomes, these values are used for encryption purposes. The 

digital image will be made into a stego sequence, which is a 1-dimensional array using the Hilbert Curve 

depicted in Fig. 2 Hilbert Curve 4×4, and Fig. 3 Hilbert Curve 8×8. The flow of changing images into 

sequences is visualized in Table 2. According to [33], the Hilbert curve has better performance for 

steganography than raster order and Z-scan. The use of the Hilbert Curve gets less distortion, which means it 

is possible to get a higher PSNR value. The condition for using the Hilbert Curve is that the dimensions of the 

digital image must be 2𝑛 (2×2, 4×4, 8×8 ... 𝑛 × 𝑛). 

 

 
Fig. 2. Hilbert Curve 4×4 

 
Fig. 3. Hilbert Curve 8×8 

 

Table 2. The flow of changing 4×4 images into stego sequences 

Image 4×4 Stego Sequence Hilbert Curve 4×4 Flows Visual 

 

[12, 3, 11, 15, 5, 0, 7, 3, 5, 2, 8, 6, 7, 3, 9, 4] 

 

 

2.1.3. Secret Data Inversion 

Chromosomal representation Secret data inversion is the process of creating a secret sequence and 

determining whether the secret data value needs to be inverted or not. 

 

2.1.4. Embedding Direction 

The chromosomal representation of the embedding direction is used to determine the embedding 

direction. In the previous process, after the stego sequence is created, it will be determined whether the 

embedding occurs from the index α → Ꞷ or vice versa Ꞷ → α 
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2.1.5. Modification of Confidential Data using Lempel Ziv Markov-Chain Compression 

Chromosome Representation Confidential Data Modification is used to set whether a secret file is better 

compressed or not. Lempel-Ziv Markov-Chain Algorithm (LZMA) is a lossless sequential data compression 

technique created by Abraham Lempel and Jacob Ziv [34], which is modified using the Markov chain. This 

method focuses on the integrity of the data that will not be reduced by a single bit after the return process. An 

example of the data compression process using LZMA is shown in Table 3. 

 

Table 3. Lempel Ziv Markov chain compression method 
byte stream: 0100100011100110111101 

The encoding process starts from 

the leftmost bit, looks for bits, 

and puts them into the 

Dictionary: 

0 | 100100011100110111101 

Then search for the next phrase 

that is not in the Dictionary. 
0 | 1 | 00100011100110111101 

The next phrase that is not in the 

dictionary is 00, and so on: 

0 | 1 | 00 | 100011100110111101 

0 | 1 | 00 | 10 | 0011100110111101 

0 | 1 | 00 | 10 | 001 | 1100110111101 

0 | 1 | 00 | 10 | 001 | 11 | 00110111101 

0 | 1 | 00 | 10 | 001 | 11 | 0011 | 0111101 

0 | 1 | 00 | 10 | 001 | 11 | 0011 | 01 | 11101 

Because all the bytes have been 

exhausted, the last phrase will 

repeat itself, the previous 01 we 

have found. 

0 | 1 | 00 | 10 | 001 | 11 | 0011 | 01 | 111 | 01 

The next process is indexing the 

Dictionary, then the encoding 

process and the last line is the 

result of encoding. 

 

1 2 3 4 5 6 7 8 9 10 Dictionary number 

0 1 00 10 001 11 0011 01 111 01 Encoding Process 

00 01 10 20 31 21 51 11 61 8 Encoding Results 
 

 

2.1.6. Least Significant Bit Embedding 

After the Stego sequence and Secret sequence are finished, the embedding process will be carried out by 

replacing the LSB value in the Stego sequence with the Secret sequence value. The example is in Table 4. 

 

Table 4. Least Significant Bit (LSB) embedding 

Stego Sequence 

[12, 3, 11, 15, 5, 0, 7, 3, 5, 2, 8, 6, 7, 3, 9, 4] 

Dalam bentuk biner: 

[00001100 00000011 00001011 00001111 00000101 00000000 00000111 00000011 00000101 00000010 

00001000 00000110 00000111 00000011 00001001 00000100] 

Secret Sequence 

[1, 2, 3] 

In binary form:  

[00000001 00000010 00000011] 

Embedded Sequence 

In binary form: 

[00001100 00000000 00001000 00001100 00000100 00000000 00000110 00000011 00000100 00000010 

00001000 00000110 00000110 00000010 00001001 00000100] 

In decimal form: 

[12, 0, 8, 12, 4, 0, 6, 3, 4, 2, 8, 6, 6, 2, 9, 4] 

 

2.2. Image Quality Test 

2.2.1. Peak Signal to Noise Ratio (PSNR) 
The peak signal-to-noise ratio (PSNR) is a measure of how much distortion occurs in an image caused by 

image processing. PSNR is usually expressed on the decibel scale as 

 𝑃𝑆𝑁𝑅 = 20 𝑙𝑜𝑔10 (
𝑀𝐴𝑋𝑓

√𝑀𝑆𝐸
) (1) 

where MSE is 
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𝑀𝑆𝐸 =
1

𝑚 𝑛
∑ ∑ ‖𝑓(𝑖, 𝑗) − 𝑔(𝑖, 𝑗)‖2

𝑛−1

𝑗=0

𝑚−1

𝑖=0

 (2) 

Where 𝑓 is the data matrix of the original image, 𝑔 is the matrix data of the degraded image, 𝑚 is the number 

of rows of image pixels, 𝑖 represents the row index, 𝑛 is the number of image pixels column, and 𝑗 represents 

the index of that column, and 𝑀𝐴𝑋𝑓 is the maximum signal value present in the original image, which is not 

suspicious. 

Assessment of the visual quality of digital images can be subjective. Then it is necessary to use 

quantitative/empirical measures to compare. By comparing the original image with the processing results, the 

results obtained whether the steganography algorithm causes a lot of damage or not. The PSNR value will be 

in the range of 100 to 0, where the higher the PSNR value means, the less noise is produced. In other words, 

the higher the PSNR value, the better the image quality. PSNR value is obtained from Equation (1), where 

MSE is Equation (2). PSNR is used because it has been proven to be accurate for assessing noise caused by 

data embedding and is used by many studies, including [26], [28], [35]. 

 

2.2.2. Structural Similarity Index Measure (SSIM) 

Structural Similarity Index Measure (SSIM) is a method to measure the similarity between two images 

by working like the Human Visual System (HVS). SSIM is a method of comparing the structural features of 

an image, and image quality is described by structural similarity. The SSIM calculation is based on a three-

factor calculation; luminance (𝑙), contrast (𝑐), and structure (𝑠). First coined by [36]. SSIM obtained from 

Equation (3) where [𝑙(𝑥, 𝑦)]𝑎 × [𝑐(𝑥, 𝑦)]𝛽 × [𝑠(𝑥, 𝑦)]𝛾 is Equation (4), Equation (5), Equation (6) and its 

simple form becomes Equation (8). SSIM is 

𝑆𝑆𝐼𝑀(𝑥, 𝑦) = [𝑙(𝑥, 𝑦)]𝑎 × [𝑐(𝑥, 𝑦)]𝛽 × [𝑠(𝑥, 𝑦)]𝛾 (3) 

Luminance is 

𝑙(𝑥, 𝑦) =
2𝜇𝑥𝜇𝑦 + 𝐶1

𝜇𝑥
2 + 𝜇𝑥

2 + 𝐶1

, (4) 

Contrast is 

𝑐(𝑥, 𝑦) =
2𝜎𝑥𝜎𝑦 + 𝐶2

𝜎𝑥
2 + 𝜎𝑥

2 + 𝐶2

, (5) 

Structure is 

𝑠(𝑥, 𝑦) =
𝜎𝑥𝑦 + 𝐶3

𝜎𝑥𝜎𝑦 + 𝐶3

 (6) 

Constants C1, C2, and C3 are entered to avoid instability when 𝜇𝑥
2 + 𝜇𝑥

2, 𝜎𝑥
2 + 𝜎𝑥

2, 𝜎𝑥𝜎𝑦 close to 0, then become 

Equation (7). 

𝐶1 =  (𝐾1𝐿)2 , 𝐶2 =  (𝐾2𝐿)2 , 𝐶3 =  𝐶2/2 (7) 

Or, in a simple form, SSIM will become 

𝑆𝑆𝐼𝑀(𝑥, 𝑦) =
(2𝜇𝑥𝜇𝑦 + 𝐶1)(2𝜎𝑥𝑦 + 𝐶2)

(𝜇𝑥
2 + 𝜇𝑦

2 + 𝐶1)(𝜎𝑥
2 + 𝜎𝑦

2 + 𝐶2)
 (8) 

Where 𝑥 is the original image, 𝑦 is the stego image, 𝜇𝑥, 𝜇𝑦 is image average, 𝜎𝑥 , 𝜎𝑦 is the standard deviation of 

the image, 𝜎𝑥𝑦 is image covariance x and y / cross-covariance, α, β, γ determine the weight given to each model, 

namely luminance, Contrast, and Structure 

The SSIM value has a range of 0 to 1, where getting closer to 1 means an image is said to be structurally 

similar. SSIM is used because it has been proven to be good at assessing the structural similarity of images and 

is used in various studies, including [26], [28], [35]. 

 

2.2.3. Image Transmission and Extraction 

Steganography is used as a host for data that is transmitted through communication networks such as the 

internet, intranets, communication media, or social media. This test is intended to test that the steganographic 
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image transmitted through the communication media is not damaged, data loss, or damage. The test will be 

carried out using two communication media, namely Whatsapp and Telegram, both of which are able to send 

images. The original image and the image sent through the communication media will be checked and analyzed 

for hexadecimal values to see if there is any damage or changes to the data. The last step is data extraction 

which is the main step to ensure the secret data is receivable. The purpose of this test is to see the robustness 

of steganographic images to image processing is, and able to receive the secret data without any damage or 

loss. 

 

2.3. Steganography and Steganalysis 

In this section, forensic image testing will be carried out with two methods based on statistics to test 

whether the secret data embedded in the steganographic image can be detected or not. 

 

2.3.1. Chi-Squared Steganalysis 

One of the statistical steganalysis techniques is the 𝜒2 or Chi-Squared test, which was introduced by 

Andreas Westfeld and Andreas Pfitzmann [37]. 𝜒2 test is very popular because it does not require the original 

cover image for comparison, considering that steganalysis rarely have access to the original image. Main focus 

of 𝑋2 test is to calculate the Pairs of Values generated from the embedding method. This technique is not only 

able to detect whether an image is a steganographic image but also can estimate the number of embedded secret 

bits. 

The work steps of detecting steganographic images using chi-squared include determining the Pair of 

Value values from steganographic images and ordinary images, calculating the actual PoV frequency from the 

stego image and the expected frequency from ordinary images, then calculating the chi-square value by 

comparing the actual frequency distribution and expected frequency with Equation (9) as 

𝜒2 =  ∑
(𝑒𝑖 − 𝐸(𝑒𝑖))2

𝐸(𝑒𝑖)

𝑣−1

𝑖=1

 (9) 

If distribution 𝐸(𝑒𝑖) (actual frequency) is equal to 𝑒𝑖 (expected frequency) then 𝜒𝑃𝑜𝑉
2  will approach 0, which 

means there is a small probability that an embedding has occurred. On the other hand, if the value of 𝑝 the 

closer to 1, the greater the probability that there has been a secret message embedding. 

 

2.3.2. Regular/Singular (RS) Steganalysis 

The RS Steganalysis method was developed by Jessica Fridrich [39]. This technique is able to detect 

random embedding accurately by utilizing the correlation of pixel values in the image. The way this technique 

works is by partitioning the given image into groups 𝑛 𝑝𝑖𝑥𝑒𝑙 next door (𝑥1 … 𝑥𝑛).  
To be able to explain how the Steganalysis Hospital works in a coherent manner, previously, we will 

describe how the embedding and grouping used by Jessica Fridrich works. To get the correlation of pixel 

values, the discrimination function 𝑓 is used, which is the absolute value of the average difference between 

adjacent pixels. The equation of the discrimination function 𝑓 can be expressed in Equation (10). 

𝑓(𝑥1,  𝑥2, … 𝑥𝑛) =  ∑ |𝑥𝑖+1 − 𝑥𝑖|

𝑛−1

𝑖=1

 (10) 

The greater the value of the function 𝑓, it can be concluded that a group is getting noisy. The implication of 

embedding LSB will increase the noise of the image, so the value of the function 𝑓 will increase. The LSB 

insertion performed by Jessica Fridrich can be described by the flipping function 𝐹1 and the dual-flipping 

function 𝐹−1 shown in Equation (11) & Equation (12): 

𝐹1 ∶  0 ↔ 1, 2 ↔ 3, … , 254 ↔ 255 (11) 

𝐹−1 ∶  −1 ↔ 0, 1 ↔ 2, … , 255 ↔ 256 (12) 

The functional relationship between flipping 𝐹1 and dual flipping 𝐹−1 shown in Equation (13): 

𝐹−1 =  𝐹1(𝑥 + 1) − 1 𝑓𝑜𝑟 𝑎𝑙𝑙 𝑥 (13) 

The pixel group (G) can be classified into three different types, namely R, S, and U: 

1. Regular 𝐺 ∈ 𝑅 ⇔ 𝑓(𝐹(𝐺)) > 𝑓(𝐺) Groups 

2. Singular 𝐺 ∈ 𝑆 ⇔ 𝑓(𝐹(𝐺)) < 𝑓(𝐺) Groups 

3. Unusable 𝐺 ∈ 𝑈 ⇔ 𝑓(𝐹(𝐺)) = 𝑓(𝐺) Groups 

http://issn.lipi.go.id/issn.cgi?daftar&1368096553&1&&
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Where 𝑓(𝐺) is the flipping function of each group component 𝐺 = (𝑥1 … 𝑥𝑛). In general, different flipping 

operations are in groups. The pattern of pixels to be flipped will be called a mask. 𝐹(𝐺) group, which has gone 

through the defined flip process (𝐹𝑀(1)(𝑥1), 𝐹𝑀(2)(𝑥2), … , 𝐹𝑀(𝑛)(𝑥𝑛)), where 𝑀(𝑖 = 1,2 . . . , 𝑛) is the mask 

element M, and its value is -1, 0, 1. 

After defining the term for the embedding process, it is time to define how the steganalysis process works. 

Henceforth the Regular Group for mask M will be symbolized as 𝑅𝑀 , as well as the Singular Group symbolized 

as 𝑆𝑀. 𝑅𝑀 + 𝑆𝑀  ≤ 1 dan 𝑅−𝑀 + 𝑆−𝑀  ≤ 1 is owned to negative mask. Expected value of 𝑅𝑀 is the same as 

(≅)𝑅−𝑀, and also applies to 𝑆𝑀 and 𝑆−𝑀 defined in Equation (14). 

𝑅𝑀 ≅ 𝑅−𝑀  and 𝑆𝑀 ≅ 𝑆−𝑀 (14) 

Based on the classification that has been done, an RS diagram like Fig. 4 sample diagram taken from J. Fridrich, 

et al. [39] where the image is taken using a digital camera. 

 

 
Fig. 4. An example of an RS diagram is taken from J. Fridrich et al. 

 

The diagram shows 𝑅−𝑀 . 𝑆−𝑀, 𝑅−𝑀 and 𝑆−𝑀 as the number of pixels with the LSB that have been flipped, 

where the abscissa represents the LSB pixels that have been flipped, at the same time, the ordinate is the relative 

number of groups R and S with masks 𝑀 and – 𝑀, when the example M = 0 1 1 0. Then step to get secret 

message length (𝑝) by re-adjusting the x-axis or abscissa so that 𝑝/2 becomes 0 and 100 − 𝑝/2 becomes 1, 

the x-coordinate of the intersection is the root of the following quadratic equation to Equation (15). Then thus, 

the length of the secret message (𝑝) can be obtained using Equation (16). 

2(𝑑1  +  𝑑0)𝑥2 +  (𝑑−0 − 𝑑−1 − 𝑑1 − 3𝑑0)𝑥 +  𝑑0  −  𝑑−0  = 0 (15) 

Where 𝑑0, 𝑑1, 𝑑−0, and 𝑑−1 is 

𝑑0 = 𝑅𝑀(𝑝/2) −  𝑆𝑀(𝑝/2) 

(16) 

𝑑1 = 𝑅𝑀(1 − 𝑝/2) − 𝑆𝑀(1 − 𝑝/2) 

𝑑−0 = 𝑅−𝑀(𝑝/2) −  𝑆−𝑀(𝑝/2) 

𝑑−1 = 𝑅−𝑀(1 − 𝑝/2) −  𝑆−𝑀(1 − 𝑝/2) 

𝑝 = 𝑥/(𝑥 − 1/2) 

 

2.4. Method Comparison 

The proposed method will be compared with existing methods by comparing the PSNR and SSIM values 

using the same dataset and the same secret data as used in previous studies. The next comparison is to compare 

the results of steganalysis testing using Chi-Squared and RS-Analysis with popular steganography programs. 

The steganalysis testing process is based on Chi-Squared, and RS-Analysis using Benedikt Boehm's 

StegExpose [40]. 

 

3. RESULTS AND DISCUSSION  

3.1. Literature Study 

The literature study in this study was conducted to obtain the latest research trends so that the research 

results can produce quality research. Previous studies that have been used as references are [26][27][28] as a 

reference for the use of genetic algorithms in steganography, [30]–[32] as a reference for forensic image 

http://issn.lipi.go.id/issn.cgi?daftar&1368096553&1&&


333 Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) ISSN 2338-3070 

  Vol. 8, No. 2, June 2022, pp. 326-341 

 

 

Anti-Forensics with Steganographic File Embedding in Digital Image Using Genetic Algorithm (Amadeus Pondera 

Purnacandra) 

research using the steganalysis method, and [33] as a reference for research trends in steganography. From the 

results of the literature study, it was also found that the datasets used in previous studies were passed down 

from generation to generation to measure the quality of the proposed method. 

 

3.1.1. Dataset Collection Method 

In this study, the source comes from http://sipi.usc.edu/database/database.php, belonging to the Signal 

and Image Processing Institute (SIPI), University of Southern California. This dataset is a dataset that has been 

used in previous studies so that the proposed method can be measured and evaluated appropriately. 

 

Fig. 5. Dataset 1 Lena Fig. 6. Dataset 2 Jet Fig. 7. Dataset 3 Pepper Fig. 8. Dataset 4 

Baboon 

 

Fig. 9. Dataset 5 Living 

Room 

Fig. 10. Dataset 6 Pirate Fig. 11. Dataset 7 Boat Fig. 12. Dataset 8 

Blonde 

 

Fig. 13. Dataset 9 Lake 

 

Fig. 14. Dataset 10 Test 

Pattern 

Fig. 15. Dataset 11 

Cameraman 

 

 

The dataset can be used as a cover image or as a secret file to be embedded. Although the contents of the 

dataset have 24 bits of color (RGB), in this study, only 8 bits of color (Grayscale) will be used following 

previous research. Fig. 5, Fig. 6, Fig. 7, Fig. 8, Fig. 9, Fig. 10, Fig. 11, Fig. 12, and Fig. 13 are images with a 

size of 512×512, while Fig. 14 and Fig. 15 are 256×256 images. 

 

3.2. Image Quality Test Results 

Fig. 16, Fig. 17, Fig. 18, Fig. 19, and Fig. 20 are stego images that have embedded secret data in Fig. 21. 

Result in Table 5 shows that the stego image has a PSNR value above 50 dB and an SSIM value of 0.99. A 

high PSNR value indicates that the stego image quality gets less distortion or damage. A high SSIM indicates 

that the image visually does not change. Despite having the same high value, PSNR and SSIM do not have a 

correlation. 

Fig. 23, Fig. 24, Fig. 25, and Fig. 26 are stego image that has embedded secret data in Fig. 27. Result in 

Table 6 shows that the stego image has a PSNR value above 50 dB as well. And the SSIM value is 0.99, which 

means the quality of the embedding process causes a little distortion and visual changes. But in Fig. 22, the 

PSNR value does not reach a value of 50 dB. This is because the size of the cover image is only 256×256 

pixels. The size of the cover image and confidential data greatly affects the PSNR value. 
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Fig. 16. GA.bmp (Mandrill/ Baboon) 

 

 
Fig. 17. GA.bmp (Lena) 

 
Fig. 18. GA.bmp (Airplane) 

 

 
Fig. 19. GA.bmp (Lake) 

 
Fig. 20. GA.bmp (Pepper) 

 
Fig. 21. testpat.bmp 

 

Table 5. PSNR and SSIM test results with secret data testpat.bmp 
Secret: testpat.bmp 

Cover Image PSNR SSIM 

Baboon / 4.1.03 58.88 0.99 

Leno / 4.1.04 57.36 0.99 

Airplane / 4.1.05 58.87 0.99 

Lake / 4.1.06 58.91 0.99 

Pepper / 4.1.07 57.35 0.99 

 

 
Fig. 22. 4.1.02 (Living 

Room) 

 
Fig. 23. 5.3.01 (Pirate) 

 
Fig. 24. 4.2.05 

(Airplane) 

 

 
Fig. 25. boat.512 

 
Fig. 26. 4.2.03 (Baboon/ Mandrill) 

 
Fig. 27. cameraman.bmp 

 

Table 6. PSNR and SSIM test results with secret data cameraman.bmp 
Secret: cameraman.bmp 

Cover Image PSNR SSIM 

Living Room / 4.1.02 43.00 0.99 

Pirate / 5.3.01 54.13 0.99 

Airplane / 4.2.05 54.2 0.99 

Boat / boat.512 54.05 0.99 

Mandrill / 4.2.03 53.83 0.99 

http://issn.lipi.go.id/issn.cgi?daftar&1368096553&1&&


335 Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) ISSN 2338-3070 

  Vol. 8, No. 2, June 2022, pp. 326-341 

 

 

Anti-Forensics with Steganographic File Embedding in Digital Image Using Genetic Algorithm (Amadeus Pondera 

Purnacandra) 

3.2.1. Transmission and Extraction Results 

Delivery and extraction tests are carried out to prove that the stego image processed using the proposed 

method is able to maintain the robustness of confidential data. The test was carried out using social media 

Telegram and Whatsapp. These two social media were chosen because Whatsapp uses image compression 

when sending, while Telegram does not use compression. 

Based on the test, the data on Table 7 image that was sent via Telegram, shown in Fig. 28 no change, as 

evidenced by HexDump, shown in Fig. 29. While the image sent via Whatsapp, shown in Fig. 30, subjected to 

compression and changes as evidenced by HexDump shown on Fig. 31. The changed image cannot keep the 

data confidential/payload, this means that the proposed method does not meet the Robustness aspect 

(resistance) to data processing. Meanwhile, Citra, which has not changed, is still able to maintain its secret data 

properly, as evidenced by when Fig. 32 is HexDumped and shown in Fig. 33, the result is the same as the 

Payload before embedding, and when a hash comparison is made between Fig. 32 with Payload before 

embedding the result is identical and shown on Fig. 34. 

Table 7. Delivery and extraction testing 

Telegram 

 
Fig. 28. 4.2.04GA.bmp 

 

 
Fig. 29. HexDump 4.2.04GA.bmp 

 

WhatsApp 

 
Fig. 30. WhatsApp Image 2022-01-09 at 2.25.49 

PM.jpeg 

 

 
Fig. 31. HexDump WhatsApp Image 2022-01-09 at 

2.25.49 PM.jpeg 

 

 
Fig. 32. Output File 

 

 
Fig. 33. HexDump file Output Result 
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Fig. 34. Hash Comparison Result 

 

3.3. Image Steganalysis Test Results 

In Table 8, the results show that the proposed method is able to maintain confidential data and is not 

detected as a steganography file when steganalysis testing is carried out. 

 

Table 8. Steganalysis results on stego image testing 

File name 

Above the stego 

threshold? 

True = Detected 

Secret message size in 

bytes (ignore for clean 

files) 

Chi-Square RS analysis 
Fusion 

(mean) 

4.2.03GA.bmp FALSE 5527 8.37E-04 0.102852993 0.062989607 

4.2.04GA.bmp FALSE 2005 0.001293948 0.022336234 0.022852045 

4.2.05GA.bmp FALSE 1940 0.004505766 0.026006712 0.02211449 

4.2.06GA.bmp FALSE 1420 4.19E-08 0.023825325 0.016187578 

4.2.07GA.bmp FALSE 730 2.84E-06 0.008238846 0.00831912 

 

3.4. Method Comparison Results 

In the results section of this comparison, the proposed method is compared with the results from the 

previously existing methods [2], [26], [28], [41]–[45]. Other popular methods used are Robin David's LSB-

Steg and Georgeom's StegOnline. 

Based on the results of the comparison in Table 9, which uses Testpat.bmp as secret data, the proposed 

method has a better PSNR value than the previous method and the LSB-Steg method in Fig. 35. Likewise in 

the comparison results in Table 10, which uses Cameraman.bmp as its secret data. The proposed method still 

has a slightly higher PSNR value than the previous method Fig. 36. Except for Fig. 22 PSNR value does not 

reach 50 dB. This is because the size of the cover image is only 256×256 pixels. However, the SSIM value in 

each method is the same Fig. 37 which means all methods do not change the image visually. 

 

Table 9. Comparison of methods on secret data testpat.bmp 
Secret: Testpat.bmp 

 PSNR 

Cover Image 

Lin and 

Tsai’s 

method 

[41] 

Yang et 

al.’s 

method  

[42] 

Chang 

et al.’s 

method 

[44] 

Wu et 

al.’s 

method 

[45] 

Kanan’s 

technique 

[28] 

Pratik 

Shah's 

technique 

[26] 

LSB-

Steg 

Purposed 

Method 

Airplane/ 4.2.05 39.25 41.66 40.73 43.53 45.18 46.37 43.5 58.87 

Lake / 4.2.06 39.18 41.51 38.86 43.55 45.1 46.42 43.51 58.91 

Pepper /4.2.07 39.17 41.56 39.3 43.56 45.13 46.39 43.49 57.35 

Mandrill/4.2.03 39.18 41.55 39.94 43.54 45.12 46.42 43.49 58.88 

Lena/ 4.2.04 39.2 41.6 40.37 43.54 45.12 46.43 43.5 57.36 

 

Table 10. Comparison of methods on secret data cameraman.bmp 
Secret: Cameraman.bmp 

 PSNR SSIM 

Cover Image LSB 
Pratik Shah's 

technique [26] 

Proposed 

Method 
LSB 

Pratik Shah's 

technique [26] 

Purposed 

Method 

Living Room / 4.1.02 51.12 52.17 43.00 0.99 0.99 0.99 

Pirate / 5.3.01 51.14 52.41 54.13 0.99 0.99 0.99 

Airplane / 4.2.05 51.14 52.21 54.20 0.99 0.99 0.99 

Boat / boat.512 51.12 52.35 54.05 0.99 0.99 0.99 

Mandrill / 4.2.03 51.13 52.13 53.83 0.99 0.99 0.99 
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Fig. 35. Method comparison graph on testpat.bmp secret data 

 

 

Fig. 36. Comparison graph of psnr method on 

cameraman.bmp rahasia secret data 

 

Fig. 37. Comparison graph of SSIM method on 

secret data cameraman.bmp 

 

Statistical steganalysis test results in Table 11 proved that the proposed method proved undetectable using 

statistical attacks with the chi-squared in Fig. 38 and RS analysis in Fig. 39. Confidential Data Assumption 

Embedded in Fig. 40 shows that the proposed method is not statistically detectable by the steganalysis 

technique. 

 

Table 11. Comparison of steganalysis test results 

File name 

Above the stego 

threshold? 

True= Detected 

Secret message size 

in bytes (ignore for 

clean files) 

Chi-Square RS analysis 
Fusion 

(mean) 

4.2.03GA.bmp FALSE 5527 8.37E-04 0.102852993 0.062989607 

4.2.03_LSB-Steg.png TRUE 82023 0.44761641 0.410052685 0.401045038 

4.2.03_StegOnline.bmp TRUE 54699 0.411640243 0.409821311 0.398655132 

4.2.04GA.bmp FALSE 2005 0.001293948 0.022336234 0.022852045 

4.2.04_LSB-Steg.png TRUE 54492 0.109431763 0.448458811 0.336423872 

4.2.04_StegOnline.bmp TRUE 36233 0.089003766 0.440266831 0.320810262 

4.2.05GA.bmp FALSE 1940 0.004505766 0.026006712 0.02211449 

4.2.05_LSB-Steg.png TRUE 55129 0.264528786 0.445139875 0.380177097 

4.2.05_StegOnline.bmp TRUE 35425 0.169685238 0.44433494 0.34712031 

4.2.06GA.bmp FALSE 1420 4.19E-08 0.023825325 0.016187578 

4.2.06_LSB-Steg.png TRUE 64635 0.167365533 0.46399416 0.356971206 

4.2.06_StegOnline.bmp TRUE 46088 0.21947907 0.465481233 0.373559561 

4.2.07GA.bmp FALSE 730 2.84E-06 0.008238846 0.00831912 

4.2.07_LSB-Steg.png TRUE 68589 0.311341214 0.466841773 0.416350521 

4.2.07_StegOnline.bmp TRUE 40247 0.142343695 0.461474496 0.350743584 
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Fig. 38. Comparison graph of chi-square test results 

 

 
Fig. 39. Comparison graph of RS analysis test results 

 

 
Fig. 40. Comparison graph of embedded secret data estimate results 

 

At the forensic investigation stage, if the evidence is found with the type of digital image during the 

evidence collection process, it will be carried out using procedures that are in accordance with image forensics 

based on the National Institute of Standards and Technology (NIST) [46]. When the digital image generated 

from the proposed method is tested forensically using statistical methods (chi-squared and RS-Analysis), it is 

able to retain its confidential data. The proposed method also gets a higher PSNR value than the previous 

method, which means the proposed method gets less damage to the cover image. However, the proposed 

method has a weakness in the robustness aspect of image processing which causes changes in the spatial 

domain. 
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4. CONCLUSION 

The proposed method is by utilizing genetic algorithm chromosomes in steganography techniques to 

control the parameters. It can be a steganographic method as an effective anti-forensic technique. The proposed 

method can maintain data confidentiality well, as evidenced by a high PSNR value, as evidence which shows 

the average PSNR value resulting from the proposed method is more than 50 dB, the SSIM value is close to 1, 

and confidential data can be received back by the intended party intact without being damaged if the pixel 

value of the steganography image does not change. 

The magnitude of the embedding capacity can also be proven by the proposed method based on the results 

of the comparison of the methods carried out and proven. The cover image and secret image are the same as 

those used in previous studies. The proposed method gets a higher PSNR value than the previous method. The 

high PSNR value is obtained because there is less distortion in the steganographic image due to the smaller 

size of the secret/payload data due to data compression using the Lempel Ziv-Markov Chain Algorithm. 

The proposed method can also produce steganographic images with the ability to keep confidential data 

from being detected during forensic image testing with statistical steganalysis techniques, as proven, and when 

compared to the general method, the proposed method has better undetectability. 

With this, the proposed method can be an effective steganographic method because it is able to maintain 

data confidentiality, has a large embedding capacity, and has the ability not to be detected during forensic 

image testing. The proposed method has more ability to embed various types of payload/ secret data because 

of the way it works, which breaks the byte file into binary.  

However, the proposed method still has drawbacks. When there is a change in the pixel value, the secret 

data will not be accepted again. Transmission and extraction results in those who use Whatsapp fail to be 

accepted again because, at the time of transmission, the steganographic image is compressed, which results in 

a change in the pixel value in the steganographic image 
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