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Abstract

The development of information and communication technology are growing rapidly,
such as email. Email is one of the communication tools that are used to send and received the
information in a matter of minutes and even seconds. Speed in communication causes
weaknesses that cybercrime can exploit. Cybercrime is any criminal activity that involves a
network, cybercrime must be leaving digital evidence. Digital evidence can be done live
forensics using wireshark and networkminer, that are software capable of capturing data
packets across the internet network. This study will conduct a comparison of wireshark and
networkminer forensic tools, these research subjects focus on e-mail services based android to
obtain digital evidence as much as possible on both of these tools. In this process using mobile
forensic methods the national institute of standards and technology (NIST). The result of this
research is that networkminer get more digital evidence than wireshark.
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1. Introduction

The development of technology can facilitate human work so that more effective, one of
the development of technology is electronic mail (email). Email is one of the medium of
communication, information dissemination and the number of email provider services makes it
all to be concise and easy. Users can send information in minutes and even seconds to the
world. Likewise the recipient of the information can easily and quickly reply with the information
[1].

The more people who connect to the internet, making electronic mail (email) as one
form of communication the most rapid and economical. The amount of digital information in
email as a result of the development of information technology requires a way of organizing and
grouping information in an email inbox for the convenience of its users. This unstructured
grouping of information is known by the classification of documents [2].

Smartphones have many applications that can be used to help access email.
Smartphones are working phones that use the full potential of operating system software that
provides user-friendly connections and powerful hardware. Smartphones have different
operating systems, just like with the operating system for desktop computers [3]. Currently
smartphone devices have the same functionality as computers. Although the function is the
same as the computer, but there are some differences in the process of handling digital
forensics between computer devices and smartphones because the smartphone has unique
characteristics that cannot be equated with ordinary computer handling [4]. The familiar
smartphone used by the community is an Android based smartphone.

Indonesian society is no stranger to the name of smartphones, Indonesia is one of the
market is quite promising for companies makers of smartphones, especially android. Every year
android users continue to leave because the user interface friendly and open source makes it
easy for users to use it and develop it. Based on statistics of mobile operating system market
share in Indonesia from January 2012 to December 2017 users android smartphone continue
to increase, can be seen in Figure 1 [5].
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Figure 1. Smartphone User in Indonesia

In any cybercrime must leave evidence, in the form of digital and electronic evidence
[6]. Digital evidence can be seen when the criminal process is direct and can be stored, digital
evidence can be handled exclusively by digital forensics science using tools to solve and draw
conclusions from criminal cases on digital evidence obtained. In real or fake emails it can be
detected using several ways, such as viewing email headers [7]-[9], digital signature, and
reading logs [10]-[13] . Digital forensics is the study of how to deal with crimes involving
technology such as computers. There are several techniques in digital forensics, one of which is
live forensics that is used to handle digital crimes using approaches to systems operating that
are working and connected to the network [14].

Packages run on the network can be used as digital evidence by way of live forensics
[15]-[17], Software that can be used is wireshark and networkminer. Wireshark is a Network
Protocol Analyzer software used for packet sniffing and tries to capture network packets and
attempts to display all the information in the package as much detail as possible [18].
networkminer is a network analysis software for windows, networkminer has the same
functionality as Wireshark is network analyzer protocol [19].

The law on cybercrime crimes is set in the laws on ITE in Indonesia [20]. The crimes of
ITE can be criminalized by civil or civil law in accordance with the level of the crime committed,
the process of arrest of the cybercrime by the authorities based on the evidence of crimes that
are stored on the smartphone or on other hardware that can be used as evidence in the law
court. No criminal cases have escaped evidentiary evidence. Almost all criminal prosecution,
always leaning on examination of evidence. At least in addition to proof with other evidence,
there is always a need for verification with at least two evidences [21].

in [22] Identification and Analysis of Email and Contacts Artefacts on iOS and OSX
Kenneth, The tool used for sniffing emails is wireshark. The research is limited to Apple's iOS
and OSX Kenneth devices, the results of which are getting artifacts from the Mail and Contacts
app.

From the above background, the authors will conduct research on the comparison of
forensic tools on the email service based android to get the digital evidance using mobile
forensic method based on the guidelines that have been available and prepared by the National
Institute of Standards and Technology (NIST) as the process of getting the digital evidence.

2. Research Method

In this study the method used is the mobile forensic method based on the guidelines
available and prepared by the National Institute of Standards and Technology (NIST). The NIST
method is used to perform analysis of digital evidence in emails and as a stage for obtaining
information from digital evidence, consisting of 4 stages such as Figure 2 [23].
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Collection Examination Reporting

Figure 2. Stages of the NIST Method

1. Collection
Colection is a collection process, identifying, labeling, recording and retrieving evidence
in the form of software to be retrieved for use as digital evidence of a digital crime case.

2. Examination
Testing includes an appraisal process and selects appropriate information from all the
data collected, as well as bypassing prosses or minimizes various features in the
operating system and applications that can eliminate data such as encryption, data
compression, access control mechanisms, specify file locations, checks metadata,
extract files and more.

3. Analysis
The analysis is done by various method approaches, the task of this analysis includes
many activities, such as identifying the users involved indirectly, the location, the
occurrence, the device and considering how to get all the components connected to the
final conclusion.

4. Reporting
Report the results of the analysis including the description of the actions performed,
what tools are used and the procedures used. After that researchers write the results of
the test as well as the results of testing evaluation of Android.

3. Results and Analysis

The results of this study conducted a comparison of forensic tools in finding digital
evidence on email received. Tools used are wireshark and networkminer for sniffing on received
email packets. The email used is webmail. Here is a comparison process of forensic tools on
android based email services using the National Institute of Standarts and Technology (NIST)
forensic mobile method.

3.1. Collection

At this stage of collecting goods on smartphone owners, the smartphone used is google
nexus 6 and android version ando 8.0. Smartphone used in this research is smartphone
emulator genymotion version 2.12. The following is a collection stage concept.

%
)’Q\E

Figure 3. Conceptual Stages in Collection Process.
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In Figure 3 is a conceptual stage in the collection process, the user receives an email
from someone then opens the email, together the investigator sniffing. This collection process of
digital evidence is done live forensics.

3.2. Examination

At this stage, performing a comparison on wireshark and networkminer forensic tools. In
the process of getting the proof of email must be opened through the original browser from
smarphone. Smartphone Here is the comparison stage of forensic tools in the process of
obtaining digital evidence.
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Figure 4. Process examination tools Wireshark

In Figure 4 is a sniffing process using wireshark tools. Tools wireshark successfully do
sniffing data packets on email service that opened using android browser, can see there is a red

circle in picture 4.
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Figure 5. Process examination tools Networkminer
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In Figure 5 is a Networkminer sniffing tool. Networkminer succeeded in sniffing and
capturing on email packets marked with found IP Address and webmail, can see there is a red

circle in figure 5.

3.3. Analysis

At this stage is the result obtained by wireshark and networkminer forensic tools on
android-based email is complete. Here are the results obtained.
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Figure 6. Results of Wireshark Sniffing.

In Figure 6 is the result of sniffing on the email service accessed using android

smartphone. Found

IP Address

source:

192.168.43.111, IP Address

103.247.11.231, and the email protocol: HTTP.
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Figure 7. TCP-Stream Wireshark.

In Figure 7 is the contents of the TCP stream, in the TCP Stream gives a lot of
information. The following information can be found:

Sserver.

Number 1. Is the webmail host.
Number 2. Is the smartphone information used.

Number 3. Is the browser used to open the email.

Number 4. Is Username and password of the user, timestamp email delivery, and email

Number 5. Is the sending port used.
Number 6. It is an email recipient timestamp.
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Figure 8. Netwokminer Sniffing Resutl.

In Figure 8 is a result that is captured by networkminer tools. Networkminer can be a lot of
information. The following information can be found:

- Number 1.
- Number 2.
- Number 3.
- Number 4.
- Number 5.
- Number 6.
- Number 7.
- Number 8.
- Number 9.

Is port source.

Is the IP Address source.

Is the IP Address destination.
It is the timestamp information on the server.
Is the destination port.
Is the interface used is roudcube.
Is the webmail host used.
Is the browser used to open the email.
Is the user's username and password.

- Number 10. It is an email delivery timestamp.
- Number 11. Represents an email recipient timestamp.

3.4. Reporting

At this stage it is the result of comparison comparison of wireshark and networkminer
forensic tools. In Table 1. It is the result found by wireshark and networkminer.

Table 1. Comparison of Forensic Tools

Ditemukan

Wireshark

Networkminer

Host

Username and password

Browser for open email

N wlN|R|Z
el Rl A Rl P

Server mail

ENANENIEN

BN ANIENIEN
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5 Timestamp email delivery v v
6. | Timestamp recipient of email N4 v
7. | Port delivery v v
8 Port recipient - v
9. | IP Address source v v
10. | IP Address destination N4 v
11. | Layout mail v v
12. | Used smartphone N4 v
13. | Interface webmail v v

Table 1 is sniffing done with wireshark and networkminer forensic tools get different
results. The wireshark forensic tool can not find the receiving port, while the networkminer
succeeded in sniffing the receiving port. So from the results of the research networkminer get
more digital evidence.

4. Conclusion

Based on the results of research that has been done, this study comparing wireshark
and networkminer forensic tools to obtain digital evidence on email service based android. The
process of comparison of forensic tools to obtain digital evidence using mobile forensic methods
is the National Institute of Standards and Technology (NIST). In the early stages of this research
is to collect goods on android smartphone. The android smartphone used is android that runs
on genymotion emulator. In the second stage of testing, testing is done to compare wireshark
and networkminer forensic tools. Forensic tools are running on windows 7 operating system,
wireshark and networkminer managed to get evidence such as IP Address pengrim, timestamp,
port and others. Networkminer forensic tools successfully get more digital evidence than
network minner.
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Abstract

Email is one communication technology that can be used to exchange information, data, and etc.
The development of email technology not only can be opened using a computer but can be opened using
an smartphone. The most widely used smartphone in Indonesian society is Android. Within a row the
development technology of higher cybercrime such as email fraud catching cybercrime offenders need
evidence to be submitted to a court, for obtain evidence can use tools like Wireshark and Networkminer to
analyzing network traffic on live networks. Opportunity, we will do a comparison of the forensic tools it to
acquire digital evidence. The subject of this research focused on Android-based email service to get as
much digital evidence as possible on both tools. This process using National Institute of Standards and
Technology method. The results of this research that networkminer managed to get the receiving port,
while in Wireshark not found.

Keywords: Android, Email, Networkminer, NIST, Wireshark

Copyright © 2018 Universitas Ahmad Dahlan. All rights reserved.

1. Introduction

The development of technology can facilitate human work so that more effective, one of
the developments technology is an electronic mail (email). Email is one of the medium of
communication, information dissemination and the number of email provider services makes it
all to be concise and easy. Users can send information in minutes and even seconds to the
world. Likewise the recipient of the information can easily and quickly reply with the information

[1].

The more people who connect to the internet, making electronic mail (email) as one
form of communication the most rapid and economical. The amount of digital information in
email as a result of the development of information technology requires a way of organizing and
grouping information in an email inbox for the convenience of its users. This unstructured
grouping of information is known by the classification of documents [2].

Smartphones have many applications that can be used to help access email.
Smartphones are working phones that use the full potential of operating system software that
provides user-friendly connections and powerful hardware. Smartphones have different
operating systems, just like with the operating system for desktop computers[3]. Currently
smartphone devices have the same functionality as computers. Although the function is the
same as the computer, but there are some differences in the process of handling digital
forensics between computer devices and smartphones because the smartphone has unique
characteristics that cannot be equated with ordinary computer handling [4].

Indonesian society is no stranger to the name of smartphones, Indonesia is one of the
market is quite promising for companies makers of smartphones, especially Android. Every year
Android users continue to leave because the user interface friendly and open source makes it
easy for users to use it and develop it. Based on statistics of mobile operating system market
share in Indonesia from January 2012 to December 2017 users Android smartphone continue
to increase, can be seen in Figure 1 [5].

Received September 5, 2017; Revised December 28, 2018; Accepted January 12, 2019
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Figure 1. Smartphone User in Indonesia

In any cybercrime must leave evidence, in the form of digital and electronic evidence[6].
Digital evidence can be seen when the criminal process is direct and can be stored, digital
evidence can be handled exclusively by digital forensics science using tools to solve and draw
conclusions from criminal cases on digital evidence obtained. In real or fake emails it can be
detected using several ways, such as viewing email headers [7], [8], digital signature, and
reading logs [9]-[11] . Digital forensics is the study of how to deal with crimes involving
technology such as computers[12]. There are several techniques in digital forensics, one of
which is live forensics that is used to handle digital crimes using approaches to systems
operating that are working and connected to the network [13].

The law on cybercrime crimes is set in the laws on ITE in Indonesia. The crimes of ITE
can be criminalized by civil or civil law in accordance with the level of the crime committed, the
process of arrest of the cybercrime by the authorities based on the evidence of crimes that are
stored on the smartphone or on other hardware that can be used as evidence in the law court
such as username, ip address and timestamp [14]. No criminal cases have escaped evidentiary
evidence. Almost all criminal prosecution, always leaning on examination of evidence. At least
in addition to proof with other evidence, there is always a need for verification with at least two
evidences. Tools that can be used to obtain digital evidence such as Wireshark and
Networkminer. Wireshark and Networkminer are open source packet analytical tools that can be
used for troubleshooting networks and network analysis. Digital evidence can be found in a way
that is by traditional or dead means such as looking for evidence of artifacts, history, and etc.
Meanwhile, to obtain the evidence directly or the forensic analysis process when the system is
running is called live forensics[15].

In [16] the title of A Comparative Study of Email Forensic Tools. The study conducted a
comparison of traditional email forensic tools. Tools used to obtain digital evidence are
Mailxaminer, Add4Mail, Digital Forensic Framework, Emailtrackerpro, and Paraben E-Mail
Examiner. The study successfully compared between forensic tools.

In [17] the title of Network and device forensic analysis of Android social-messaging
applications. The study focused on detecting the presence of unclear artifacts associated with
email accounts, retrieving data from service providers, and representatives email in a well-
structured format based on existing standards.

From the above background then we will conduct research on the comparison of
Wireshark and networkminner forensics, forensic tools to get as much digital evidence as
possible for use in trials such as IP address, ports, and timestamps. The comparison process,
forensic tools use Android-based webmail services. The method used in this study is the
National Institute of Standards and Technology (NIST) to obtain digital evidence.

TELKOMNIKA Vol. 17, No. 1, February 2019: 791-79x
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2. Research Method

In this research, we use mobile forensics methods based on the guidelines available
and prepared by the National Institute of Standards and Technology (NIST). The NIST method
is used to perform analysis of digital evidence in emails and as a stage for obtaining information
from digital evidence, consisting of 4 stages such as Figure 2 [18].

Collection Reporting

Figure 2. Stages of NIST Method

1. Collection
Colection is a collection process, identifying, labeling, recording and retrieving evidence
in the form of software to be retrieved for use as digital evidence of a digital crime case.

2. Examination
Testing includes an appraisal process and selects appropriate information from all the
data collected, as well as bypassing prosses or minimizes various features in the
operating system and applications that can eliminate data such as encryption, data
compression, access control mechanisms, specify file locations, checks metadata,
extract files and more.

3. Analysis
The analysis is done by various method approaches, the task of this analysis includes
many activities, such as identifying the users involved indirectly, the location, the
occurrence, the device and considering how to get all the components connected to the
final conclusion.

4. Reporting
Report the results of the analysis including the description of the actions performed,
what tools are used and the procedures used.

3. Results and Analysis

The results of this research conducted a comparison of forensic tools in finding digital
evidence in the email received live forensics. Tools used are Wireshark and Networkminer for
sniffing on received email packets. The email used is webmail. Here is a comparison process of
forensics tools on Android based email services using the National Institute of Standarts and
Technology (NIST) forensics mobile method.

3.1. Collection

At this stage of collecting goods on smartphone owners, the smartphone used is google
nexus 6 and Android version oreo 8.0. Smartphone used in this research is smartphone
emulator genymotion version 2.12. The following is a collection stage concept.

Server
Email
(S
3

Sniffing

Figure 3. Conceptual Stages in Collection Process
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In Figure 3 is a conceptual stage in the collection process, the user receives an email
from someone then opens the email, together the investigator sniffing. This collection process of

digital evidence is done live forensics.

3.2. Examination

In Examination, we performed a comparison on Wireshark and Networkminer forensic
tools. The email recipient opens using the Android smartphone browser version of oreo 8.0. The
smartphone runs on a 2.12.1 Geanymotion emulator. Here are the comparison stage forensic

tools in the process of getting the digital evidence on Android smartphone.

B e

Email Gallery
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Figure 4. Android Oreo Smartphone
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Figure 4 is an Android smartphone that is used to open the email received from
someone to us. At the same time, Wireshark and Networkminer are running to capture packets

of passing data. Here is the process of capturing packages using Wireshark and Networkminer.

Source Destination Protocol  Length Info
= TP 54 [TCP Retr FIN, AC ck=1 Win=162
66 82 + 20163 [SYN, ACK] Seq-8 Ack-1 Win-1466@ Len-@ MSS-1480 SACK_PERM..

38 22.673753 103.247.11.231  192.168.43.111  TCP -

3122.673894 192.168.43.111  103.247.11.231 TP 54 20163 + 88 [ACK] Seq=1 Ack=1 Win=65300 Len=0
32 22.685206 103.247.11.231  192.168.43.111 TCP 54 50 - 20162 [ACK] Seq=1 Ack=758 Win=16128 Len=0
33 22.685683 183.247.11.231 192.168.43.111 HTTP 468 HTTP/1.1 388 Moved (text/html)
34 22.685771 192.168.43.111 103.247.11.231 TP 54 26162 - 88 [ACK] Seq=758 Ack=215 Win=65384 Len=8 |
35 22.698845 192.168.43.111 103.247.11.231 HTTP 811 POST /login/?login_only=1 HTTP/1.1 (application/x-www-form-urlencod..
36 22.771917 163.247.11.231  192.168.43.111 TCP 1454 86 » 20162 [ACK] Seq=415 Ack=1515 lin=17664 Len=16@ [TCP segment of..
37 22772013 192.188.43.111  103.247.11.231 TP 54 20162 - 88 [ACK] Seq=1515 Ack=1815 Win=65800 Len=0 -
35 22.772339  103.247.11.231  192.168.43.111  HTTP 642 HTTP/1.1 206 OK (text/plain
39 22.772424 192.168.43.111 183.247.11.231 TCP 54 2015 o eg=. Ack=240 54
-+ 4@ 23.117967 192.168.43.111 103.247.11.231 HTTP /cpsesse39e424; html2login=1&pos:

41 23.231646  103.247.11.231  192.168.43.111

TP

42 2. 3.24 54 etran 1 Win=16276 Len..
1454 80 - 20162 Win=19200 Len=1406 [TCP segment c..

43 24.466484  103.247.11.231  192.168.43.111  TCP [ACK] Seq-2403 Ack=2!

44 24466780  192.168.43.111  103.247.11.231  TCP 54 20162 - 88 [ACK] Seq=2289 Ack=38p3 Win=65800 Len=0

45 24.467117 103.247.11.231  192.168.43.111  TCP 1454 88 > 28162 [ACK] Seq=38083 Ack=2M9 Win=19200 Len=1400 [TCP segment o..

46 24.467241 192.168.43.111 183,

47 24.467607 103.247.11.231 192. H 1

e e | GET /cpsess0390424333/webmail/paper_latern/index.html
49 24.467999 183.247.11.231 192

50 24.468115 192.168.43.111  103.247.11.231  TCP

54 20162 > 80 [ACK] Seq=2289 Ack=88@3 Win=6580 Len=6

> Frame 49: 828 bytes on wire (6624 bits), 828 bytes captured (6624 bits)

> Ethernet IT, Src: Azurewav_db:ef:58 (94:db:c9:4b:ef:5@), Dst: XiaomiCo_62:e5:20 (20:82:c@:62:e5:20)
> Internet Protocol Version 4, Src: 192.168.43.111, Dst: 103.247.11.231

> Transmission Control Protocol, Src Port: 20162, Dst Port: 88, Seq: 1515, Ack: 2483, Len: 774

i
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Figure 5. Process Examination Tools Wireshark
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Figure 5 is a sniffing process using Wireshark tools. Tools Wireshark successfully for
sniffing data packets on email service that opened using Android browser, can see there is a
red circle in Figure 5.

5

r(‘ MNetworkMiner 2.3.1 A L = | @ |-
File Tools Help
Socket: Atheros ARS485WE-EG Wireless Metwork Adapter (152.168.43.111) '] [ 3 Start] [ = Stnp]
Case Panel
Hosts (14} | Files (75) | Images (15 | ™ | Credentials (8) | Sessions (33) [ DNS (@) [ P (2259 | Flename ~ MD5
Sort Hosts On: [IP Address (ascending) <] [ SortendReesh ] | NM-20T. cégBal..

1g.or.id]

Reload Case Files

Buffered Frames to Parse: |

Figure 6. Process Examination Tools Networkminer

Figure 6 is a Networkminer sniffing tool. Networkminer succeeded in sniffing on email
packets marked with finding IP Address and webmail, can see there is a red circle in Figure 6.

3.3. Analysis
At this stage is the result obtained by Wireshark and Networkminer forensics tools on
Android-based email is complete. Here are the results obtained.

 “Wireless Network Co
File Edit View Go Capture_ Analyze Statistics Telephony Wireless Tools Help _ IP Address source :
in:e PRb ace=ti0aaan —”| 1921 13.111

Destination

Protocol  Length Info

38 22.673753  103.2

1.231  192.1 3.111  TCP 66 86 - 20163 [SYN, ACK] Sel

31 22.673894  192.1| 3.111 1es. 1.231  TCP s 20163 - 38 [ack] seq-1 4 |P Address Destination :
32 22.685206 103.2 1.231  192. 3.111  TCP 54 50 Wa n
33 22.685683 183.2. 1.231 192 3.111 HTTP 468 HTTP/1.1 308 Moved (te: 103" ‘1'231
34 22685771 192.1| 3.111  1e3. 1.231  TCP 54 20162 + 80 [ACK] Seq=75:
35 22.690845 192.1| G3.111 183, 1.231  HTTP 811 POST /login/?login_only=1 HTTP/1.1 (application/x-www-form-urlencod..
36 22.771917 1e3.2| 1.231  192. 3111 TCP 1454 89 » 20162 [ACK] 415 ment of..
37 22.772013 192.1| 3.111 103 1231 e e coxez - 0w [mn] seq=s = Protocol : HTTP —
38 22.772339  1e3.2| 1.231 192, 3.111 TR 642 HTTP/1.1 200 OK (text/p
39 22.772424 _192.1 111 103 1231 P 54 20162 » 80 [ACK] Seq=1515 Ack=2403 Win=65212 Len=0
48 23_117957| 192.1 .3.111' 103. 1.23} HTTP 828 GET /cpsess@39@424333/webmail/paper_lantern/index.html2login=1&post_.

41 23.231646 163.2  1.231 54 88

62 [ACK] 63 Ack=2289 Win=19
nsmissi 985 ~ 80 [FIN, AC

62 [ACK] 83 Ack-2289 Win-19260

n=a

488 [TCP segment o..

43 24.466484 13.2  1.231  192.1 EZTT TCP 1454 80 -

44 24.466780  192.1 3.111 163.2  1.231  TCP 54 20162 + 88 [ACK] Seq=2289 Ack=3803 Win=65800 Len=

45 24.467117 103.2  1.231 1921 3.111  TCP 1454 86 » 20162 [ACK] Seq=3583 Ack=2289 Win=19260 Len=1480 [TCP segment o..

46 24.467241 192.1 3.111 163.2  1.231 TCP 54 20162 » 88 [ACK] Seq=2289 Ack=5203 Win-6580@ Len=@

47 24.467607 103.2. 1.231 192.1  3.111  TCP 1454 89 5 20162 [ACK] Seq=5283 Ack=2289 Win=19260 Len=148@ [TCP segment o..

48 24.467800  192.1  3.111 183.2  1.231 TCP 54 28162 + 58 [ACK] Seq=2289 Ack=6603 Win=65360 Len=a

49 24.467999 183.2  1.231 1921  3.111  TCP 1454 80 + 20162 [ACK] Seq=6683 Ack=2280 Win=19260 Len=1480 [TCP segment o..

5 24.468115 192.1 3.111 103.2  1.231  TCP 54 20162 » 88 [ACK] Seq=2289 Ack=8003 Win-6580@ Len=@ -

Figure 7. Results of Wireshark Sniffing

Figure 7 is the result of sniffing on the email service accessed using Android
smartphone. Found IP Address source: 192.168.43.111, I[P Address destination:
103.247.11.231, and the email protocol: HTTP.

Packages that are sniffing by Wireshark can be viewed in detail in the Transmission
Control Protocol/ TCP Stream stream contained in the Wireshark menu. In TCP stream there is
complete information about sniffing data. following is the result of capturing Wireshark.
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| M Wireshark - Follow TCP Stream (tcp.stream eq 7) - wireshark_28AD30FB-1914-48A1-0CEC - 717BBCFI6ATT_20... [=mlil=hijmeeisi

<html><head><META HTTP-EQUIV="refresh” CONTENT="2;URL=/login/?login_o

body></html>

POST_/login/?login only=1 HITP/1.1
Host: webmail.yd ang.or.id

Host: webmail.y

ang.or.id

Tonnection: Keep-alive
Content-Length: 58

Origin: http://webmail.vd anc.or.id

User-Agent: Mozilla/5.8 (Linux; Android 8.0.8; Google Nexus 6 - 8.8 - API 26 - 14%)(2566'_.

BOITa7OPRE 170503 BI7; wv] AppIeWebRIt/ 53736
58.8.3829.125 Mobile safari/537.36
Content-type: application/x-wm-form-urlencoded
Accept: */*

Referer: http://webmail.yc
Accept-Encoding: gzip, deflate
Accept-Language: en-US
Cookie: webmailsessions: 10YENSC dd

TRATHL, Tike Gecko)] Version/Z.0 Chrome

ng-or.id/

7b7febst;

User-Agent: Mozilla/
5.0 ( Linux; Android
8.0.0; Google Nexus 6
-80

roundcube_cookies=enabled; ti c/utc |
X-Requested-With: org.chromium.webview_shell |

P/1.1 200 OK\_’

11970 00:00:01 GMT:

User-itieady ang.or. 1d&passyc
Date: Fri, 25 May 2018 @1:13:25 GMT
Server: Apache

1g8goto_uri=%2F

Content-type: text/plain; charset=utf-8
Set-Cookie: webmailrelogin=no; HttpOnly; expires=Thu, @1-Jan

roundcube_cookies=enabled;
X-Requested-With:
org.chromium.webview_shell

port=80
Set-Cookie: webmailsession=it¥seyc ing.or . 1d%3akIRxPSPGH
ca375f1dc469c12762e406Fa7; Httponly; path=/; port=3
:-roundcube_sessid=expired; HttpOnly; expires=Thu,

jEnsidx

1-Jag

e, ST AT (el sl gl

SeT-LooKiE!
expires=Thu, @1-Jan-1576 00:09:01 GMT; path=/; port=83
Set-Cookie: Horde=expired; HttpOnly; domain=.webmail.yc
Jan-197@ @@:ee:@l GMT; path=/; port=se

sng.or. i

Set-Cookie: horde_secret_key=expired; Httponly; domain=.webmail.yc

user=it%4(

. .id&pass=y 3
Date: Fri, 25 May 2018 01:13:25 GMT
Server: Apache

expires=Thu, @1-Jan-1970 @0:80:81 GMT; path=/; port=83
Set-Cankis: Hordes A+ Hrenonli ires=Thi  @1-1an-1370 AA-A-A1

. nath=/-
Packet 36, 8 ciient pkufs), 67 server pkals), 13 winfs). Gk to select.

T

Figure 8. TCP-Stream Wireshark

nart=RA

Source Port = 80

e

Figure 8 is the contents of the TCP stream, in the TCP Stream gives a lot of
information. The following information can be found : a) Is the webmail host. b) Is the
smartphone information used. c) Is the browser used to open the email and layout webmail. d)
Is username and password of the user, timestamp email delivery, and email server. e) Is the

sending port used.

Source: 192.1¢

3.111( a Source Port: 20162 | b

Destinaion : 103.2:

1.231

1 £
Parameter name [ S Soufe port  Destination l1ost Uesunaton . Timestainp Detais
%3amolJQYEnSCaQ83u2oetbldd.. 148 1921 1311 (Windows)  TCF[20162 1032~ 11.231 webma. 0120525 011302 HTTF Cookie
roundaube_cookies _enabled | we] 1921 211 MWindows)  TCP[20162 1032 11231 webma. |TCP 0 I HTTP Cookie
tmezone Ho/UTC 1 | 1921 {11 MWindows)  TCPl201G2 1032 11231 fwebma.. TCPFO TTETEIET v HTTP Cookie
POST focio/ogin_anly=] 148 | 820 W12 122 fuehma TCP fO 20180525011308UTC  HTTP Request
Host nebmaly  angorid |=———tg || 1921 TCP20162| 1032 11.231 webma... TCP fO 20180525 OWI30BUTC  HTTP Header
e e 14 W32 1291 ebma... TCP fO
d 1 | 1521 3111(Windows) TCP20162 1032 1.231 fwebma.. TCFjO
User Agert Mozila/5.0 (Lnuc: fncioid 8.0.0:Go. | 14b | 1921 12.111(Windows)  TCP20162 1032 11231 iwebma... TCP fo 2018-05-25 01:13:08 UTC d
Cortert type applcaton/cwwwiomurencoded |46 | 1921 13111 (Windows)  TCP20162 1032 11231 [webma... TCPY
Referer Hip:/imcbmaly.  angorid/ b | 1921 3011 Windows) TP 20162 Header
Cookie webmalsession="3awg LIQYENSCs .. |4 | 1821 13171 (Windows)  TCP20162 10 . . Header
| XRequested-With  org chromium.webview_shel b | 1521 mmwees  Ter2oez 10 Destination Port: 80 € P hester
fogin_ori i b | 1521 3011 (Windows)  TCP 20162 1D QueySiing
user =g ‘gorid b | 1921 3011 Windows)  TcP20162 1037 1231 eebrATCEAT TR T TG, HITP POST
pass y g b | 1921 3011 (Windows)  TCP20162 1032 1.231 fyebr A
T R TCPZ0T62 10 " .
webmalsession  %3ayglIOYEnSCaQ8:3%2ce5b0df . 4B 1921 13111 (Windows)  TCP20162 1032  1.231 fuebr ROUndCUbe_C00k|eS - enabled f
roundcube_cookies  enabled b 1921 2011 Windows)  TCP20162 1032 11.231 b -
tmezone Be/UTC 4 1921 3011 (Windows)  TCP20162 1032 11.231 fwebma,.TCP 80 20180525 011308 UTC___HTTP POST.
HTTP Eaanors 08 1oved ] 1032 1231 [webmaly.. TCPEO 1921 12111 (Windo
Date Fri. 25 May 2018 01:1325 GMT 1032 2% fuehgaly  TCPRD 1521 3111 Vg . H H
= G 53 1032 1231 [webmaly.. TCPED 1921 13111 (Windo Host : WEbmall-! id g
Cortentlength 104 52 1032 1231 [webmaly.. TCPEO 1921 3111 (Wind
Location Jlogin/Yegin_oniy=1 52 1032 123 [webmaly.. TCP80 1521 13111 (Windo.. TCP20162  2018052501:1308UTC _ HTTF Header
Conterttype text/him; charset="uf 8 53 1032 11231 [webmaly.. TCP80 1921
Cache Cortrol nocache, nostore. mustrevalidate| . {58 1032 11231 fvebmaly.. TCP80 1921 _ . H H . H
- o o o ey T4 User-Agent : Mozilla/5.0 (Linux; Android h
Kesp-Alve imeot=5, max=100 158 1032 1231 [webmaly.. TCPEO 1921 . -
Comnection Keep-Alive 158 1032 11.231[webmaly.. TCP80 1821 8.0.0; GOOgle Nexus 6 - 8.0
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HTTP Fesponse S 6ad 23 i, T TTTF Fesponse
ate i, 25 May 2016 011326 GMT. 174 1032 1231 [webmaly.. TCPE0 1521 3171 (Windo.. TCP20162 20180525 01:1%10 UTC W HTTP Header
erver Apache 174 1032 1231 [nebmaly.. TCPBO 1
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Contertlength (11117 174 1032 1231 [nebmaly.. TCPBO 1
Keep-Alve imeout=5, max=33 174 1032 1231 [webmaly.. TCPBD 182 .
Conmection a L e sy em Date : Fri, 25 May 2018 01:13:26 GMT |
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Figure 9. Netwokminer Sniffing Result
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Figure 9 is a result that is captured by Networkminer tools. Networkminer can be a lot of
information. The following information can be found : a) is the ip address source. b) is port
source. ¢) is the ip address destination. d). it is the timestamp information on the server. e) is
the destination port. f) is the interface used is roudcube. g) is the webmail host used. h) is a
smartphone used to open email. i) is the browser used to open the email. j) is the user's
username and password, K) it is an email delivery timestamp. |) represents an email recipient
timestamp.

3.4. Reporting

Reporting the results of research on a comparison of Wireshark and Networkminer
forensic tools. In Table 1, It is the result found.

100%

not found

found

MNetworkminer

found not found
Wireshark

Wireshark: ™ found B not found

Figure 10. Comparison of Forensics Tools

Figure 10 is the result of a comparison of Wireshark and networkminer forensic tools, it
is known that 92.3% of the evidence obtained from Wireshark tools and 100% of evidence can
be found with the Network Miner tools. Extraction in Figure 10 uses Orange software.

4. Conclusion

Based on the results of our research we conducted a comparison of Wireshark and
Networkminer forensic tools to obtain digital evidence on Android-based live email service in live
forensics. In the process of a comparison of forensic tools, the method we use is mobile forensic
methods based on the guidelines available and prepared by the National Institute of Standards
and Technology (NIST). The results of comparative analysis of Wireshark and networkminner
forensic tools obtained evidence, such as e-mail delivery timestamp, e-mail recipient timestamp,
sender protocol port, recipient protocol port, source address IP and destination IP address.
Networkminer forensic tools have succeeded in getting more digital evidence than Wireshark.
Wireshark cannot capture the receiving port and networkminner successfully captures the
receiving port. Networkminer has the ability to get digital evidence in emails so that the evidence
can be used in court. In the next study, we gave advice to compare more forensic tools in email
and on networks that run live forensics.
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