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Notifications X

[JCSANDM] Editor Decision

2022-06-1610:43 PM

Sunardi, Herman, Syifa Riski Ardiningtias:

We have reached a decision regarding your submission to Journal of Cyber Security and Mobility, "A
Comparative Analysis of Digital Forensic Investigation Tools on Facebook Messenger Applications”.

Our decision is: Revisions Required

Kind regards,
Prof. Wojciech Mazurczyk

JCSM EIC

Reviewer D:

Recommendation: Revisions Required

Confidential Comments to Authors

This paper compares four different tools used in mobile forensics with each other: MOBILedit, Dr. Fone, Magnet
Axion and Belkasoft. Unfortunately, the market leaders in mobile forensics Cellebrite UFED and MSAB XRY are
not considered.

The examined device Samsung J2 Prime is unfortunately not a really up-to-date smartphone. Unfortunately,
only one type of smartphone was investigated. The quantity of evidence on the smartphone is very small (e.g. 2

images). This drastically reduces the statistical significance of the paper.

Overall, the paper is of little interest to the forensic community in Europe. However, the author team is from
Indonesia. it is difficult for the reviewer to assess whether the paper is of greater interest in emerging

countries. In any case, it is recommended to investigate more recent smartphoe and to populate it with more
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BEFORE AFTER
NO | REVISION POINT LOCATION
REVISION REVISION
The examined device
Samsung J2 Prime is
unfortunately
not a really up-to-date Only one type of
smartphone. Only one type of smartphone: Samsung J2
1 smartphone: Samsung . . . ; Page 7
12 Prime Prime, Xiaomi Redmi 5
it is recommended Plus, Vivo 1718
to investigate more recent
smartphone and to populate
it with more data
unfortunately, only one type
.Of smaljphone was . the paper before the
inverstigated. the quantity of e . . .
. revision contained This paper has contained
evidence on the smartphone . . ) .
. forensic data forensic data information Page 12
2 | is very small (e.g. 2 . . g
. . . information on a from three smartphones
images). This drastically . . .
S smartphone using four | using four different tools.
reduces the statistical .
S different tools
significance of the paper.




The study result can
be used as evidence
by investigators on
handling criminal
cases with the results
obtained in the shape
of application
versions, accounts,
emails, conversation,

The study result can be used
as evidence by investigators
on handling criminal cases
with the results obtained in
the shape of application
versions, accounts, emails,
conversation, time of

Abstract time of occurrence, occurrence, pictures, audio, Page 1
pictures, audio, and and video. MOBILedit
video. MOBILedit Forensic Express has an
Forensic Express has accuracy of 84.85%,
an accuracy of 90.9%, | Wondershare Dr. Fone
Wondershare Dr. 36.36%, Magnet Axiom
Fone 27.27%, Magnet | 75.76%, and Belkasoft
Axiom 81.81%, and Evidence Center 69.70%
Belkasoft Evidence
Center 72.72%
Table 1 Research data There are two picture | There are three picture as Page 5
variable as digital evidence digital evidence
There are three smartphone,
Table 3 Hardware The smartphone only | namely Samsung J2 Prime, | page 7
Material Samsung J2 Prime Xiaomi Redmi 5 Plus, and
Vivo 1718.
Preservation Stage: Only one smartphone | There are three devices for | page 7
Figure 3.1 device for isolation investigation
The extraction
process, which
employed forensic
tools, yielded data The examination stage in
that included files and | this study uses forensic
directories stored on tools. This test checks and
the Samsung J2 Prime | generates data that includes
smartphone. The files and directories stored
Examination Stage extracted data are files | on the smartphone. The data | P2ge 8
in the mobile device's | contains files in the mobile
memory that are device memory associated
accessible to all of the | with the instant messaging
extracted files application Facebook
contained in the Messenger
Facebook Messenger
instant messaging
application
1. In addition to 1. In addition to the
the specifications, other
specifications, information such as
other time zone, IMEI,
information Storage, and others, is
such as time also obtained, as
zone, IMEI, shown in Figure 3.5,
Storage, and Figure 3.6, and Figure
others, is also 3.7.
Analysis Stage obtained, as 2. The digital evidence Page 9

shown in Figure
3.5.

2.  From the
evidence
obtained during
the extraction
process, there
was one
Facebook
Messenger

extraction process
results show one of
the Facebook
Messenger accounts
used. It contains three
selfies, a video of a
woman with
pornographic
elements, and a
conversation. This




account used. It
contains two
selfies, a video
of a woman with
pornographic
elements, and a
conversation. It
proves that there
are elements
that lead to
cases of
pornography. In
addition to
conversation
evidence, photo
evidence that
was deleted
from Facebook
Messenger can
also be obtained
as shown in
Figure 3.7,
Figure 3.8 and
video evidence
is shown in
Figure 3.9.

proves that there are
elements that lead to
cases of pornography.
In addition to
conversation evidence,
photo evidence
deleted from
Facebook Messenger
can also be obtained,
as shown in Figure
3.9, Figure 3.10,
Figure 3.11 and video
evidence is shown in
Figure 3.12.

There are more
evidence pictures and
additional three devices,
namely Samsung, xiaomi,
and vivo.

After analyzing the
Facebook Messenger
application with
MOBILedit
Forensics,
Wondershare Dr.
Fone, AXIOM
Magnet, and
Belkasoft Evidence
Center, it is known
that the four forensic
tools used have

Table 4 provides an
overview of some data after
the testing and analysis
process on three different
smartphones, especially on
the Facebook Messenger
application. Collecting data
process with mobile
forensic tools, namely
MOBILedit Forensics,
Wondershare Dr. Fone,
AXIOM Magnet, and

. . Belkasoft Evidence Center. | page 13
? Reporting %fie;i?rtai?;fes' Table 4 shows that the four
accuracy as shown in forensic tools used have
Table 4}; " different features. For
MOBILedit example, data extraction
. accuracy as in Table 4,
Forensics Express . .
was 90.9% mobile for§n51c too'l
Won de.rsha,re Dr MOBILedit Forensics
Fone was 27 27& Express has a value of
AXIOM Ma' e to\;vas 90.9%, Wondershare Dr.
81 81% and Fone is 27.27%, AXIOM
0 . Magnet is 81.81%, and
Belkasoft Evidence .
Center was 72.72% Belkasoft Evidence Center
) ) is 72.72%.
The results obtained The results obtained from
from the research can | the research can be used for
be used for evidence evidence by investigators
by investigators in in handling criminal cases
handling criminal and as a reference for
cases and as a investigators in looking for
reference for evidence in the spreading
10 Conclusion investigators in of pornographic content Page 13

looking for evidence
in the spreading of
pornographic content
cases on the
Facebook Messenger
application.
MOBILedit Forensic

cases on the Facebook
Messenger application.
MOBILedit Forensic
Express has the highest
accuracy of 84.85%, while
Wondershare Dr. Fone is
36.36%, Magnet Axiom is




Express has the
highest accuracy of
90.9%, while
Wondershare Dr.
Fone is 27.27%,
Magnet Axiom is
81.81%, and
Belkasoft Evidence
Center is 72.72%.
Further research can
be carried out using
forensic tools and
other possible
methods to
complement each
other and get the best
results

75.76%, and Belkasoft
Evidence Center is 69.70%.
Further research can be
carried out using forensic
tools and other possible
methods to complement
each other and get the best
results
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Notifications.

[JCSANDM] Editor Decision

2022-08-2511:52 PM

Sunardi, Herman, Syifa Riski Ardiningtias:

We have reached a decision regarding your submission to Journal of Cyber Security and Mobility, "A
[€ lysis of Digital Forensic Tools on Facebook Messenger Applications”.

Our decision is to: Accept Submission

Kind regards,
Prof. Wojclech Mazurczyk

JCSMEIC

Tahap 5: Konfirmasi untuk Published, 23 and 30 November 2022

JCSM 11-5: article 1 Proof (13143) = Kotak Masuk x Yy a g

Subbu <productionmanager@riverpublishers.com> @ Rab,23Nov2022,1.08 ¢y ¢}
kepada saya v
R Inggris v+ > Indonesia v  Terjemahkan pesan Nonaktifkan untuk: Inggris x

Dear Syifa Riski Ardiningtias,

Please allow us to introduce We are ri for the of “Journal of Cybersecurity and Mobility”, which is published by River Publishers, and going to prepare this issue for
printing

We have now adjusted your contribution and made it consistent with the style of the journal. Please find the attached PDF proof of the new version. We would appreciate it if you could proofread
this and return your corrections to us before 25 November 2022

In particular, we would like to pay your attention to the following points:

1. Because we converted your article into our own typesetting system (LaTeX), the majority of symbols and mathematical formulas had to be retyped. Please be so kind as to pay extra attention
to proofreading these.

2. Since the journal will be printed in color, we strongly suggest that you print out the proof in color and check the reproduction quality of the figures. If the figures do not reproduce satisfactorily,
please supply new figures as EPS, TIFF, JPEG or PDF format together with your corrections. Note that the following are optimal: 200-300 dpi for grayscales/color figures and 600 dpi for line

art/bitmaps, with a minimum line thickness of 0.1 mm

3. Please check to make sure that the text does not refer to color where there will be none in the printed version. In that case, you are kindly asked to rephrase the particular sentence/paragraph
and submit the new text together with the proofs

4. Please check affiliation details

Subbu <productionmanager@riverpublishers.com> @ 30Nov2022, 143 ¢ € H
kepada Hermankaha, sunardi, saya v

R Inggris v+ > Indonesia v  Terjemahkan pesan Nonaktifkan untuk: Inggris x

Dear all,

Here | have attached the proof for follow-up. If | don't hear your reply by 1st December, then the proof is considered to be approved for publication and no more changes are allowed after
publication.

Best regards,
Subbu
https://ieeexplore. ieee.org/xpl/book-publisher/riverpublishers
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