
Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) 

Vol. 9, No. 3, September 2023, pp. 632-648 

ISSN: 2338-3070, DOI: 10.26555/jiteki.v9i3.26557  632 

  

 

Journal homepage: http://journal.uad.ac.id/index.php/JITEKI Email: jiteki@ee.uad.ac.id 

 

The Usage of Password Generators to Enhance Data Security in 

Most Used Applications 
 

Erwin Halim 1, Angelia Hartanto Teng 1, Marylise Hebrard 2, David Sundaram 3, Placide Poba-Nzaou 4 
1 Bina Nusantara University, Jl. Kebon Jeruk 27, Jakarta 11480, Indonesia  

2 Institut Des Usages, Montpellier, France 
3 University of Auckland, Auckland, New Zealand 1010 

4 University of Quebec in Montreal, Montréal, H3C 3P8, QC, Canada 
 

ARTICLE INFO  ABSTRACT 

Article history: 

Received June 30, 2023 

Revised July 14, 2023 
Published July 20, 2023 

 

 One of the world's global issues is data breaches. These crimes can happen 

because most people use hackable passwords such as their birthdates and 

sequencing numbers or alphabets so they would not be easily forgotten. 

Setting weak passwords in almost or all accounts certainly raises issues and 

increases the possibility that classified information is hacked and leaked. 

When it happens, classified data can be misused and taken advantage. This 

research will help spread awareness to society on how important data security 

is and how helpful password generators can be to reduce and prevent the 

probability of data security crimes from happening. This quantitative research 

uses SMART-PLS as a statistical tool to process the data gathered and random 

sampling to determine its population. SMART-PLS is variance-based 

structural equation modeling that uses the partial squares path modeling 

method. Overall, researchers successfully gathered 114 datasets. Google 

Forms was used to gather the data. A potential limitation of the study is that 

all respondents are primarily based in Jakarta. Expanding the geographic 

focus for further study to gain more insights is highly recommended. 48% of 

the respondents came from the age group of under 20, occupation as students. 

Factors significantly affecting people's intention to comply with password 

generators are perceived password effectiveness, perceived ease of use, 

subjective norms, and attitude. Eventually, the intention to comply may arouse 

actual compliance. The result of the study can be used to raise educational 

campaigns on the usefulness of password generators to promote data security. 

Based on the result, 78.9% of the respondents are willing to increase their data 

security. This research contribution is to see how aware people are of data 

security, how well they know password generators as a technology to generate 

strong passwords, and how welcome they are with the idea of using password 

generators. 
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1. INTRODUCTION  

Data security is essential to maintain the confidentiality of sensitive information. Data security is 

necessary for websites, devices, and applications. Users must use strong passwords to lock down data in 

order for it to be secured [1]. As the world is globalized, technologies evolve. Data security demand 

fluctuates high. Data security is necessary for social media, messaging services, e-commerce, and 

entertainment apps [2]. Users should get creative in determining their passwords. Creating solid passwords 

could be troublesome for most people. Generally, several characteristics determine a good password. First, a 

good password should contain at least 12 characters and mix uppercase and lowercase letters, numbers, and 

special symbols [3]. Next, strong passwords should not contain memorable keyboard paths [3]. Lastly, it 

10.26555/jiteki.v9i3.26557
http://journal.uad.ac.id/index.php/JITEKI
file:///C:/Users/T440S/Downloads/jiteki@ee.uad.ac.id
https://creativecommons.org/licenses/by-sa/4.0/deed.id
https://creativecommons.org/licenses/by-sa/4.0/deed.id
mailto:erwinhalim@binus.ac.id


ISSN: 2338-3070 Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) 633 

  Vol. 9, No. 3, September 2023, pp. 632-648 

 

 

The Usage of Password Generators to Enhance Data Security in Most Used Applications (Erwin Halim) 

 

should not be based on people's personal information [3]. People should also make sure that passwords are 

unique for each account. 

Users use the same password for many platforms since practically everything requires a password, 

which makes it easier to remember [4]. In order to remember passwords more quickly and easily, most 

people pick straightforward passwords like their birthdays or a sequence of digits [5]. These factors made it 

easy for hackers to breach classified data and information because passwords are considered weak. Weak 

passwords have led to many cases in the world reporting crime for data leakages. A report revealed that weak 

passwords were to blame for 80% of data breach crimes [6]. There have been other breaches from Cupid 

Media's database, which had more than 42 million user passwords, to the parent firm of the New York Sports 

Club, which kept records of its customers and financial information [7]. As a result, lots of parties felt 

scathed. Information secretly released to the public could be abused for selfish gain [8]. Another case was 

about healthcare data breaches. Many practitioners reported that 24.09 million individuals were affected by 

data breaches from 2005 to 2019 [9]. 

A data breach is unauthorized access to and disclosing sensitive data worldwide [10]. Data breaches 

pose severe threats to their victims, from reputational damage to financial losses [11]. Nowadays, people can 

easily find data on the internet. It indicates a growth in the volume of data. It creates a problem because data 

volume increases exponentially, and data breaches happen more frequently [11]. In 2022, global cyber-attack 

numbers increased by 38% compared to 2021 [12]. It is simply because of the pandemic. Due to the 

pandemic, people faced quarantine. All education and work-related activities were done online. In order to 

facilitate the activities, collaboration tools such as OneDrive and Google Drive were used [12]. It gives 

hackers more opportunities to hack and conduct data breaches. Some steps people can take to minimize data 

breaches are storing data more securely, having a clear desk policy, naming documents more clearly and 

consistently, and reviewing access control and backup systems [13]. 

This research aims to observe how willing users are to use a password generator and how much of the 

population has started using it. The research focuses on determining factors significantly affecting people's 

use of password generators. The results of this research could be used to create educational campaigns on 

increasing data security. Overall, this research proposes 15 hypotheses. All of the hypotheses are significant. 

The research was quantitative, with a total of 161 respondents and a usable dataset 114. Of which mostly live 

in Jakarta. Expanding the geographic coverage for further study to gain more insights is highly 

recommended. Respondents' responses were considered valid if they had social media and were interested in 

using a password generator. Datasets are collected using random sampling and a tool called Google Forms. 

SMART-PLS, a variance-based structural equation modeling that uses the partial squares path modeling 

method, is used in this research as a statistic tool to process the data gathered. PLS-SEM was chosen because 

the structural model is complex, and it includes many constructs, indicators, and model relationships. This 

research contribution is to see how aware people are of data security, how well they know password 

generators as a technology to generate strong passwords, and how welcome they are with the idea of using 

password generators. 

 

2. LITERATURE REVIEW 

2.1. Perceived Ease of Use 

Perceived ease of use refers to when a person or a group believes using a password generator in practice 

is relatively easy [5], [14]. According to TAM, perceived ease of use is defined as "the degree" to which an 

individual believes that by using a particular system, they would be able to enhance their job performance 

[15]. In this case, an individual or a group must believe that when they use a password generator, this tool 

can help them enhance their data security. Previous research has also established that perceived ease of use is 

a crucial factor influencing user acceptance and usage behavior of information technologies [16]. 

 

2.2. Perceived Usefulness of Protection 

Protection is guaranteed by the usage of security mechanisms [17]. Security refers to providing 

physical, logical, and procedural safeguards [17]. Therefore, the perceived usefulness of protection talks 

about users' intention to comply is determined by their beliefs about the roles and responsibilities of 

information technology. This technology can protect their data assets and improve their work output [5]. In 

this case, users need to believe that password generators will be able to safeguard their data resources by 

increasing the security level. By then, their job performance will be enhanced. 
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2.3. Self-Efficacy 

Self-efficacy is a "subjective probability that one can execute a certain course of action" [18]. It 

influences people regarding how people interpret persuasive messages in which those messages are intended 

to encourage behavioral change [19]. The impact of self-efficacy is an increase in an individual's 

commitment, endeavor, and perseverance [20]. Another study defined self-efficacy as a belief that people can 

successfully execute and perform specific tasks [21]. In this case, self-efficacy refers to when users feel 

confident with their abilities, skills, and knowledge when using password generators. When users feel 

confident, strong tendencies to use the technology continuously evoke. 

 

2.4. Intention to Comply 

An individual or a group's readiness to commit to forming a habit is referred to as having the intention 

to comply [8]. Password generator compliance is vital to an individual's information security [22]. The 

stronger the intention to commit, the more likely the behavior will be carried out. In this case, the stronger the 

intention of users to comply with password generators, the more likely these users will comply with 

password generators. A previous study has shown that intention of compliance arises when there is a 

detection for certainty in which certainty is influenced by security awareness [23] and self-efficacy [24]. 

 

2.5. Attitude 

Attitude refers to the degree to which the performance of the compliance behavior is positively valued 

[25]. Assessing attitude helps researchers diagnose which factors affect people's decision on whether or not 

they will comply with password generators and help researchers identify possible solutions [26]. The attitude 

of an individual can be measured and evaluated [27]. Attitude refers to the tendency to evaluate objects 

favorably or unfavorably [28] and is usually defined as permanent mental or neural willingness gained from 

experience [29]. GISA and security policy change awareness significantly impact this variable. If users can 

positively value GISA and are aware of security policy changes, they have an attitude. This attitude also will 

have a significant impact on the intention of users to comply. 

 

2.6. General Information Security (GISA) 

General Information Security, or GISA, is defined as an individual or a group's self-learning knowledge 

obtained by personal efforts regarding issues related to information security and their ramifications [30]. It is 

often referred to as a state of consciousness and knowledge about security issues and is frequently found to 

impact security compliance behavior [31]. The knowledge obtained can be from various sources such as the 

internet, magazines, experiences, or other available sources. In this case, it refers to users' efforts to obtain 

information regarding data security and password generators. 

 

2.7. Perceived Password Effectiveness 

Perceived password effectiveness is defined as users' expectations that following the suggested 

password recommendations will shield them against dangers involving passwords [4]. In this case, if users 

believe that a password generator is one of the recommended password guidelines for increasing data 

security, users will be prevented from password-related threats. The more users feel that the password 

generator is effective, the higher the chances they will eventually comply [32]. A previous study has shown 

that perceived password effectiveness significantly influences someone's intention to comply with password 

guidelines [33]. 

 

2.8. Security Policy Change Awareness 

Before they can put the anticipated change into practice, an individual or organization must understand 

the modifications made to security policies [1]. Users must follow security rules because they need more 

awareness [1]. In this case, users must know security controls to comply with password generators. Password 

generators are connected with security policies because to secure users' data, users need strong passwords, 

which password generators can assist by generating strong passwords. Awareness of security policy changes 

becomes one of the crucial aspects of protection against undesirable information security behaviors [34]. 

 

2.9. Subjective Norms  

Subjective norms are defined as people's perception of social pressure on whether to perform or not to 

perform particular behavior after going through several considerations [18]. Therefore, this subjective norm’s 

causal process is likewise regarded as compliance [5]. People may decide to comply with the requirements 

when behavioral expectations cause it. Some examples of behavioral expectations are essential referents as 

executives, colleagues, and managers [25]. 
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2.10. Actual Compliance 

The variable of actual compliance is linked to the intention to comply. Actual compliance assesses 

people's willingness and the degree to which their intentions were transformed into compliance-related 

actions [4]. It is more likely that people will engage in certain conduct the more strongly they plan to commit 

themselves to doing so [8]. Previous studies stated that actual compliance deals with all regulations 

individually [35], resulting in disjointed results [35]. 

 

2.11. Technology Awareness 

Technology awareness concerns individuals' self-consciousness and interest regarding technologies 

[36]. When dealing with technology, technological awareness becomes mandatory [37]. Whenever people 

raise their consciousness and are interested in knowing more about technical issues and strategies, these 

people are aware of the technology. Increasing technology awareness should be one of their efforts [36]. 

People can obtain information from the internet, magazines, or other resources. 

 

3. METHOD 

Data is collected using several filter questions. Responses are only considered valid if respondents have 

social media accounts and are interested in using a password generator. If respondents qualify for all filter 

questions, they can proceed with answering the questionnaires. Questionnaires are collected using Google 

Forms. Statistical analysis was done by looking at the respondent section that Google form has generated. In 

the respondent section, google form provides statistics according to respondents' responses.  

 

3.1. Analysis Method and Data Source 

Structural Equation Modeling (SEM) data analysis techniques are used in this study. Aside from using 

SEM as a data analysis technique, this study also uses SMART-PLS. SMART-PLS is a statistical tool used 

for testing hypotheses made. Structural Equation Modeling (SEM) and SMART-PLS in this paper function as 

data analysis techniques. It is used because research models are built based on previous studies. The research 

conducted is quantitative and involves complex structuring models. Not only SMART-PLS but the tool 

named SPSS is also used in this study to eliminate datasets considered outliers. Overall, this study gathered 

161 datasets, with usable data from 114 datasets. All respondents come from Indonesia, primarily based in 

Jakarta. Therefore, it is considered a limitation and threat to validity as responses may contain subjectivity or 

fail to represent the population. These data are collected online, to be specific, using google forms as the 

questionnaire, with purposive sampling in January 2023 in Indonesia. 

 

3.2. Research Methodology 

Fig. 1, shown above, explains this research's methodology. This research started with problem 

definition. After a problem was identified, researchers started their literature review. Then, researchers build 

the research model and construct questionnaires. When everything was ready, researchers collected data 

using google forms. The responses of the respondents were further checked for their validity. If the 

respondents do not have social media and are not interested in using a password generator, their responses 

will not be used. However, the research continued with data entry and analysis if the responses were valid. 

Then, a further literature survey was conducted. For the last step, researchers will write and edit a journal 

based on their findings. 

 

3.3. Model Building 

Fig. 2 shows the model path coefficient output or this research's model. The model was built by 

combining several research models from various research conducted. There are eleven variables in total, with 

15 hypotheses connecting these variables. 

 

3.4. Hypotheses 
Hypothesis 1 (H1): There is a significant impact of perceived password effectiveness on intention to 

comply. Hypothesis 2 (H2): A significant impact of perceived ease of use on self-efficacy exists. Hypothesis 
3 (H3): A significant impact of perceived ease of use on intention to comply exists. Hypothesis 4 (H4): A 
significant impact of perceived ease of use on the perceived usefulness of protection exists. Hypothesis 5 
(H5): Subjective norms significantly impact the perceived usefulness of protection. Hypothesis 6 (H6): There 
is a significant impact of the perceived usefulness of protection on the intention to comply. Hypothesis 7 
(H7): There is a significant impact of the perceived usefulness of protection on self-efficacy. Hypothesis 8 
(H8): There is a significant impact of intention to comply on self-efficacy. Hypothesis 9 (H9): Subjective 
norms significantly impact the intention to comply. Hypothesis 10 (H10): General Information Security 
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(GISA) significantly impacts self-efficacy. Hypothesis 11 (H11): There is a significant impact of technology 
awareness on self-efficacy. Hypothesis 12 (H12): General Information Security (GISA) significantly impacts 
attitude. Hypothesis 13 (H13): Security policy change awareness significantly impacts attitude. Hypothesis 14 
(H14): There is a significant impact of attitude on the intention to comply. Hypothesis 15 (H15): There is a 
significant impact of intention to comply on actual compliance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Research Methodology 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 2. Model Path Coefficient Output 
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security policy change awareness. Look at the Table 1 for more explanations of these variables and 

indicators. 

 

Table 1. Variables and indicators 
Questionnaire Code Ref 

Perceived Ease of Use (PU) 

I find it easy to recover from errors encountered when complying with my 
organization's ISP. 

PU1 [5] 

Compliance with the requirements of my organization's ISP requires a lot 
of mental effort. 

PU2 [5] 

I find it easy to comply with my organization's ISP PU3 [5] 

Perceived Usefulness of Protection (PP) 

Complying with my organization's ISP addresses my job-related security 
needs. 

PP1 [5] 

Complying with my organization's ISP saves me time PP2 [5] 

Complying with my organization's ISP enables me to accomplish tasks 

more securely. 
PP3 [5] 

Self-Efficacy (SE) 

I have the necessary skills to fulfill the requirements of the ISP SE1 [2] 

I would feel comfortable following my organization's ISP on my own SE2 [2] 
If I wanted to, I could easily comply with my organization's ISP on my 

own 
SE3 [2] 

Intention to Comply (IC) 

intend to comply with the requirements of the ISP of my organization IC1 [2] 
I intend to protect information resources according to the requirements of 

the ISP of my organization. 
IC2 [2] 

I intend to protect technology resources according to the requirements of 
the ISP of my organization. 

IC3 [2] 

Attitude (AT) 

I support the process requiring me to change my password AT1 [1] 

This required change of password will make working with my [university] 
account saver 

AT2 [1] 

Mandating this change of password is a good idea AT3 [1] 

General Information Security (GS) 

Overall, I am aware of the potential security threats and their negative 
consequences. 

GS1 [2] 

I have sufficient knowledge about the cost of potential security problems GS2 [2] 

I understand the concerns regarding information security and the risks they 
pose in general. 

GS3 [2] 

Perceived Password Effectiveness (PE) 

I believe the recommended password guidelines will prevent password-

related threats. 
PE1 [4] 

The likelihood of compliance increases when individuals perceive the 

recommended response as effective 
PE2 [4] 

Security Policy Change Awareness (SP) 

I am aware of the requirements prescribed by [university] to change my 
PID password 

SP1 [1] 

I understand the rules and requirements regarding the PID password 

change prescribed by [university] 
SP2 [1] 

I know my responsibilities to change my PID password as prescribed by 

[university] 
SP3 [1] 

Subjective Norms (SN) 

I think my classmates and/or colleagues believe I should change my PID 
password 

SN1 [1] 

People who influence my behavior think that I should change my PID 

password 
SN2 [1] 

People who are important to me think I should change my password SN3 [1] 

Technology Awareness (TA) 

I follow news and developments about the security related technologies TA1 [5] 
I discuss internet security issues or anecdotes with friends and people 

around me 
TA2 [5] 

I read about the problems of malicious threats attacking users' computers TA3 [2] 

Actual Compliance (AC) 

You have already changed your PID password in accordance with the 

requirement [stated above] 
AC1 [4] 
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4. RESULT and DISCUSSION 

4.1. Measurement Model: Validity and Reliability 

Validity and reliability are the two most crucial factors in conducting research. Both validity and 

reliability act as standards of acceptance. It ensures that all data gathered can be considered valid and 

reliable. The two are used to determine the loading factor obtained from the calculated results of the SMART 

PLS. In general, the ideal loading factor value ranges from 0.7 and above. As much as possible, the loading 

factor cannot be lower than 0.7. However, if the loading factor equals or exceeds 0.5, it can still be 

considered ideal [38]. Aside from the loading factor, another important factor used in this research is the 

Average Variance Extracted (AVE). AVE describes the relationship between each indicator and its latent 

variable. The ideal value of AVE should be at least 0.5 [39]. Fig. 3 shows the original path coefficient output 

before changes are made. Some loading factors and AVE need to meet the standards. For an in-depth 

explanation of each value, refer to Table 2. Table 2 shows the variables and indicators' validity based on their 

cross-loading, Average Variance Extracted (AVE), Composite Reliability (CR), and Cronbach Alpha (CA) 

values. 

 

 
Fig. 3. Path Coefficient Output (Before) 

 

Based on Table 2, all variables have the ideal AVE value ranging from 0.550 to 0.850. Besides all 

indicators having an excellent AVE value, they must also pass through the ideal cross-loading factors of 0.7. 

Only one indicator does not pass the minimum standard of cross-loading factor, variable PU2, with a cross-

loading value of 0.446. As a result, the variable's CA is affected. Variable PU's CA falls short of the 

recommended standard CA value [40]. Variable PU has a CA value of 0.580. Aside from variable PU, 

variable PP's CA also does not pass the minimum standard of CA value. The perceived usefulness of 

protection (PP)'s CA value is 0.680. 

Fig. 4 shows bootstrapping result before changes are made using SMART-PLS software. Looking at the 

p-values, only eight hypotheses proposed from this model can be considered valid or significant. P-values are 

considered valid when their values are equal to or below 0.05. Most p-values and the t-values also need to 

pass the excellent standard value. For an in-depth explanation of each proposed hypothesis's significance, 

refer to Table 3. 

 

 

 

http://issn.lipi.go.id/issn.cgi?daftar&1368096553&1&&


ISSN: 2338-3070 Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) 639 

  Vol. 9, No. 3, September 2023, pp. 632-648 

 

 

The Usage of Password Generators to Enhance Data Security in Most Used Applications (Erwin Halim) 

 

Table 2. Variables and indicators validity (before) 
No. Variable & Indicators Cross Loading AVE CR CA 

AT 0.744 0.897 0.829 

1. AT1 0.881    

2. AT2 0.866    
3. AT3 0.840    

GS 0.635 0.839 0.711 

4. GS1 0.726    

5. GS2 0.844    
6. GS3 0.815    

IC 0.705 0.877 0.789 

7. IC1 0.758    

8. IC2 0.896    
9. IC3 0.859    

PU 0.550 0.774 0.580 

10. PU1 0.867    

11. PU2 0.446    
12. PU3 0.837    

PE 0.771 0.870 0.720 

13. PE1 0.815    

14. PE2 0.938    

PP 0.609 0.823 0.680 

15. PP1 0.778    

16. PP2 0.806    

17. PP3 0.755    

SP 0.818 0.931 0.889 

18. SP1 0.888    

19. SP2 0.912    

20. SP3 0.912    

SE 0.745 0.897 0.828 

21. SE1 0.904    

22. SE2 0.847    

23. SE3 0.836    

SN 0.850 0.945 0.912 

24. SN1 0.933    

25. SN2 0.943    
26. SN3 0.890    

TA 0.759 0.904 0.841 

27. TA1 0.843    

28. TA2 0.869    
29. TA3 0.900    

 

 

Fig. 4. Bootstrapping Result (Before) 
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Table 3. Path coefficient (before) 
Relation and Hypotheses Ori Sample Sample Ave. Stand. Dev t-stat p-value 

PE to IC (H1) 0.174 0.192 0.133 1.310 0.190 

PU to SE (H2) 0.311 0.308 0.098 3.164 0.002 

PU to IC (H3) 0.173 0.170 0.097 1.782 0.075 
PU to PP (H4) 0.594 0.596 0.067 8.911 0.000 

SN to PP (H5) 0.133 0.136 0.067 1.990 0.047 

PP to IC (H6) 0.231 0.210 0.119 1.937 0.053 
PP to SE (H7) 0.356 0.355 0.097 3.688 0.000 

IC to SE (H8) -0.005 -0.002 0.084 0.057 0.955 
SN to IC (H9) 0.066 0.074 0.082 0.806 0.420 

GS to SE (H10) 0.304 0.305 0.093 3.256 0.001 

TA to SE (H11) -0.063 -0.059 0.086 0.736 0.462 
GS to AT (H12) 0.324 0.331 0.110 2.947 0.003 

SP to AT (H13) 0.369 0.381 0.093 3.959 0.000 

AT to IC (H14) 0.061 0.067 0.128 0.481 0.630 

IC to AC (H15) 0.418 0.422 0.076 5.474 0.000 

 

According to the theory of Argumentum ad hominem, the digressions are due to acceptance or rejection 

of the hypotheses made [41]. Rejection or acceptance of the hypotheses made is due to the respondents' 

circumstances and how they respond to the questions in the questionnaire made by the researcher. The 

responses could vary for different individuals. The researcher's way of explaining the concept of a password 

generator or asking respondents to answer the questionnaire might be subjective and eventually affect their 

responses [41]. Hence, it may lead to digressions made and, eventually, the insignificance of hypotheses. 

Subjectivity can be caused by several factors, such as people's race, gender, position, and other factors.  

For instance, there was discrimination in South Africa [41]. Where white-skinned and black-skinned 

people were not given the same right when it came to giving opinions and arguments. When debate happens, 

most of the time, black-skinned people's arguments are not taken seriously. Other examples include, during 

trials, the plaintiff and the defendant's family members are not allowed to give testimonies [41]. This theory 

can then be applied to this research paper's insignificant hypotheses. Respondents' responses may contain 

subjectivity. For example, the respondents mostly are researchers' friends, families, relatives, or someone 

close to the researcher. It may affect the reliability and validity of the responses. During trials, someone close 

to the victims cannot give testimonies to prevent subjectivity, whereas this research does not implement the 

same action. This research is open to the public without any exclusions. Therefore, relatives or close ones are 

allowed to give responses, whether it being subjective or not. In addition, the data gathered and used in this 

research was only 114, mostly domiciliated in Jakarta. The datasets may fail to represent the whole 

population. It adds to the research's validity limitations. 

Variables are written in abbreviations to shorten their form of writing. For instance, the variable 

perceived password effectiveness is PE, and intention to comply is IC. Based on previous studies, all 

hypotheses proposed in this research are proven significant or valid. Refer to the list below for in-depth 

explanations of each hypothesis proposed. H1: According to a previous study, perceived password 

effectiveness significantly impacts the intention to comply [4]. H2: According to a previous study, perceived 

ease of use significantly impacts self-efficacy [5]. H3: According to a previous study, perceived ease of use 

significantly impacts the intention to comply [5]. H4: According to a previous study, perceived ease of use 

significantly impacts the perceived usefulness of protection [5]. H5: According to a previous study, 

subjective norms significantly impact the perceived usefulness of protection [5]. H6: According to a previous 

study, the perceived usefulness of protection significantly impacts the intention to comply [5]. H7: According 

to a previous study, the perceived usefulness of protection significantly impacts self-efficacy [5]. H8: 

According to a previous study, intention to comply significantly impacts self-efficacy [2]. H9: According to a 

previous study, subjective norms significantly impact the intention to comply [2]. H10: According to a 

previous study, General Information Security (GISA) significantly impacts self-efficacy [2]. H11: According 

to a previous study, technology awareness significantly impacts self-efficacy [2]. H12: According to a 

previous study, General Information Security (GISA) significantly impacts attitude [2]. H13: According to a 

previous study, security policy change awareness significantly impacts attitude [1]. H14: According to a 

previous study, attitude significantly impacts the intention to comply [2]. H15: According to a previous 

study, intention to comply significantly impacts actual compliance [4]. 

Acknowledging the limitations of the research, researchers decided to base this research on previous 

studies that had been conducted. According to previous studies, all hypotheses proposed in this research 

should yield significance. Therefore, researchers make some changes and upgrades to the research model. 

Changes and upgrades were made to the research model in the hope that it would produce better and more 

acceptable outcomes despite this research's limitations. Some of the changes and upgrades done are 
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eliminating data considered outliers and reconstructing the variables and indicators used in this research. All 

changes and upgrades were done to minimize subjectivity and failure in representing the geographic 

population. For future research, it is highly recommended that researchers collect more respondents from 

various geographical areas. It is done to minimize or even eliminate subjectivity from happening. More data 

is gathered to increase the percentage of validity and reliability as it can better represent the population. In 

total, there are seven insignificant hypotheses and eight significant hypotheses. Insignificant hypotheses are 

almost 50% of the significant ones. Compared to previous studies, this finding surely contradicts previous 

studies. Hence, changes and upgrades should be made in this research. This research's validity and reliability 

may be maintained if changes and upgrades are made. 

Fig. 5, shown above, shows the path coefficient output after several changes are made. Overall, 13 

datasets considered outliers are removed, four insignificant hypotheses are removed from the model, and the 

indicator PU2 is removed because its cross-loading value did not meet the standard ideal value. In addition, 

the variable TA, technology awareness, is also removed from the model. Variable TA is considered an 

unreliable variable. It is because its indicators all resulted in excellent cross-loading values. The variables 

AVE, CA, and CR all passed the ideal standard values. It shows that the variable is valid. However, if the t-

stat and p-value are considered, the TA to SE's hypotheses are insignificant and, therefore, should be 

removed. The variable TA is only connected to one variable, variable SE. Therefore, removing the 

hypotheses connecting the two means that the variable TA should also be removed from the model. 

Based on the result of Table 4 above, the conclusion that all variables in the table are valid can be made. 

All variables have an AVE value ranging from 0.630 to 0.874, higher than 0.5. On top of that, all of the 

loading factors succeeded in passing the ideal range, which is 0.7. 

 

Table 4. Variables and indicators validity (after) 
No. Variable & Indicators Cross Loading AVE CR CA 

AT 0.701 0.875 0.788 

1. AT1 0.842    

2. AT2 0.852    

3. AT3 0.817    

GS 0.638 0.841 0.717 

4. GS1 0.767    

5. GS2 0.807    

6. GS3 0.821    

IC 0.681 0.865 0.764 

7. IC1 0.783    

8. IC2 0.881    

9. IC3 0.808    

PU 0.781 0.877 0.720 

10. PU1 0.893    

11. PU2 0.875    

PE 0.774 0.872 0.714 

12. PE1 0.840    

13. PE2 0.917    

PP 0.630 0.836 0.709 

14. PP1 0.796    

15. PP2 0.798    

16. PP3 0.788    

SP 0.771 0.910 0.851 

17. SP1 0.864    

18. SP2 0.880    

19. SP3 0.890    

SE 0.712 0.881 0.797 

20. SE1 0.886    

21. SE2 0.837    

22. SE3 0.807    

SN 0.874 0.954 0.929 

23. SN1 0.947    

24. SN2 0.956    

25. SN3 0.900    
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Fig. 5. Path Coefficient Output (After) 

 

Above are the results of bootstrapping using SMART PLS software. All indicators shown above are 

valid. The T-values are above 1.96, ranging from 2.342 to 7.464, and the P-values below 0.05, ranging from 

0 to 0.019. Below is Table 5, which shows the final path coefficient of this research. The results shown in 

Table 6 conclude that all eleven hypotheses are significant. If all hypotheses are now considered significant, 

then all variables are also crucial and will impact the usage of password generators. For instance, if people 

know perceived password effectiveness, they will likely have the intention to comply with the usage of 

password generators. Eventually, this research paper has proven and points out all factors affecting people's 

decision on whether or not they will comply and use password generators to enhance their data security. In 

order to comply with and use password generators, users need to feel perceived password effectiveness, 

perceived ease of use, and perceived usefulness of protection from password generators. Aside from that, 

users alone should be aware of security policy changes and general information security and have subjective 

norms. This way, it creates a positive attitude toward the usage of password generators. Hence, it will lead to 

users' intention to comply. When there is the intention to comply, it eventually leads to actual compliance. 

 

Table 5. Path coefficient (after) 
Relation and Hypotheses Ori Sample Sample Ave. Stand. Dev t-stat p-value 

PE to IC (H1) 0.278 0.282 0.103 2.714 0.007 

PU to SE (H2) 0.287 0.284 0.103 2.779 0.005 

PU to IC (H3) 0.208 0.212 0.088 2.365 0.018 

PU to PP (H4) 0.542 0.545 0.073 7.464 0.000 

SN to PP (H5) 0.180 0.182 0.072 2.507 0.012 

PP to SE (H7) 0.370 0.375 0.098 3.782 0.000 

GS to SE (H10) 0.258 0.260 0.093 2.766 0.006 

GS to AT (H12) 0.363 0.367 0.080 4.554 0.000 

SP to AT (H13) 0.497 0.496 0.075 6.620 0.000 

AT to IC (H14) 0.242 0.242 0.103 2.342 0.019 

IC to AC (H15) 0.375 0.378 0.084 4.464 0.000 

 

4.2. Indicators and Variables 

The value of cross-loading for the variable attitude ranges from 0.817 to 0.852, more or less similar. 

The highest value goes to AT2. All indicators have similar relevancy in this research. A variable attitude is 

needed for potential users to start using a password generator. Potential users should have a supportive 

attitude towards changing passwords, believe that password generators will make their accounts more secure, 

and have a positive attitude that states that changing the password is a good idea.  

This research aims to discover how aware people are of data security and how welcome they are to 

using password generators. Fig. 6 shows the final bootstrapping result. It indicates that people are aware of 

data security. It can be further proven by looking at the variable security policy change awareness (SP), 
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which is significant. Aside from fulfilling the first research objective, this paper also successfully figures out 

how welcome people are with the idea of using a password generator. With all variables being significant, it 

eventually leads to the conclusion that people are willing or intend to comply with the usage of password 

generators. Hence, the intention to comply will become actual compliance. 

 

 
Fig. 6. Bootstrapping Result (After) 

 

It also applies to the variable General Information Security (GISA). Variable GS's cross-loading value 

ranges from 0.767 to 0.821, with GS3 as the highest value among other variable indicators. In conclusion, 

people are considered potential users of password generators if they are interested in GISA. Potential users 

are considered interested if they know the security threats and their negative consequences, have sufficient 

knowledge of the disadvantages of potential security problems, and understand the concern for information 

security and the risk.  

The variable IC, intention to comply, has a cross-loading value ranging from 0.783 to 0.881. The 

highest cross-loading value goes to indicator IC2. IC2 has a more significant impact on this research than the 

other two indicators. In order for potential users to use a password generator, they need to have the intention 

to comply, whether it is the intention to comply with the requirements needed or the intention to protect 

information resources along with any technology resources that a password generator possesses.  

The range of cross-loading value for the variable perceived ease of use is 0.875 to 0.893. The lowest 

cross-loading value goes to indicator PU2. That said, indicator PU2 has the lowest impact on this research 

compared to the other indicator in this variable. Potential users need to feel the perceived ease of using a 

password generator to decide whether to use it. The easier the usage and the less effort required, the higher 

the chances that potential users will use the password generator.  

The variable PE, perceived password effectiveness, has a similar cross-loading value. Both indicators 

have the same impact on this research. Potential users should feel the perceived password effectiveness 

before deciding whether to use a password generator. If the generated passwords are considered ineffective 

and increase the potential risks of security threats, users will not use a password generator. 

PP variable, perceived usefulness of protection, has a cross-loading value ranging from 0.788 to 0.798. 

Indicator PP2 has a slightly more excellent loading value than the other two indicators. It means that PP2 has 

a more significant impact on this research. Without feeling the perceived usefulness of protection while using 

the generated password that the password generator created, potential users will not be willing to use the 

password generator.  

The variable security policy change awareness, SP, has a similar cross-loading value that ranges from 

0.864 to 0.890. Users are considered potential users of password generators if they are aware of security 

policy changes. No awareness means that users do not care or pay attention to their account's security. They 

will not be interested in software such as password generators. 

Variable self-efficacy, SE, has a cross-loading value ranging from 0.807 to 0.886. The highest loading 

value goes to indicator SE1. Therefore, SE1 has a slightly more significant impact on this research. Self-

efficacy is about an individual's skills and comfort when using a password generator. Potential users should 
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have self-efficacy before they start using a password generator to ensure they feel confident about their skills 

using a password generator. 

The value of cross-loading for the last variable, subjective norms, more or less are similar. It ranges 

from 0.900 to 0.956. It means that all indicators have a similar impact on this research. Subjective norms 

refer to people's perceptions. Due to its social pressure, people may decide on whether or not they will be 

using a password generator. Hence, this variable is very much needed because it plays a crucial role. It is also 

proven that the hypotheses concerning this variable are all significant. 

 

4.3. Perceived Password Effectiveness to Intention to Comply 

Based on the statistical result, perceived password effectiveness significantly impacts the intention to 

comply with a t-value of 4.068. This sign shows that users know and agree with how password generators 

can generate effective passwords, lowering the risk of security threats. Hence, it increases the percentage of 

users intending to comply. 

 

4.4. Perceived Ease of Use to Self-Efficacy 

Based on the statistical result, perceived ease of use significantly impacts self-efficacy, with a t-value of 

2.779. It demonstrates that if potential users think using a password generator is simple, it instantly lowers 

their self-efficacy [5]. It boosts potential users' confidence in using password generators because they feel 

like they can master and easily use them in the future. 

 

4.5. Perceived Ease of Use to Intention to Comply 

Based on the statistical result, perceived ease of use significantly impacts the intention to comply with a 

t-value of 2.365. When potential users feel the perceived ease of use while using a password generator, there 

are higher chances that they will eventually try out and use a password generator. With that said, they will 

grow the intention to comply with all requirements and regulations that password generator possesses. 

 

4.6. Perceived Ease of Use to Perceived Usefulness of Protection 

Based on the statistical result, perceived ease of use significantly impacts the perceived usefulness of 

protection with a t-value of 7.464. Among other hypotheses, this hypothesis has the highest number of t-

value. When potential users think they can utilize password generators efficiently to improve their work 

output, they are said to sense the perceived ease of usage [5]. However, protection is viewed as valuable 

when potential users believe that employing a password generator would be effortless [5]. Therefore, through 

the t-value proposed, this hypothesis can be proven significant. 

 

4.7. Subjective Norms to Perceived Usefulness of Protection 

Based on the statistical result, subjective norms significantly impact the perceived usefulness of 

protection with a t-value of 2.507. As mentioned, the perceived usefulness of protection talks about how 

potential users may gain self-confidence while using a password generator because they know its benefits. 

Therefore, it is closely related to subjective norms, as subject norms discuss people's perceptions and social 

pressure. People's perception of password generators will be significantly impacted if they perceive the 

usefulness of protection while using password generators. 

 

4.8. Perceived Usefulness of Protection to Self-Efficacy 

Based on the statistical result, the perceived usefulness of protection significantly impacts self-efficacy, 

with a t-value of 6.453. As explained above, self-efficacy talks about users' confidence because they have 

gained skills in operating something, in this case, a password generator. How simple it is for consumers to 

operate or use password generators is discussed by the various perceived utility of protection [5]. With that 

said, the two variables are linked. 

 

4.9. General Information Security (GISA) to Self-Efficacy 

Based on the statistical result, General Information Security (GISA) significantly impacts self-efficacy 

with a t-value of 3.782. From the questionnaires gathered, most respondents are already aware of GISA, so 

they gain confidence when new software, a password generator, concerning information security is 

introduced. With that being said, GISA is closely related to self-efficacy as it is proven that with GISA, 

people gain self-efficacy. 
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4.10. General Information Security (GISA) to Attitude 

Based on the statistical result, General Information Security (GISA) significantly impacts attitude with a 

t-value of 5.649. The results gathered from the questionnaires show that users are already aware of general 

information security and have sufficient knowledge about security threats. That is why they develop the right 

positive attitude and can welcome password generators well as one of the solutions to reduce the risk of 

security threats. 

 

4.11. Security Policy Change Awareness to Attitude 

Based on the statistical result, security policy change awareness significantly impacts attitude with a t-

value of 7.381. The results gathered from the questionnaires show that people are aware of the changes made 

in security policies. Due to this awareness, people develop positive and welcoming attitudes toward password 

generators because they can help reduce any threats regarding security from happening. 

 

4.12. Attitude to Intention to Comply 

Based on the statistical result, attitude significantly impacts the intention to comply with a t-value of 

3.666. This t-value agrees with the outcome of [2]. The research shows that users have the right attitude 

toward password generators. They are willing to support changes made to their passwords to increase the 

security levels of their accounts. Therefore, these users can be said to have the intention to comply. 

 

4.13. Intention to Comply with Actual Compliance 

Based on the statistical result, the intention to comply significantly impacts the actual compliance with a 

t-value of 4.464. As mentioned earlier, the intention to comply is tightly related to actual compliance and is 

proven true by the significant hypotheses. Potential users of password generators can develop intentions to 

finally use password generators due to several factors, such as the perceived ease of use in using password 

generators and perceived password effectiveness from passwords generated by password generators. Hence, 

most respondents finally agreed to use a password generator. 

The data gathered from questionnaires proved all of the hypotheses significant in this research. All 

variables and indicators pass the ideal standards. The p-values all do not pass the limit, which is 0.05, and the 

t-values all pass through 1.96 as its boundary. Moreover, all indicators pass through the excellent cross-

loading value of 0.7. Lastly, to ensure the credibility of this research's validity and reliability, all variables 

have an AVE value of more than 0.5 and a CA value of 0.7 and above.  

 

5. CONCLUSION 

The most used social media are YouTube and Instagram, while the least used is Facebook. From the 

questionnaires gathered, people often use passwords containing numbers, capital letters, and small letters. 

Besides that, people also use birthdays quite frequently as their passwords. Whereas for their key password 

reminders, the majority of people, approximately 34.6%, use their family members' names. Overall, people 

generally use a 7-to-8-character password. Looking at the respondents' answers to the descriptive questions, 

people still use simple passwords that they can easily remember. A tiny percentage of people use strong 

passwords for their social media accounts. It can be seen that only minors are using an "out of the box" type 

of password, such as combining famous people's names with numbers. Most people use guessable, simple 

passwords and critical reminder passwords such as birthdays, names, and family surnames. Weak passwords 

or key password reminders increase the chance of users getting involved in various security threats, such as 

data breaches. Leakage of private data may lead to more crimes, such as theft and cyberattacks. 

In conclusion, the respondents in this research feel that the perceived ease of use of password generators 

will significantly impact how they feel about the perceived usefulness of protection of password generator 

and their self-efficacy. In addition, variables such as GISA, positive attitude, awareness towards security 

policy, and the feeling of perceived password effectiveness will eventually evoke a sense of intention to 

comply with any requirements or regulations the password generator possesses. Moreover, most famous and 

frequently used social media users, such as Instagram and YouTube, should increase their account security. 

Add more restrictions on people's passwords so that weak passwords are no longer allowed. For example, 

users should simultaneously use symbols, numbers, and uppercase and lowercase letters for their passwords. 

Hence, this will assist social media users in protecting and increasing their social media account security. 

Password generators could be the ideal solution if users feel that setting up stricter passwords is too 

troublesome. With the help of a password generator, users will have strong passwords that they can use for 

their account's security in no time as password generator functions to generate strong passwords. 
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This research ended with eleven significant hypotheses after upgrades and changes were made. Changes 

and upgrades should be made because of this research's subjectivity limitations and potential failure to 

represent the whole population. Therefore, this research bases its results on previous studies. Previous studies 

have proven that all hypotheses proposed in this research are supposedly significant. Therefore, researchers 

decided to make some changes and upgrades to the research model. After reconstruction, researchers yielded 

eleven significant hypotheses for this research paper. A summary of the variables' explanation is as follows: 

to comply with and use a password generator, users need to feel perceived password effectiveness, perceived 

ease of use, and perceived usefulness of protection from a password generator. Aside from that, users alone 

should be aware of security policy changes and general information security and have subjective norms. This 

way, it creates a positive attitude toward the usage of password generators. Hence, it will lead to users' 

intention to comply. When there is the intention to comply, it eventually leads to actual compliance. 

Overall, this research has successfully pointed out crucial factors affecting people's decisions regarding 

the usage of password generators. The paper also proves that people are aware of data security and are 

willing to use a password generator to enhance data security. With that said, society can start conducting 

educational campaigns on password generators to encourage people to start using them. It is highly 

recommended that further study is conducted based on this research because this research still has limitations. 

The limitation of this paper includes subjectivity due to respondents' responses bases only in Indonesia, with 

the majority coming from Jakarta. Geographical area coverage should be expanded in future studies to gain 

more insights and perspectives. Aside from that, the limitation of this study also sources from the limited 

datasets gathered. In total, this research only uses a total of 114 respondents. Future studies are recommended 

to collect more data to increase the research's validity and reliability. 
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