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Nomor : PUPS-278/SP3/LPPM-UAD/VI/2021

Pada hari ini, Selasa tanggal Satu bulan Juni tahun Dua ribu dua puluh satu (01-06-2021), kami yang bertandatangan di 

bawah ini :

1. Nama : Anton Yudhana, S.T., M.T., Ph.D.

Jabatan : Kepala Lembaga Penelitian dan Pengabdian Kepada Masyarakat Universitas Ahmad Dahlan 

(LPPM UAD), selanjutnya disebut sebagai PIHAK PERTAMA.

2. Nama : Tawar Ag, S.Si., M.Kom.

Jabatan : Dosen/Peneliti pada Program Studi Sistem Informasi Fakultas Sains dan Teknologi Terapan 

(FAST) Universitas Ahmad Dahlan (UAD), selaku Ketua Peneliti, selanjutnya disebut PIHAK 

KEDUA.

Kedua belah pihak menyatakan setuju dan mufakat untuk mengadakan perjanjian pelaksanaan penelitian untuk 

selanjutnya disebut Surat Perjanjian Pelaksanaan Penelitian (SP3) dengan ketentuan dan syarat-syarat sebagai berikut. 

Pasal 1

DASAR HUKUM

(1) Hasil review/penilaian proposal yang dilakukan oleh Tim Reviewer Penelitian Internal UAD.

(2) Surat Keputusan Kepala LPPM UAD Nomor: U12.3/316/V/2021 tanggal 29 Mei 2021 tentang Penetapan Hasil 

Seleksi Proposal Penelitian Dana UAD Tahun Akademik 2020/2021.

Pasal 2

RUANG LINGKUP DAN JANGKA WAKTU PENELITIAN

(1) PIHAK PERTAMA memberikan pekerjaan kepada PIHAK KEDUA dan PIHAK KEDUA menyatakan menerima 

pekerjaan dari PIHAK PERTAMA berupa kegiatan penelitian sebagai berikut : 

Skema : Penelitian Unggulan Program Studi

Judul penelitian : ASESMEN PENILAIAN KEAMANAN INFORMASI LAYANAN ZAKAT 

MENGGUNAKAN INDEKS KAMI 4.1

Jenis Riset : Terapan, TKT : 4

Luaran Wajib : Draft Naskah Kebijakan, Artikel di jurnal Internasional, Artikel di Jurnal Nasional 

Terakreditasi

(2) Jangka waktu pelaksanaan penelitian tersebut pada ayat (1) dimulai sejak ditandatangani SP3 ini sampai dengan 

batas akhir unggah Laporan Akhir Penelitian pada tanggal 31 Desember 2021



Pasal 3

PERSONALIA PELAKSANA PENELITIAN

Personalia pelaksana penelitian ini terdiri dari : 

Ketua Peneliti : Tawar Ag, S.Si., M.Kom.

Pembimbing : -

Anggota : 1. Dr. Imam Riadi, M.Kom

Pasal 4

BIAYA PENELITIAN DAN CARA PEMBAYARAN

(1) PIHAK PERTAMA menyediakan dana pelaksanaan penelitian kepada PIHAK KEDUA sejumlah Rp. 

18.000.000,00 (Delapan Belas Juta Rupiah) yang dibebankan pada Anggaran Pendapatan dan Belanja (APB) LPPM 

UAD Tahun Akademik 2020/2021 dibayarkan melalui rekening bank atas nama Ketua Peneliti oleh Biro Keuangan 

dan Anggaran UAD sebagai berikut : 

Nama : Tawar Ag, S.Si., M.Kom.

Nama Bank : BPD DIY SYARIAH

Nomor Rekening : 801211007618

(2) Tahap I sebesar 70% x Rp 18.000.000,00 = Rp 12.600.000,00 (dua belas juta enam ratus ribu Rupiah), dibayarkan 

setelah SP3 ini ditandatangani oleh PARA PIHAK dan PIHAK KEDUA telah mengunggah file kontrak SP3 ini 

pada portal Penelitian UAD.

(3) Tahap II sebesar 30% x Rp 18.000.000,00 = Rp 5.400.000,00 (lima juta empat ratus ribu Rupiah), dibayarkan 

setelah (a) PIHAK KEDUA mengunggah Laporan Akhir Penelitian dan (b) luaran wajib penelitian dinyatakan 

tercapai.

(4) Jika sampai pada batas akhir penelitian PIHAK KEDUA hanya dapat mengunggah Laporan Akhir Penelitian dan 

TIDAK DAPAT merealisasikan luaran wajib, maka dana penelitian Tahap II hanya dapat dicairkan sebesar 15%.

Pasal 5

PELAKSANAAN PEMBIMBINGAN

(1) Khusus skema Penelitian Dosen Pemula (PDP), peneliti wajib melakukan pembimbingan atau konsultasi dengan 

dosen pembimbing penelitian paling sedikit 4 (empat) kali pembimbingan.

(2) Pembimbingan sebagaimana dimaksud dalam ayat (1) antara lain dalam hal-hal berikut. 

a. penyusunan angket/kuesioner dan atau teknik pengumpulan data lainnya; 

b. analisis data dan interpretasinya; 

c. penyusunan hasil penelitian, pembahasan, penarikan kesimpulan; 

d. penyusunan luaran penelitian.

(3) Pembimbingan sebagaimana dimaksud dalam ayat (1) dan ayat (2) dituliskan sesuai dengan template form

pembimbingan yang tersedia.



Pasal 6

JENIS LAPORAN PENELITIAN

(1) PIHAK KEDUA wajib menyusun dan mengungah laporan penelitian melalui portal Penelitian UAD yang terdiri 

atas : 

a. Laporan Kemajuan 

b. Laporan Akhir

(2) Berkas Laporan Kemajuan digunakan sebagai bahan monitoring dan evaluasi (monev) internal, diunggah selambat-

lambatnya tanggal 15 Oktober 2021.

(3) Berkas Laporan Akhir digunakan sebagai acuan pencairan dana Tahap II dan bahan pertimbangan berlanjut atau 

tidaknya kontrak penelitian tahun jamak (multi years), diunggah selambat-lambatnya tanggal 31 Desember 2021.

Pasal 7

LUARAN WAJIB PENELITIAN

(1) PIHAK PERTAMA berkewajiban untuk merealiasikan luaran wajib penelitian sebagaimana yang dijanjikan dalam 

proposal.

(2) Status minimal luaran wajib yang harus dicapai oleh PIHAK KEDUA adalah sebagai berikut. (i) accepted untuk 

jenis luaran artikel jurnal/seminar/konferensi, atau (ii) naik cetak untuk jenis luaran buku, atau (iii) diterima atau 

dibahas instansi pengguna untuk jenis luaran naskah akademik, atau (iv) telah terdaftar atau didaftarkan untuk jenis 

kekayaan intelektual (KI), atau (v) telah terwujud atau telah dilakukan uji laboratorium untuk jenis luaran 

purwarupa (prototipe), dan sejenisnya.

Pasal 8

MONITORING DAN EVALUASI

(1) PIHAK PERTAMA berhak untuk melakukan monitoring dan evaluasi (monev) pelaksanaan penelitian, baik secara 

administrasi maupun substansi.

(2) Pemantauan kemajuan penelitian dilakukan oleh Tim Monev yang dibentuk oleh PIHAK PERTAMA.

(3) Monev internal dilakukan terhadap dokumen Laporan Kemajuan yang diunggah oleh PIHAK KEDUA.

(4) PIHAK PERTAMA berhak untuk menentukan lanjut atau putusnya kontrak penelitian tahun jamak (multi years) 

berdasarkan hasil dari monev tahap II terhadap Laporan Akhir dan capaian luaran penelitian tahun berjalan yang 

diunggah PIHAK KEDUA.

Pasal 9

TANGGUNGAN PENELITIAN DAN LUARAN PENELITIAN

(1) Peneliti dinyatakan memiliki tanggungan penelitian apabila sampai pada masa penerimaan proposal penelitian 

periode berikutnya belum menyelesaikan kewajiban unggah Laporan Akhir Penelitian.

(2) Peneliti yang memiliki tanggungan penelitian sebagaimana dimaksud pada ayat (1) tidak diperkenankan 

mengajukan proposal penelitian pada periode tersebut.

(3) Peneliti dinyatakan memiliki tanggungan luaran penelitian apabila sampai pada masa akhir unggah Laporan Akhir 

Penelitian, luaran wajib belum tercapai dengan status minimal seperti disebutkan pada Pasal 7 ayat (2).



(4) Peneliti yang memiliki tanggungan luaran penelitian sebagaimana dimaksud pada ayat (3) masih diperkenankan 

mengajukan proposal penelitian pada periode terdekat.

(5) Peneliti yang belum memenuhi luaran wajib sampai pada penerimaan proposal penelitian pada periode tahun 

berkutnya tidak diperkenankan mengajukan proposal pada periode tersebut.

(6) Tanggungan penelitian dan/atau luaran wajib penelitian berlaku bagi Ketua dan Anggota peneliti dari Universitas 

Ahmad Dahlan.

Pasal 10

SANKSI DAN PEMUTUSAN PERJANJIAN PENELITIAN

(1) PIHAK PERTAMA berhak memberikan peringatan dan atau teguran atas kelalaian dan atau pelanggaran yang 

dilakukan oleh PIHAK KEDUA yang mengakibatkan tidak dapat terpenuhinya kontrak penelitian ini.

(2) PIHAK PERTAMA berhak melakukan pemutusan perjanjian penelitian, jika PIHAK KEDUA tidak mengindahkan 

peringatan yang diberikan oleh PIHAK PERTAMA.

(3) Segala kerugian material maupun finansial yang disebabkan akibat kelalaian PIHAK KEDUA, maka sepenuhnya 

menjadi tanggungjawab PIHAK KEDUA.

(4) Jenis sanksi yang diberikan dapat berupa : 

(a) tidak diperkenankannya mengajukan proposal penelitian sebagaimana dimaksud pada Pasal 9 ayat (5) sampai 

kewajibannya terselesaikan; dan atau 

(b) tidak dapat mencairkan dana Tahap II; dan atau 

(c) mengembalikan dana yang telah diterima oleh PIHAK KEDUA.

Pasal 11

KEADAAN MEMAKSA (FORCE MAJEUR)

Ketentuan dalam Pasal 10 tersebut di atas tidak berlaku dalam keadaan sebagai berikut : 

a. Keadaan memaksa (force majeur)

b. PIHAK PERTAMA menyetujui atas terjadinya keterlambatan yang didasarkan pada pemberitahuan sebelumnya 

oleh PIHAK KEDUA kepada PIHAK PERTAMA dengan Surat Pemberitahuan mengenai kemungkinan terjadinya 

keterlambatan dalam penyelesaian kegiatan penelitian sebagaimana dimaksud dalam Pasal 2; dan sebaliknya 

PIHAK KEDUA menyetujui terjadinya keterlambatan pembayaran sebagai akibat keterlambatan dalam 

penyelesaian perjanjian penelitian.

Pasal 12

(1) Keadaan memaksa (force majeur) sebagaimana yang dimaksud dalam Pasal 11 ayat (1) adalah peristiwa-peristiwa 

yang secara langsung mempengaruhi pelaksanaan perjanjian serta terjadi di luar kekuasaan dan kemampuan PIHAK 

KEDUA ataupun PIHAK PERTAMA.

(2) Peristiwa yang tergolong dalam keadaan memaksa (force majeur) antara lain berupa bencana alam, pemogokan, 

wabah penyakit, huru-hara, pemberontakan, perang, waktu kerja diperpendek oleh pemerintah, kebakaran dan atau 

peraturan pemerintah mengenai keadaan bahaya serta hal-hal lainnya yang dipersamakan dengan itu, sehingga 

PIHAK KEDUA ataupun PIHAK PERTAMA terpaksa tidak dapat memenuhi kewajibannya.



(3) Peristiwa sebagaimana dimaksud pada ayat (2) tersebut di atas, wajib dibenarkan oleh penguasa setempal dan 

diberitahukan dengan surat pemberitahuan olch PIHAK KEDUA kepada PJHAK PERTAMA atau PIHAK 

PERTAMA kepada PTHAK KEDUA yang menycbutkan telah terjadinya pcristiwa yang dikatcgorikan 'ebugui 

kcadaan memaksa (force majeur). 

(4) PIHAK PERTAMA memberikan kesempatan kepada PIHAK KEDUA untuk menyelesatkan perJanjian kontrak ini 

sampai pacta balas waktu yang disepakati oleh PAR\ PIHAKjika keadaan force majeur dtnyalakan telah sele~a i. 

Pasal 13 

PENYELESAIAN PERSELISIHAN 

(I) Apabila dalam pelaksanaan pcrjanjian dan segala akibatnya timbul perbedaan pendapal atau perselisihan, PIHAK 

PERTAMA dan PIHAK KEDUA setuju untuk mcnyelesaikannya sccara musyawarah untuk mencapai mufakat. 

(2) Apabila penyelesaian sebagaimana termaksud dalam ayat (I) di alas tidak tercapai, maka PTHAK PERTAMA dan 

PIHAK KEDUA sepakat menyerahkan perseltsihan tersebut melalui mediasi dengan Rektor sebagai atasan 

langsung dari PIHAK PERTAMA yang putusannya bersifat final dan mengikat. 

Pasal 14 

PENGUNDURAN DIRI 

(I) Apabila PIHAK KEDUA mengundurkan diri atau membatalkan SP3 tni, maka PIHAK KEDUA wajib mengajukan 

Surat Pengunduran Diri yang ditujukan kepada PIHAK PERTAMA. 

(2) Surat Pengunduran Diri sebagaimana dimaksud pada ayat (I) wajib disahkan oleh dekan fakultas ketua peneliti 

yang bersangkutan. 

(3) PIHAK KEDUA wajib mengembalikan dana yang tclah diterima kepada PTHAK PERTAMA 

Pasal 15 

LAIN-LAIN 

(1) Hal-hal yang dianggap belum cukup dan perubahan-perubahan perjanjian akan diatur kcmudian alas dasar 

permufakatan kedua bclah pihak yang akan dttuangkan dalam bentuk Surat atau PcrJanjian Tambahan ~ldd~:ndum), 

yang merupakan satu kesatuan dan bagian yang ttdak terpisahkan dan perjanjian awal. 

(2) Surat Perjanjian Pelaksanaan Pcnclitian (SP3) ini bcrlaku sejak dilandalangani dan disetujui olch PARA PJHAK. 

PIHAK PERTAMA, 

Anton Yudhana, S.T., M.T., Ph.D. 

NIP/NIY. 60010383 
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PIHAK KEDUA, 

-



(3) Peristiwa sebagaimana dimaksud pada ayat (2) tersebut di atas, wajib dibenarkan oleh penguasa setempat dan 

diberitahukan dengan surat pemberitahuan oleh PIHAK KEDUA kepada PIHAK PERTAMA atau PIHAK 

PERTAMA kepada PIHAK KEDUA yang menyebutkan telah terjadinya peristiwa yang dikategorikan sebagai 

keadaan memaksa (force majeur).

(4) PIHAK PERTAMA memberikan kesempatan kepada PIHAK KEDUA untuk menyelesaikan perjanjian kontrak ini 

sampai pada batas waktu yang disepakati oleh PARA PIHAK jika keadaan force majeur dinyatakan telah selesai.

Pasal 13

PENYELESAIAN PERSELISIHAN

(1) Apabila dalam pelaksanaan perjanjian dan segala akibatnya timbul perbedaan pendapat atau perselisihan, PIHAK 

PERTAMA dan PIHAK KEDUA setuju untuk menyelesaikannya secara musyawarah untuk mencapai mufakat.

(2) Apabila penyelesaian sebagaimana termaksud dalam ayat (1) di atas tidak tercapai, maka PIHAK PERTAMA dan 

PIHAK KEDUA sepakat menyerahkan perselisihan tersebut melalui mediasi dengan Rektor sebagai atasan 

langsung dari PIHAK PERTAMA yang putusannya bersifat final dan mengikat.

Pasal 14

PENGUNDURAN DIRI

(1) Apabila PIHAK KEDUA mengundurkan diri atau membatalkan SP3 ini, maka PIHAK KEDUA wajib mengajukan 

Surat Pengunduran Diri yang ditujukan kepada PIHAK PERTAMA.

(2) Surat Pengunduran Diri sebagaimana dimaksud pada ayat (1) wajib disahkan oleh dekan fakultas ketua peneliti 

yang bersangkutan.

(3) PIHAK KEDUA wajib mengembalikan dana yang telah diterima kepada PIHAK PERTAMA

Pasal 15

LAIN-LAIN

(1) Hal-hal yang dianggap belum cukup dan perubahan-perubahan perjanjian akan diatur kemudian atas dasar 

permufakatan kedua belah pihak yang akan dituangkan dalam bentuk Surat atau Perjanjian Tambahan (addendum), 

yang merupakan satu kesatuan dan bagian yang tidak terpisahkan dari perjanjian awal.

(2) Surat Perjanjian Pelaksanaan Penelitian (SP3) ini berlaku sejak ditandatangani dan disetujui oleh PARA PIHAK.

PIHAK PERTAMA, 
PIHAK KEDUA, 

Materai 10.000

Anton Yudhana, S.T., M.T., Ph.D.

NIP/NIY. 60010383

Tawar Ag S.Si., M.Kom.

NIP/NIY. 60010230

Diunduh pada : 04 Juni 2021 - 09:37:37
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LAPORAN AKHIR PENELITIAN 
 

Ringkasan penelitian berisi: (i) latar belakang penelitian, (ii) tujuan penelitian, (iii) 
tahapan metode penelitian, (iv) luaran yang ditargetkan, (v) uraian TKT penelitian yang 
ditargetkan serta (vi) hasil penelitian yang diperoleh sesuai dengan tahun pelaksanaan 
penelitian. 

RINGKASAN  
Perkembangan teknologi informasi berkembang dengan pesat. Ancaman terhadap sumber 
daya informasi menuntut perlunya kebijakan  manajemen keamanan informasi di setiap 
instansi. Indeks Keamanan Informasi (KAMI) adalah  metode yang dikembangkan oleh 
Kementerian Komunikasi dan Informatika yang digunakan untuk mengevaluasi tingkat 
kematangan, kelengkapan penerapan ISO/IEC 27001:2013 dan kesiapan keamanan 
informasi. Lazismu sebagai lembaga zakat nasional telah memanfaatkan teknologi 
informasi pada beberapa sistem, diantaranya sistem crowdfunding dan sistem anggaran. 
Kedua sistem ini rentan terhadap akses illegal, namun secara internal di Lazismu belum 
pernah dilakukan pemeriksaan terhadap manajemen keamanan informasinya.  
Penelitian ini bertujuan untuk melakukan penilaian dan memberikan rekomendasi bagi 
layanan crowdfunding dan sistem anggaran supaya berjalan dengan aman dan lancar 
menggunakan Index KAMI 4.1. Penelitian ini terdiri dari beberapa langkah, dimulai 
dengan melakukan observasi yang dilakukan pada Lazismu, proses berikutnya melalui 
kegiatan focus group discussion untuk menilai tingkat keamanan informasi layanan 
crowdfunding dan sistem anggaran.  
Alur dan metode penelitian disajikan dalam gambar 1.  

 

 
 

Gambar 1. Metodologi Penelitian 

 



 
 

 

Analisis hasil perhitungan dijadikan dasar untuk pengembangan rekomendasi. 
Berdasarkan hasil penilaian yang dilakukan, layanan croudfunding memperoleh 
hasil  nilai I sampai dengan I+, sementara pada sistem anggaran levelnya  I+ s/d II. hal ini 
menunjukkan bahwa kedua sistem di Lazismu masih dalam kondisi awal belum 
menerapkan standar keamanan informasi dalam. Dalam hal kesiapan untuk sertifikasi ISO 
27001, kedua sistem ini dapat dikatakan “Belum Memenuhi Syarat”. Rekomendasi yang 
diusulkan untuk meningkatkan nilai dilakukan dengan cara menyusun dan menerapkan 
keamanan informasi dengan mengacu kontrol-kontrol yang ada pada ISO 27001. 
Luaran dari peneltian ini terdiri dari dua artikel publikasi di journal JUITA dan IJACSA 
(LoSubmitted terlampir) 
 

Kata Kunci : Asesmen, Keamanan, Informasi, Indeks KAMI ,  Lazismu 
 

Hasil pelaksanaan penelitian berisi: (i) kemajuan pelaksanaan penelitian yang telah 
dicapai sesuai tahun pelaksanaan penelitian, (ii) data yang diperoleh, (iii) hasil analisis 
data yang telah dilakukan, (iv) pembahasan hasil penelitian, serta (v) luaran yang telah 
didapatkan. Seluruh hasil atau capaian yang dilaporkan harus berkaitan dengan tahapan 
pelaksanaan penelitian sebagaimana direncanakan pada proposal. Penyajian data dan 
hasil penelitian dapat berupa gambar, tabel, grafik, dan sejenisnya, serta pembahasan 
hasil penelitian didukung dengan sumber pustaka primer yang relevan dan terkini. 

 
HASIL PELAKSANAAN PENELITIAN  

Penelitian tingkat kematangan keamanan informasi pada sistem crowdfunding disajikan 
berupa diagram radar pada gambar 2 dan gambar 3.  

 

 

Gambar 2. Dashboard hasil evaluasi sistem crowdfunding  

Kata kunci maksimal 5 kata kunci. Gunakan tanda baca titik koma (;) sebagai pemisah 
dan ditulis sesuai urutan abjad. 



 
 

 

 

Gambar 3. Dashboard hasil evaluasi sistem anggaran 

Gambar 2 dan gambar 3 menunjukkan bahwa pada saat ini Sistem Crowdfunding berada pada 
tingkat kematangan I hingga I+ , sementara Sistem Anggaran berada pada tingkat kematangan I+ 
hingga II. Ambang batas minimum kesiapan sertifikasi tingkat kematangan yang diharapkan 
adalah Tingkat III+, artinya kedua sistem yang ada di Lazismu saat ini berada dalam kondisi 
tingkat awal atau belum memenuhi syarat untuk diusulkan dalam sertfikasi ISO27001.  

 
1. Kategori Sistem Elektronik 

Kategori Sistem Elektronik (SE) merupakan kategori pertama  pada Indeks KAMI 
yang mengevaluasi tingkat sistem elektronik yang digunakan. Dalam Kategori SE 
terdapat tiga kategori hasil yaitu rendah, tinggi dan strategis. Kategori SE memiliki 
10 pertanyaan dengan nilai maksimum 50. Hasil yang didapatkan pada kategori 
Sistem Elektronik berdasarkan penilaian Indeks KAMI didapatkan skor sebesar 28 
untuk crowdfunding dan skor 17 untuk sistem anggaran, seperti disajikan pada tabel 
2. Perolehan skorini berarti kedua sistem masuk ke dalam kategori TINGGI sesuai 
dengan  tabel tingkat kematangan Indeks KAMI dimana kategori Tinggi berkisar 
antara skor 16  sampai dengan 34, sebagai panduan penilaian dapat dilihat pada 
tabel 1. 
 

Tabel 1. Skor Kategori Sistem Elektronik Indeks KAMI 

Skor Kategori Sistem Elektronik 
 

Rendah 10-15 
Tinggi 16-34 

Strategis 35-50 
 

Tabel 2. Perolehan Skorkategori SE 
 

Skoryang diperoleh Kategori  
Crowdfunding 28 Tinggi 
Anggaran 17 Tinggi 

 
2. Kategori Tatakelola Keamanan Informasi 

Kategori Tatakelola merupakan kategori kedua pada Indeks KAMI yang 
mengevaluasi tingkat tatakelola pada sistem yang digunakan. Penilaian Tata Kelola 
Keamanan Informasi menggunakan 22 pertanyaan dan mendapatkan total nilai 
evaluasi sebesar 40 untuk crowdfunding dengan status tingkat kematangan I+ dan 
nilai 75 untuk sistem anggaran dengan status tingkat kematangan II.  
 



 
 

 

Berdasarkan tabel 3 Tatakelola keamanan informasi pada sistem crowdfunding 
yaitu sudah adanya pemahaman terkait keamanan infromasi yang cukup besar 
didalam instansi, mendokumentasikan setiap tugas dan tanggungjawab mengelola 
keamanan informasi dan menjaga kepatuhannya dan belum mendefinisikan 
kebijakan langkah pidana terhadap insiden keamanan informasi. Sistem anggaran 
berada pada tingkat penerapan kerangka kerja dasar. 
 

Tabel 3. Hasil evaluasi kategori Tatakelola 

 Status Pengamanan Tingkat kematangan 
Crowdfunding Anggaran 

1 SK 2 SK 3 SK Total 1 SK 2 SK 3 SK Total 
Tidak dilakukan 0 0 0 0 0 2 0 0 0 0 0 0 0 0 
Dalam perencanaan 1 2 2 3 3 3 8 1 0 2 0 3 0 0 
Dalam penerapan 
atau di terapkan 
sebagian 

2 5 4 4 6 1 26 2 10 4 20 6 18 48 

Diterapkan 
menyeluruh  3 0 6 1 9 0 6 3 9 6 18 9 0 27 

Total Skor 40  Total Skor 75  

Tingkat kematangan (I+) Tingkat kematangan II 

*) SK : Skor 
 
 

3. Kategori Pengelolaan Risiko Keamanan Informasi 
Kategori Pengelolaan Risiko merupakan kategori ketiga pada Indeks KAMI yang 
mengevaluasi tingkat risiko pada sistem yang digunakan. Penilaian Resiko 
Keamanan Informasi system crowdfunding menggunakan 16  pertanyaan 
mendapatkan total nilai evaluasi Risiko Keamanan Informasi sebesar 9 dari dengan 
status tingkat kematangan I, sedang nilai pada sistem anggaran adalah 75. 
Pengeloaan Risiko Keamanan Informasi pada system crowdfunding valid ditingkat 
kematangan I yang artinya dalam kondisi awal. Pada sistem ini sudah ada 
pemahaman mengenai perlunya pengelolaan keamanan informasi dan sangat perlu 
untuk ditingkatkan. Berdasarkan tabel 3 Risiko keamanan informasi pada sistem 
crowdfunding perlu mengidentifikasi ancaman dan kelemahan yang terkait dengan 
aset informasi,  menyusun langkah mitigasi dan penanggulangan risiko, melakukan 
pemeriksaan  mitigasi risiko secara berkala melakukan pengkajian secara berkala 
pada kerangka kerja pengelolaan risiko untuk memastikan / meningkatkan 
efektifitasnya. Sedang tingkat kematangan pada sistem keuangan adalah I+ . 

Tabel 4. Hasil evaluasi kategori Risiko 

Status Pengamanan Tingkat kematangan 
Crowdfunding Anggaran 

1 SK 2 SK 3 SK Total 1 SK 2 SK 3 SK Total 
Tidak dilakukan 0 2 0 4 0 0 0 0 0 0 0 0 0 0 
Dalam perencanaan 1 7 2 0 3 0 7 1 2 2 2 3 0 4 
Dalam penerapan 
atau di terapkan 
sebagian 

2 1 4 0 6 0 2 2 16 4 4 6 0 20 

Diterapkan 
menyeluruh  3 0 6 0 9 0 0 3 0 6 6 9 0 6 

Total Skor 9 Total Skor 30 

Tingkat kematangan I Tingkat kematangan I+ 

 



 
 

 

4. Kategori Kerangka Kerja Pengelolaan Keamanan Informasi 
Kategori kerangka kerja merupakan kategori keempat pada Indeks KAMI yang 
mengevaluasi kerangka kerja pada sistem yang digunakan. Penilaian Kerangka 
Kerja Pengeloaan Informasi menggunakan 29  pertanyaan, pada system 
crowdfunding mendapatkan total nilai evaluasi sebesar 43 dengan status tingkat 
kematangan I. Sedangkan pada sistem anggaran diperoleh nilai 31 dengan status 
tingkat kematangan I+. 
Area Kerangka Kerja Pengeloaan Informasi berada ditingkat kematangan I yang 
artinya dalam kondisi awal. Berdasarkan tabel 5 Kerangka Kerja keamanan 
informasi pada sistem crowdfunding perlu menentukan  kebijakan pengembangan 
sistem  yang aman, diperlukan pengendalian audit sistem informasi dan 
memverifikasi, meninjau, dan mengevaluasi kesinambungan keamanan informasi. 
 

Tabel 5. Hasil evaluasi kategori Kerangka Kerja 

Status Pengamanan Tingkat kematangan 
Crowdfunding Anggaran 

1 SK 2 SK 3 SK Total 1 SK 2 SK 3 SK Total 
Tidak dilakukan 0 3 0 4 0 2 0 0 0 0 0 0 0 0 
Dalam perencanaan 1 4 2 0 3 2 4 1 4 2 6 3 0 10 
Dalam penerapan atau 
di terapkan sebagian 

2 2 4 2 6 1 12 2 4 4 8 6 0 12 

Diterapkan menyeluruh  3 1 6 4 9 2 27 3 9 6 0 9 0 9 
Total Skor 43 Total Skor 31 

Tingkat kematangan I Tingkat kematangan I+ 

 
5. Kategori Pengelolaan Aset Informasi 

Kategori Pengelolaan Aset merupakan kategori kelima pada Indeks KAMI yang 
mengevaluasi pengelolaan aset pada sistem yang digunakan. Penilaian Pengelolaan Aset 
Informasi menggunakan  38  pertanyaan, pada system crowdfunding didapatkan total nilai 
evaluasi sebesar 29 dengan status tingkat kematangan I. Sedangkan pada sistem 
anggaran diperoleh nilai 37 dengan status tingkat kematangan I+. 
Pada area Pengelolaan Aset Informasi valid ditingkat kematangan I yang artinya dalam 
kondisi awal. Berdasarkan tabel 6 Pengelolaan Aset Keamanan Informasi pada sistem 
crowdfunding perlu melindungi segala asset (kantor, ruangan dan fasilitas)  dari ancaman 
lingkungan akhir eksternal, memastikan prosedur Hak kekayaan intelektual dan 
pengamanan akses yang digunakan.  
 

Tabel 6. Hasil evaluasi kategori Pengelolaan Aset 

Status 
Pengamanan 

Tingkat kematangan 
Crowdfunding Anggaran 

1 SK 2 SK 3 SK Total 1 SK 2 SK 3 SK Total 
Tidak dilakukan 0 13 0 7 0 3 0 0 0 0 0 0 0 0 
Dalam 
perencanaan 1 3 2 1 3 1 5 1 6 2 2 3 0 8 

Dalam 
penerapan atau 
di terapkan 
sebagian 

2 8 4 2 6 0 24 2 14 4 12 6 0 26 

Diterapkan 
menyeluruh  3 0 6 0 9 0 0 3 3 6 0 9 0 3 

Total Skor 29 Total Skor 37  

Tingkat kematangan I Tingkat kematangan I+ 

 



 
 

 

6. Kategori Teknologi dan Keamanan Informasi 
Kategori Teknologi Keamanan Informasi merupakan kategori keenam pada Indeks KAMI 
yang mengevaluasi teknologi pada sistem yang digunakan. Penilaian Pengelolaan 
Teknologi dan Keamanan Informasi menggunakan 26  pertanyaan, Pada system 
crowdfunding didapatkan total nilai evaluasi sebesar 44 dengan status tingkat kematangan 
I+. Sedangkan pada sistem anggaran diperoleh nilai 38 dengan status tingkat 
kematangan I+ juga. 
Pada area Teknologi dan Keamanan Informasi valid ditingkat kematangan I+ yang artinya 
dalam kondisi awal. Berdasarkan tabel 7 Teknologi keamanan informasi pada sistem 
crowdfunding perlu membuat Kontrol terhadap malware dan jaringan. 
 

Tabel 7. Hasil evaluasi kategori Teknologi dan Keamanan Informasi 

Status 
Pengamanan 

Tingkat kematangan 
Crowdfunding Anggaran 

1 SK 2 SK 3 SK Total 1 SK 2 SK 3 SK Total 
Tidak dilakukan 0 5 0 4 0 2 0 0 0 0 0 0 0 0 
Dalam 
perencanaan 1 1 2 1 3 0 3 1 1 2 0 3 0 1 

Dalam 
penerapan atau 
di terapkan 
sebagian 

2 7 4 3 6 0 26 2 14 4 8 6 0 22 

Diterapkan 
menyeluruh  3 1 6 2 9 0 15 3 3 6 12 9 0 15 

Total Skor 44 Total Skor 38  

Tingkat kematangan I+ Tingkat kematangan I+ 

 
7. Kategori Suplemen 

Kategori Suplemen merupakan kategori ketujuh atau terakhir pada Indeks KAMI. Hasil evaluasi 
pada kategori ini disajikan pada tabel 8.  
 

Tabel 8. Hasil evaluasi kategori Suplemen 
 

Aspek Tingkat kematangan 
Crowdfunding Anggaran 

Pengamanan keterlibitan pihak ketiga 31% 40% 
Pengamanan layanan infrastruktur awan 43% 20% 
Perlindungan data pribadi 42% 27% 

 
 
Skor yang didapat dari perhitungan kategori suplemen ini tidak mempengaruhi total skor dari bagian 
I sampai bagian VI dalam penilaian Indeks KAMI yang menunjukkan tingkat kesiapan dan 
kematangan pengamanan informasi. Berdasarkan Indeks KAMI penilaian kategori suplemen ini 
bertujuan untuk mendeteksi munculnya resiko keamanan informasi baru dengan adanya keterlibatan 
ketiga aspek tersebut. 

 

Status luaran berisi identitas dan status ketercapaian setiap luaran wajib dan luaran 
tambahan (jika ada) yang dijanjikan. Jenis luaran dapat berupa publikasi, perolehan 
kekayaan intelektual, hasil pengujian atau luaran lainnya yang telah dijanjikan pada 
proposal. Uraian status luaran harus didukung dengan bukti kemajuan ketercapaian 
luaran sesuai dengan luaran yang dijanjikan. Lengkapi isian jenis luaran yang dijanjikan 
serta lampirkan bukti dokumen ketercapaian luaran wajib dan luaran tambahan. 

 
 
 



 
 

 

STATUS LUARAN  
 
Luaran Wajib  

1. Draft Naskah Kebijakan : Buku Panduan Kebijakan Keamanan Informasi Berbasis 
Indeks KAMI (proses pengajuan Hak Cipta) 

2. Artikel di journal internasional : IJACSA (terkirim, menunggu approval) 
3. Artikel di jurnal nassional terakreditasi : JUITA (terkirim, menunggu approval) 

 

Peran Mitra berupa realisasi kerjasama dan kontribusi Mitra baik in-kind maupun in-
cash (untuk Penelitian Terapan dan Pengembangan). Bukti pendukung realisasi 
kerjasama dan realisasi kontribusi mitra dilaporkan sesuai dengan kondisi yang 
sebenarnya. Lampirkan bukti dokumen realisasi kerjasama dengan Mitra. 

PERAN MITRA 

 Pihak Lazismu memyambut baik dengan menyiapkan sejumlah personil sebagai 
nara sumber dalam penelitian ini. 

 Hasil penelitian ini diterima dengan baik dan akan ditindaklanjuti untuk dijadikan 
salah satu topik pembahasan dalam Rapat Kerja Nasional (Rakernas) Lasismu Pusat 
yang rencananya akan diadakan antara tanggal 1 - 15 Januari 2022.  

 Dalam forum Rakernas nanti, akan dibahas langkah-langkah sebagai tindak lanjut 
atas rekomendasi penelitian ini, yaitu pemenuhan terhadap ketentuan ISO 27001: 
2013 

 

Kendala Pelaksanaan Penelitian berisi kesulitan atau hambatan yang dihadapi 
selama melakukan penelitian dan mencapai luaran yang dijanjikan, termasuk penjelasan 
jika pelaksanaan penelitian dan luaran penelitian tidak sesuai dengan yang direncanakan 
atau dijanjikan. 

KENDALA PELAKSANAAN PENELITIAN 
- Situasi pandemi, semua pertemuan hanya bisa dilaksanakan secara virtual. Hal ini 

berdampak pada kelancaran komunikasi antara tim peneliti dan pihak Lazismu 
- Situasi kelembagaan Lazismu yang belum ada unit kerja khusus untuk pengelolaan 

infrastruktur TIK, berakibat sedikit mengalami kesulitan saat awal menentukan 
personil yang sesuai. 

  

Rencana Tindak Lanjut Penelitian berisi uraian rencana tindaklanjut penelitian 
selanjutnya dengan melihat hasil penelitian yang telah diperoleh. Jika ada target yang 
belum diselesaikan pada akhir tahun pelaksanaan penelitian, pada bagian ini dapat 
dituliskan rencana penyelesaian target yang belum tercapai tersebut. 

 
RENCANA TINDAK LANJUT PENELITIAN 
Sesuai rekomendasi Indeks KAMI, bahwa pengukuran dilakukan 2x dalam setahun, maka 
disarankan dilakukan pengukuran ulang semester berikutnya. Tim penelitian siap 
membantu melakukan pengukuran ulang. 
  



 
 

 

Selanjutnya Lazismu disarankan : 
- Untuk lebih menyiapkan diri dalam memenuhi kaidah-kaidah-kaidah yang ada pada 

kontrolnya ISO270001:2013. 
- Melakukan Penetration Test (PenTest) terhadap aplikasi sistem anggaran dan sistem 

crowdfunding baik secara mandiri ataupun menggunakan tim professional. 
- Perlu MOU sebagai payung kerjasama kelembagaan antara UAD dan Lazismu  

 

Daftar Pustaka disusun dan ditulis berdasarkan sistem nomor sesuai dengan urutan 
pengutipan. Hanya pustaka yang disitasi/diacu pada laporan kemajuan saja yang 
dicantumkan dalam Daftar Pustaka. 
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Abstract— Technological developments are multiplying. The 
ABC charity currently has a crowdfunding service. This service 
helps simplify the user management process. Security is a crucial 
issue to support and guarantee funders. This research aims to 
evaluate and provide recommendations for crowdfunding services 
to run safely and smoothly using the KAMI Index 4.1. This 
research consists of several steps, starting with observations made 
at charitable institutions. The following process is through focus 
group discussion activities to assess the level of information 
security of crowdfunding services. The analysis of the calculation 
results is used as the basis for developing recommendations. Based 
on the assessment results, crowdfunding services at charities 
obtained scores of I to I+, this indicates that the charity is still in 
its initial condition and has not yet implemented information 
security standards in managing crowdfunding services. 
Recommendations proposed to increase the value are carried out 
by compiling and implementing information security at the 
charity. 

Keywords— Assessment; Information; KAMI Index; Security; 
Crowdfunding. 

I. INTRODUCTION 
Information and Communication Technology (ICT) 

development is currently experiencing rapid development [1]. 
Supported by computer networks, these technological advances 
allow information to be interwoven easily and quickly by 
anyone and anywhere. In Indonesia today, many organizations, 
both private and government, take advantage of the 
development of information technology [2]. The influence of 
Information and Communication Technology has made it an 
essential asset for individuals, the private sector, and the 
government [3]. 
 

Information is a valuable asset for organizations and 
agencies. This information becomes easy to attack or exploit by 
irresponsible parties [4]. Based on this, the organization or 
agency must be aware of information security related to 
integrity, availability, and confidentiality [5]. 
 

In an agency or organization that has utilized technology in 
business processes, it is necessary to have good governance. 
Information security is an important aspect and needs to be 
notice [6], believing that government will directly impact the 
organization because the government will hampered if a main 
object experiences problems, threats, damage, disruption, theft, 

and loss [7]. The National Standardization Agency (BSN) said 
that in implementing public services, good governance is 
needed, which discusses transparency, efficiency, 
accountability, and effectiveness in IT benefits. It is also 
explained in the Minister of Communication and Information 
(KOMINFO) Number 41 of 2007, which contains general 
guidelines for managing national Information and 
Communication Technology. This indicates that Information 
Technology Governance is crucial in implementing IT   
services [8]. 
 

One organization that has used information technology is 
Charity Organization ABC. Charity Organization ABC is a 
national-level zakat institution responsible for managing zakat 
funds, waqf, infaq, qurban and philanthropic funds [9]. The 
establishment of Charity Organization ABC is intended as a 
zakat management institution with modern management that 
delivers zakat as part of solving social problems (problem 
solvers) that continue to develop in society [10]. In fulfilling 
this program, Charity Organization ABC has created an IT-
based system to support its business processes, even though 
some platforms have not run optimally. One of these platforms 
is fundraising using the crowdfunding method. This method has 
a positive impact, namely making it easier for a person or 
organization to search for funds and a negative impact in the 
form of the vulnerability of the crowdfunding method to 
cybercrime and still being digitized in Charity Organization 
ABC, so there are still minimal policies related to information 
security in the crowdfunding system. 
 

The Minister of Communication and Information 
(KOMINFO) issued regulation No. 4 of 2016 related to the 
Technology Security Management System, explaining that 
every electronic system operator is required to carry out the 
security of information in the public interest, public services, 
and the smooth implementation of national security and defense 
[11]. As a form of implementation of the applicable law, the 
Ministry of Communication and Information of the Republic of 
Indonesia hopes that every organization that uses electronic 
systems can carry out certifications related to information 
security. Therefore, it is necessary to carry out an assessment 
related to how information security is implemented in an 
organization. Several assessment tools can be used related to 
information security in educational institutions and public 
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service organizations, for example by using ISO 27001:2013 
[12], COBIT, a combination of COBIT 4.1 [13], ITIL V.3 [14], 
ISO 27001 [15] and KAMI Index. 
 

The KAMI index is a measuring tool designed to assess and 
evaluate the level of maturity and completeness of 
implementation following the ISO/IEC 27001:2013 standard 
and provides an overview of information security governance 
within an agency or organization [16]. In its development, the 
KAMI Index continues to develop from the KAMI Index 1.0 
until it was developed by the National Cyber and Crypto 
Agency (BSSN) to 4.1. There are quite striking differences in 
version 4.0, namely the addition of an evaluation area related to 
third parties, cloud services, and personal data protection [17]. 
At the same time, in the KAMI Index 4.1, there are not too 
many changes, only revisions and editorial additions by the 
National Cyber and Crypto Agency (BSSN).  
   

II. RELATED WORKS  

A. Information Security Information 
According to ISO 27001:2005, information security is 

protection related to information from various threats to 
minimize business risk, ensure business continuity, and 
maximize return on investment and business opportunities. 
Then information security, according to ISO 27001:2013, is an 
information security management system that maintains the 
integrity, confidentiality, and availability of information in it, 
applies risk management processes, and assures interested 
parties that risks are correctly managed [18]. 
Information security is applied in organizations to overcome 
obstacles and problems that arise both technically and non-
technically [19]. Figure 1 is information security, which has 
three aspects: confidentiality, integrity, and availability. 
Confidentiality is an aspect that ensures that information and 
data owned by the company can be accessed only by authorized 
parties. Integrity, an element to maintain accuracy, guarantees 
that the data held is not modified without the permission of the 
authorities and the integrity of the information. Integrity as an 
aspect to maintain accuracy, ensure that the data owned is not 
modified without the authorities' permission and the integrity 
of the data [20]. 

 
Figure 1. Information Security Elements 

B. Information Security Management System (ISMS)  
An organization or agency requires an information security 

management system as a target to achieve the goals of the 

organization or agency by establishing, using, implementing, 
reviewing, maintaining, improving information security and 
minimizing risk, as well as ensuring the business continuity of 
an organization or agency proactively to limit the impact that 
will arise from a security breach [21]. Information Security 
Management System (SMKI) must meet national and 
international standards that have been developed since 2005 by 
the International Organization for Standardization (ISO) so that 
the quality of the security provided can solve existing problems. 
The application of a process system within an agency and an 
identification analysis are each process and management are 
referred to as the “process approach.” In the ISMS, the process 
approach is presented following the ISMS standard based on 
operating principles adopted from the ISO management system 
standard, commonly referred to as the Plan-Do-Check-Act 
(PDCA) process [22]. The following explains the Plan-Do-
Check-Act process: 

 
• Plan, n this process, will analyze, set overall goals and 

targets, also develop plans to achieve them. 
• Do, in this process, will implement or carry out the 

planned plan. 
• Check, this process will monitor and measure the 

extent to which the achievement has met the planned 
goals.  

• Act, this process will improve activities that have not 
been following the plan, learn from previous 
mistakes, and enhance activities to achieve better 
results. 

C. Information Technology Risk Management Risk 
Risk is a process of activities carried out to determine 

opportunities for attacks or threats that can cause disruption of 
business processes and even fail the goals of the agency or 
organization [23]. Risk management is the process of striking a 
balance between efficiency and realizing opportunities to gain 
profits and reduce losses and vulnerabilities [24]. 

An organization or agency has data or information that is 
important and is a resource that can increase the value or image 
of the organization or institution. With this data and 
information, organizations or agencies need information 
security. Information security aims to minimize risk, guarantee 
business processes, protect data from various dangerous threats 
such as data theft, viruses, and other attacks. 

 
D.  ISO/IEC 27001 as an ISMS Standard 

ISO/IEC 27001 is an international standard document 
recommended for implementing an Information Security 
Management System (ISMS). ISO 27001 is a standard intended 
to assist organizations or agencies in maintaining and protecting 
the Information Security Management System (ISMS) and the 
security of company assets. ISO/IEC 27001 is a framework 
designed in such a way that it can apply to small and large-scale 
organizations or agencies that are used to specify the need to 
create, implement, implement, monitor, analyze, improve 
management regularly and maintain and document a 
Management System Information Security (SMKI) [25]. 
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E. Information Security Index version 4.1 as an ISMS tool 
The KAMI index is a tool or evaluation tool compiled by 

the Directorate of Information Security Team of the Ministry of 
Communication and Information Technology, which is used to 
analyze, measure, and evaluate the level of readiness for the 
application of information security in government agencies 
whose contents have been adjusted to the criteria in SNI 
ISO/IEC 27001. The KAMI index is not intended to analyze the 
feasibility or effectiveness of existing forms of security but only 
as a tool to provide an overview of the condition of readiness, 
completeness, and maturity and an information security 
framework in the environment for organizational leaders or 
agencies.  

Organizations or agencies can use the KAMI index on a 
national and small scale. The evaluation of the KAMI Index is 
recommended to be carried out by staff or officials who have 
the responsibility and authority to manage information security 
within the organization or agency. In the KAMI Index, the 
items to be evaluated focus on five areas, namely Electronic 
Systems, Governance, Risk Management, Asset Management, 
Technology and Information Security [26]. 

Before the quantitative assessment process, the initial 
stage is to carry out a classification process for the Electronic 
System used by the agency or organization to classify the 
Electronic System used into a certain "level" or "size." The 
results obtained mean the dependence of an organization or 
agency on the role of Electronic Systems. Figure 2 shows the 
final score that will be customized just to the readiness status of 
the agency or organization for information security. 

 
 

 
Figure 2. SE Category Matrix with KAMI Index Readiness 

Status 

Each category has questions based on readiness to 
implement and secure information security following the 
ISO/IEC 27001:2013 standard. The grouping is explained as 
follows: 

 Label “1” from the basic framework of information 
security 

 Label “2” form of consistency and effectiveness of 
the application of information security. 

 Label “3” form of ability to improve information 
security performance following the minimum 
prerequisite readiness standards for ISO/IEC 
27001:2013 certification. 
 

In having different assessment weights according to the 
completeness control label. Figure 3 is the score for each label 

.  

 
Figure 3. The score value of control completeness label 
 
Questions categorized by maturity level and applicability 

refer to the maturity level used by COBIT or CMMI. Maturity 
level is described as follows: 

 Level I - Initial Condition 
 Level II - Implementation of the Basic Framework 
 Level III - Defined and Consistent 
 Level IV - Managed and Scalable 
 Level V – Optimal 

 
The KAMI index makes it easier to provide detailed 

descriptions with I+, II+, III+ and IV+ details. The minimum 
standard in readiness for certification in ISO/IEC 27001:2013 
is at level III+. Figure 4 relates the level of security 
completeness (bottom) and maturity of experience (top). 

 

 
 

Figure 4. Maturity Level and Completeness of Security 
 
 

III. RESEARCH METHOD 
This research assesses the level of information security in an 

organization using KAMI Index 4.1 method. Figure 5 depicts 
the research flow and the following explanation: 
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Figure 5. Research Stages of KAMI Index 

 
A. Focus Group Discussion (FGD)  

At the literature study stage, the author identified 
problems with FGD activities with Charity Organization ABC, 
especially the IT section on the crowdfunding system. It found 
that Charity Organization ABC uses Information Technology 
in its business processes. Several platforms are not yet running 
effectively and are still in the development stage. In this 
crowdfunding system, information security evaluation has 
never been done. Then the author chooses the evaluation 
method of the KAMI Index Version 4.1, which follows the 
ISO/IEC 27001:2013 standard.  

 
B. Data collection 

Data Collection The data collection stage is carried out 
through FGD using the KAMI Index evaluation tool, which is 
filled in directly by the IT staff of the Charity Organization 
ABC crowdfunding system. The questionnaire has been filled 
in the questionnaire for all categories in the KAMI Index 
Version 4.1. 

 
C. Data validation 

At the data validation stage, the researcher confirmed    the 
results of the answers carried out in the previous step to the IT 
staff and attached evidence of the related documents. The 
purpose of this stage is to verify that the data given is following 
the actual situation. 

 
 
 

D. Data analysis 
At the data analysis stage, the researcher begins to process 

the results that have been confirmed in the previous step. 
Researchers analyzed and calculated the questionnaire 
according to the KAMI Index formula Version 4.1 

 
E. Results and Discussion 

At this stage the researcher has obtained, confirmed, 
processed, analyzed and made recommendations following the 
results obtained. Then the researcher will present the results and 
recommendations to Charity Organization ABC. 

 
F. Conclusion  

The conclusion the results is the last stage in the research 
flow. At this stage, the authors make conclusions by comparing 
the evaluation results following the control by ISO 27001 and 
make recommendations according to the results obtained. 

 

IV. RESULT AND DISCUSSION 
Research the maturity level of information security on the 

Charity Organization ABC crowdfunding system using the 
KAMI Index evaluation tool 4.1. The KAMI index has 194 
questions divided into seven sections. A series of studies have 
been carried out, and the evaluation results are shown in Figure 
6. In the radar diagram picture x, the diagram that forms the 
orange line pattern is the condition of the SMKI in Charity 
Organization ABC based on the results of filling out the 
questionnaire by the informants. 
 

 
 

Figure 6. Evaluation Results Dashboard 
 

A. Electronic System Category 
The The Electronic System category is the first category in 

the KAMI Index that evaluates the electronic system level used. 
In the category of electronic systems, there are three categories 
of results, namely low, high and strategic. The electronic 
system category has ten questions with a maximum score of 50. 
The results obtained in the Electronic System category based 
on the WE Index assessment obtained a score of 28, so that will 
can include it in the high category according to the maturity 
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level table of the KAMI Index where the High category ranges 
from a score of 16 to 34, as an assessment guide can be seen in 
table 1. 

 
Table 1. Electronic System Category Score 

Electronic System Category Score 
Low 10-15 
High 16-34 

Strategic 35-50 
 
 

       
Figure 7. Total Results in the Electronic System  

Category 
 

B. Information Security Governance Category 
The Governance category is the second category in the 

KAMI Index that evaluates the level of governance in the 
system used. The Information Security Governance assessment 
in the crowdfunding system at Charity Organization ABC 
received a total Information Security Governance evaluation 
score of 40 out of 22 questions with a maturity level status of 
I+. The minimum threshold for certification readiness for the 
expected maturity level is Level III+. Still, the information 
security governance results obtained are only valid at the 
maturity level I+, which means they are in the initial condition 
level. Based on table 2, information security management in the 
crowdfunding system, there is a reasonably large understanding 
of information security within the agency, documenting every 
task and responsibility for managing information security and 
maintaining compliance and has not defined a policy of 
criminal action against information security incidents. 

 
Table 2. Evaluation Results of the Governance Category 

Security 
Status 

Maturity level Total 
1 SC 2 SC 3 SC 

Not done 0 0 0 0 0 2 0 
In planning 1  2 2 3  3 3 8 
In progress 2 5 4 4 6 1 26 
Fully  
applied 

3 0  6 1 9 0 6 

Total score 40 
 

C. Information Security Risk Management Category 
The Risk Management category is the third category in the 

KAMI Index, which evaluates the level of risk in the system 
used. Information Security Risk Assessment in the 
crowdfunding system at Charity Organization ABC obtained a 
total Information Security Risk evaluation score of 9 out of 16 
questions with maturity level I. Information Security Risk 
Management in the crowdfunding system is valid at maturity 
level I, which means it is initial. This system already 
understands the need for information security management, and 

it needs to be improved. Based on table 3, Information security 
risks in the crowdfunding system need to identify threats and 
weaknesses related to information assets, develop risk 
mitigation and mitigation measures, carry out periodic risk 
mitigation checks, conduct regular assessments of the risk 
management framework to ensure/improve its effectiveness. 
Table 3. Risk category evaluation results 

Table 3. Evaluation Results of the Security Risk Category 

Security 
Status 

Maturity level Total 
1 SC 2 SC 3 SC 

Not done 0 2 0 4 0 0 0 
In planning 1 7 2 0 3 0 7 
In progress 2 1 4 0 6 0 2 
Fully  
applied 

3 0 6 0 9 0 0 

Total score 9 
 

D. Categories of Information Security Management 
Framework 
The framework category is the fourth category in the KAMI 

Index that evaluates the framework on the system used. 
Assessment of the Information Management Framework in the 
crowdfunding system at Charity Organization ABC received a 
total evaluation score of 43 out of 29 questions with maturity 
level I status. The Information Management Framework area is 
at maturity level I, which means it is in the initial condition. 
Based on table 4, the information security framework on the 
crowdfunding system needs to determine a secure system 
development policy it is necessary to control information 
system audits and verify review and evaluate the continuity of 
information security. 

 
Table 4. Evaluation Results of the Framework Category 

 
Security 
Status 

Maturity Level Total 
1 SC 2 SC 3 SC 

Not done 0 3 0 4 0 2 0 
In planning 1 4 2 0 3 2 4 
In progress 2 2 4 2 6 1 12 
Fully  
applied 

3 1 6 4 9 2 27 

Total score 43 
 
E. Information Asset Management Category 

The Asset Management category is the fifth category in the 
KAMI Index that evaluates asset management on the system 
used. The Management of Information Assets assessment in the 
crowdfunding system at Charity Organization ABC obtained a 
total evaluation value of 29 out of 38 questions with maturity 
level status I. In the area of Information Asset Management, it 
is valid at maturity level I, which means it is in the initial 
condition. Based on table 5, Information Security Asset 
Management in the crowdfunding system needs to protect all 
assets (offices, rooms, and facilities) from external 



(IJACSA)  International Journal of Advanced Computer Science and Applications 
Vol. XXX, No. XXX, 2021 

6 | P a g e  
www.thesai.org 

environmental threats, ensure the procedures for intellectual 
property rights and access security used. 
 

Table 5. Evaluation results of Asset Management Category 

Security 
Status 

Maturity Level Total 
1 SC 2 SC 3 SC 

Not done 0 13 0 7 0 3 0 
In planning 1 3 2 1 3 1 5 
In progress 2 8 4 2 6 0 24 
Fully  
applied 

3 0 6 0 9 0 0 

Total score 29 
 
F. Information Technology and Security Category 

The Information Security Technology category is the sixth 
category in the KAMI Index that evaluates the technology in 
the system used. The assessment of Information Security and 
Technology Management in the crowdfunding system at 
Charity Organization ABC obtained a total value of the 
Information Technology and Security evaluation of 44 out of 
26 questions with a maturity level status of I+. In the area of 
Technology and Information Security, it is valid at maturity 
level I, which means it is in the initial condition. Based on table 
6, information security technology in the crowdfunding system 
needs to control malware and networks. 

 
Table 6. Evaluation Results for the Category of Information 

Technology and Security 

Security 
Status 

Maturity Level Total 
1 SC 2 SC 3 SC 

Not done 0 5 0 4 0 2 0 
In planning 1 1 2 1 3 0 3 
In progress 2 7 4 3 6 0 26 
Fully  
applied 

3 1 6 2 9 0 15 

Total score 44 
 

G. Supplement Category 
The Supplement Category is the seventh or final category 

on the KAMI Index. The results of the evaluation at the 
supplement stage obtained that the maturity level for securing 
third-party involvement was 31%. Then for the security of 
cloud infrastructure services by 43% and the last is personal 
data protection by 42%. The score obtained from the calculation 
of this supplement category does not affect the total score from 
part I to part VI in the US Index assessment, which indicates 
the level of readiness and maturity of information security. 
Based on the KAMI index, the assessment of this supplement 
category aims to detect the emergence of new information 
security risks with the involvement of these three aspects. 

   
 

V. CONCLUSION 
The assessment results of the level of use of Electronic 

Systems are 32 out of a total of 50. This shows that the 
crowdfunding system has entered the high category in 
electronic systems, which means that electronic systems are an 
inseparable part of the work process running on Charity 
organizations. The order of maturity levels from the lowest to 
the highest is I – V. The minimum limit to carry out ISO 27001 
certification is III+. For now, the maturity level of the 
Crowdfunding System at Charity Organization Pusat is only 
limited to I to I+, and the security level of the information 
system is at the Initial Condition level. 

The recommended National Cyber and Crypto Agency 
(BSSN) research is carried out twice a year. The focus of the 
following analysis should be able to assess organizational 
information security using other frameworks to produce data to 
support corporate information security. 
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Abstract - Threats to information resources require information security management policies in every agency. The 
Information Security Index (KAMI Index) is one of the methods developed by the Ministry of Communication and 
Information Technology, used to evaluate the maturity level, completeness of ISO/IEC 27001:2013 implementation and 
information security readyness. As a national zakat institution, XYZ Organization has utilized information technology in 
several systems, including the budgeting system. However, the information security index has never been measured. This 
condition may result in the risk of threats to information security, so it is necessary to measure. The Budgeting System 
needs to be measured using KAMI Index 4.1. The assessment criteria are carried out on seven categories to know how the 
quality of the information security policy is. The results of this assessment, XYZ organization gets an electronic system 
score is 17, governance 75, risk management 30, framework 31, asset management 37, ICT 38, securing third party 
involvement 40%, service security 20%, personal data protection 27% so the total score of 5 categories is 211 or at level 
I+ to II. This organization has started implement the framework at early stage and has not met the initial requirements 
for ISO/IEC 27001:2013 certification. 
 
Keywords: Assessment, Information, KAMI Index, Security, zakat institution. 
 

I. INTRODUCTION 

The development of information technology (IT) every day is advancing very rapidly. Due to this development, 
the entire organization or company must adapt and implement IT advancements[1]. Charity Organization XYZ is one 
of the organizations that implement IT advances. This organization is a national-level zakat institution trusted to 
manage zakat funds, infaq, waqf, and other philanthropic funds, both individuals, institutions, companies, and other 
agencies. This agency is intended as a zakat management institution with modern management that can deliver zakat 
to be part of the social problem solver that continues to grow. 

There are six pillars of the program run by Charity Organization XYZ, namely education, health, economy, social 
humanity, da'wah, and the environment. This Charity agency also has several selected donation programs, including 
zakat, infaq, programs, and qurban, but they don’t accept any form of funds originating from crime.  

Charity Organization XYZ has several systems in managing zakat funds, one of which is a budgeting system with 
the system has risks and gaps in information security. The system needs to analyze and evaluate the level of readiness 
(completeness and maturity) of its security implementation. The existence of a threat to these information resources 
requires the presence of an information security management in every agency, including government-owned public 
service providers[2].  Information security describes efforts to protect computers and non-computers, data facilities, 
and information from misuse by irresponsible people[3].  

In the implementation of ICT governance, the information security factor is a crucial aspect to consider 
considering that the performance of ICT governance will be disrupted if information as one of the main objects of 
ICT governance experiences problems in the form of interference and threats concerning aspects of confidentiality, 
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integrity,  and availability (availability). The Ministry of Communication and Information Technology of the Republic 
of Indonesia has issued regulation number 4 of 2016 concerning Information Security Management Systems 
(ISMS)[4]. As a form of implementation of the applicable law, the Ministry of Communication and Information 
(Kemkominfo) of the Republic of Indonesia expects organizations that operate electronic systems to carry out SNI 
ISO 27001 certification related to information security[5]. Several assessment tools can be used regarding information 
security in institutions, for example, by using ISO 27001:2013[6], COBIT[7], a combination of COBIT 4.1, ITIL v.3, 
and ISO 27001[8].  

The National Standardization Agency was established on April 8, 2016, SNI ISO/IEC 27001:2013 as the national 
standard in information technology. To obtain a standardized measure of SNI ISO/IEC 27001:2003, the National 
Cyber and Crypto Agency (BSSN) issued an application that is used as a tool to analyze and evaluate the level of 
readiness (completeness and maturity) of the application of SNI ISO/IEC 27001:2003, namely the KAMI Index 
(Information Security Index)[9]. 

The Information Security Index (KAMI) is one of the methods developed by the Ministry of Communication and 
Informatics, used to evaluate the maturity level, the completeness of the implementation of ISO/IEC 27001:2013, and 
the readiness of information security[10]. The KAMI index is not intended to analyze the feasibility or effectiveness 
of existing forms of protection, but rather as a tool to provide an overview of the state of readiness of the information 
security framework to the leadership of corporate agencies[11] Thus, Charity Organization XYZ needs to apply the 
KAMI Index (Information Security) as a tool to analyze and evaluate the level of security readiness by the criteria in 
SNI ISO/IEC 27007.  
A. Information Security 

Information security is an effort to prevent fraud (cheating)[12] or detect fraud in information-based systems, 
where the information itself has no physical meaning Information security that exists today can become a necessity 
for an organization because security in knowledge is a fundamental problem in a business[13]. 

Information security is intended to maintain the Confidentiality aspect, Integrity, and Availability of information 
when accessed. Below is an image that describes the elements of information security[14]. 

 
Fig. 1 Information Security Elements 

Correlation between threats and vulnerabilities, namely weaknesses that exist in the system that these threats can 
exploit. Efforts to reduce the vulnerability aspects in the system can also reduce threats to the system[15] . 

Several information security methods are used to minimize and manage risks to information security. These 
methods include Risk Assessment, Maturity Level to assess the level of information security that has been 
implemented by the organization and implement information security policies to regulate and manage information 
security. 

B. Information Security Management Standard 
Information Security Management Standard (ISMS) is a goal in achieving the goals of an organization by 

establishing, implementing, using, monitoring, reviewing, maintaining, and improving information security[16]. 
Standard ISO (International Organization for Standardization) or the International Standardization Organization 

has developed many standards on Information Security Management System (ISMS) since 2005 in requirements and 
guidelines. ISMS standard grouped as an ISO 27000 family or series consisting of: 
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1) ISO/IEC 27000:2009 – ISMS Overview And Vocabulary 
2) ISO/IEC 27001:2005 – ISMS Requirements 
3) ISO/IEC 27002:2005 – Code of Practice for ISMS 
4) ISO/IEC 27003:2010 – ISMS Implementation Guidance  
5) ISO/IEC 27004:2009 – ISMS Measurements  
6) ISO/IEC 27005:2008 – Information Security Risk Management 
7) ISO/IEC 27006: 2007 – ISMS Certification Body Requirements 
8) ISO/IEC 27007 – Guidelines for ISMS Auditing 

Judging from the ISO 27000 series standard above, up to September 2011, only ISO/IEC 27001:2005 has been 
adopted National Standardization Agency  (BSN) as Indonesian National Standard (SNI) Indonesian language 
numbered SNI ISO/IEC 27001:2009[17]. 

C. ISO 27001 
ISO 27001 is a standard intended to assist companies in protecting the security of company assets and protecting 

the Information Security Management System (ISMS). ISO 27001 is a standard issued by International Organization 
for Standardization[18]. ISO 27001 provides a framework for the scope of information technology and asset 
management in ensuring that the information security established within an organization is by SNI [19]. 

ISO 27001 has the advantage that the ISO 27001 standard is very flexible depending on the organization's 
needs[20]. The ISO 27001 standard is independent of information technology products, requires the use of a risk-
based management approach, and is designed to ensure that the selected security controls can protect information 
assets from various risks and provide confidence in the level of security for interested parties[21]. The organizational 
structure in ISO 27001 is divide into 2, namely: 
1) Clausul (Mandatory prosess) 
The organization must meet requirements if implementing the ISMS (Information Security Management System). 
2) Annex A (security control) 

The reference document can be used to determine the security controls that need to be established in the ISMS 
(Information Security Management System)[22]. 

D. KAMI Index 
KAMI Index is an evaluation tool to analyze an organization's information security level of readiness. This 

evaluation tool is not intended to explore the feasibility or effectiveness of existing forms of security but rather to 
provide an informative description of the state of readiness (completeness and maturity) of an organization's 
framework[23]. 

The form of evaluation applied by the Index is made so that it can be used by organizations of various levels, sizes, 
and levels of importance in using ICT in supporting the implementation of existing processes. 

KAMI Index evaluation process can be used by organizations on a national scale and small. The evaluation process 
is carried out through many questions in each of the areas below: 
1) Category of Electronic System used by Agencies 
2) Information security governance category 
3) Information Security Risk Management 
4) Information Security Framework 
5) Asset management category 
6) Information Technology and Security 
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7) Suplement: Evaluation area for aspects of Third Party Engagement Security, Cloud Service Security and personal 
data protection. 
The initial stage before the quantitative assessment process is carried out is to carry out a classification process 

for the Electronic Systems used with the aim of grouping the Electronic Systems used into certain "levels": Low, 
High, Strategic. 

 
TABLE I  

ELECTRONIC SYSTEM CATEGORY MATRIX 
ELECTRONIC SYSTEM CATEGORY 

Low Final Score Readiness Status 
 

10 
 

15 
0 174 Not Feasible 

175 312 Fulfillment of the basic framework 
313 535 Pretty good 
536 645 Good 

High Final Score Readiness Status 
 

16 
 

34 
0 272 Not Feasible 

273 455 Fulfillment of the basic framework 
456 583 Pretty good 
584 645 Good 

Strategic Final Score Readiness Status 
 

35 
 

50 
0 333 Not Feasible 

334 535 Fulfillment of the basic framework 
536 609 Pretty good 
610 645 Good 

 
Based on TABLE I, the Electronic System category matrix shows the final score, which will be adjusted to the 

readiness status of the Agency or Organization for information security. 

The evaluation process in each area of KAMI Index discusses aspects in achieving the primary goal of securing 
the site. The form of security using minimum readiness is required for the SNI ISO/IEC 27001:2013 standard 
certification process. The following is a score mapping table for self-assessment and forms a matrix between 
security category statuses[24]. 

 
TABLE II  

KAMI INDEX SECURITY CATEGORY 

Security Category 
Security Status 1 2 3 

Not done 0 0 0 
In planning 1 2 3 
In progress 2 4 6 
Fully applied 3 6 9 

 
In TABLE II, the evaluation process respondents are asked to provide responses starting from areas related to the 

form: 
1) Label 1: Information Security Basic Framework 
2) Label 2: Effectiveness and Consistency of Its Application 
3) Label 3: Ability to Improve Information Security Performance [25]. 

The next grouping is based on the maturity level of the security application, which refers to the maturity level used 
by the COBIT or CMMI framework. The maturity level will be used to report the mapping and ranking of information 
security readiness in the Organization. 
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Fig. 2 Completeness and Maturity Level 

Based on Fig. 2, the maturity level is defined as: 
1) Level I - Initial Condition 
2) Level II - Implementation of the Basic Framework 
3) Level III - Defined and Consistent 
4) Level IV - Managed and Scalable 
5) Level V - Optimal 

The above maturity levels are added with levels between I+, II+, III+, and IV+, so there are nine levels of maturity 
in total. Based on the ISO/IEC 27001:2013 standard, the expected maturity level as the minimum certification 
threshold is Level III+. 

II. METHOD 
This research assesses the level of information security in an organization using KAMI Index 4.1 method. Fig. 3 

depicts the research flow and the following explanation: 

 
Fig. 3 Research Methodology  

The methodology is the stage or flow used in conducting research. In this research, several steps were carried out, 
namely: 
1) Literatures Study 

FGD (Focus Group Discussion) with Organization XYZ is the initial process in the literature study. The FGD was 
conducted to find out the problems regarding the existing system and what method would be used in this research. 

After getting the results from the FGD, the next step is to determine or choose what method can solve the problems. 
The literature study was carried out by reviewing previous research which was relevant to the research to be carried 
out and then selecting the KAMI Index 4.1 method according to the ISO/IEC 27001 standard to solve the problems 
found. 
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2) Data Collection 
The next stage is to collect data by filling out the KAMI Index questionnaire conducted by selected respondents 

(responsible IT staff & and other related staff) according to the questionnaire category. Questionnaire KAMI Index, 
which is used in the latest version of 4.1. 
3) Data Validation 

The next stage is data validation by confirming to the respondents to ensure the data provided is in its original 
state. Confirmation of this data is done by online meeting using Zoom Meeting application with respondents and asks 
for evidence in related documents (if any) in each area. 
4) Data Analysis 

Data analysis is a step for calculating the questionnaire results and analyzing the level of readiness (completeness 
and maturity) of information security in the budgeting system. 
5) Result and Disscussion 

The next stage is presenting the results by conducting an FGD with Organization XYZ 
6) Conclusion 

The last stage is concluding the results of the research conducted. These results are then compared with the control 
in ISO 27001. After that, the following process is the recommendation process to provide input on deficiencies that 
the agency has not carried out. 

III. RESULTS AND DISCUSSION 
The results of the evaluation of the level of readiness (completeness and maturity) of information security in the 

budgeting system are grouped into seven category areas according to KAMI Index version 4.1. These categories 
include Electronic Systems, Information Security Governance, Information Security Risk Management, Information 
Security Management Framework, Information Asset Management, Information Technology, and Security and 
Supplements. The evaluation results from the seven categories are shown in the dashboard KAMI Index in Fig. 4. 

 
Fig. 4 Dashboard KAMI Index 4.1 

1. Electronic System Category 
The electronic system category is the first category in the evaluation. The electronic system category evaluates the 

importance of using electronic systems in the budgeting system. The results of the assessment of the importance of 
the use of Electronic Systems in the budgeting system get score of 17, so that it can be included in the "High" category 
according to the guide table for the assessment of the electronic system category in TABLE I. the "High" category 
ranges from a score of 16 to 34. The total score for the electronic system category on the budgeting system can be 
seen in the dashboard of the KAMI Index 4.1 in Fig. 4. 
2. Information Security Governance Category 

The category of information security governance is an evaluation that can affect data on the budgeting system. 
Assessment of Information Security Governance in the budgeting system at Organization XYZ obtained a total 
evaluation score at 75 out of 22 questions with maturity level II status (Implementation of the basic framework). The 
expected maturity level for the minimum threshold for certification readiness is Level III+. Still, the results of 
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Information Security Governance are only at maturity level II, which means that they are already implementing the 
basic framework. The evaluation results of information security governance are shown in TABLE III. 

 
TABLE III  

INFORMATION SECURITY GOVERNANCE EVALUATION RESULTS 
Security Status Maturity Level Total 

1 score 2 score 3 score 
Not done 0 0 0 0 0 0 0 
In Planning 1 0 2 0 3 0 0 
In progress 2 10 4 20 6 18 48 
Fully applied 3 9 6 18 9 0 27 
Total Score  75 

 
3. Information Security Risk Management Category 

The information security risk category evaluates the management of information security risk, including various 
risks that can occur and affect information data on the budgeting system. Assessment of Information Security Risk 
Management on the budgeting system obtained a total evaluation value at score 30 out of 16 questions with maturity 
level status I+ (Initial Condition). The expected maturity level for the minimum certification readiness threshold is 
Level III+. However, this results are only at maturity level I+. The evaluation results are shown in TABLE IV. 

 
TABLE IV 

INFORMATION SECURITY RISK MANAGEMENT EVALUATION RESULTS 
Security Status Maturity Level Total 

1 score 2 score 3 score  

Not done 0 0 0 0 0 0 0 
In Planning 1 2 2 2 3 0 4 
In progress 2 16 4 4 6 0 20 
Fully applied 3 0 6 6 9 0 6 
Total Score  30 

 
4. Information Security Framework Category 

Assessment of the Information Security Framework on the budgeting system obtained a total evaluation value of 
the Information Security Framework at score  31 out of 29 questions with a maturity level status of I+ (Initial 
Condition). The expected maturity level for the minimum certification readiness threshold is Level III+. However, 
the Information Security Framework results are only at maturity level I+. The evaluation results are shown in TABLE 
V. 

 
TABLE V 

 INFORMATION SECURITY FRAMEWORK EVALUATION RESULTS 
Security Status Maturity Level Total 

1 score 2 score 3 score 
Not done 0 0 0 0 0 0 0 
In Planning 1 4 2 6 3 0 10 
In progress 2 4 4 8 6 0 12 
Fully applied 3 9 6 0 9 0 9 
Total Score  31 
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5. Asset Management Category 

Assessment of Information Security Asset Management on the budgeting system at Organization XYZ obtained 
an evaluation of Information Security Asset Management of 37 out of 38 questions with maturity level status I+ 
(Initial Condition). The expected maturity level for the minimum certification readiness threshold is Level III+. 
However, the Information Security Asset Management result is only at maturity level I+. The evaluation results of 
information security governance are shown in TABLE VI. 

 
TABLE VI 

 ASSET MANAGEMENT EVALUATION RESULTS 
Security Status Maturity Level Total 

1 score 2 score 3 score 
Not done 0 0 0 0 0 0 0 
In Planning 1 6 2 2 3 0 8 
In progress 2 14 4 12 6 0 26 
Fully applied 3 3 6 0 9 0 3 
Total Score 37 

 
6. Category Information Technology and Security 

Assessment of Information Security Technology Aspects on the budgeting system obtained score at 38 out of 26 
questions, with maturity level status I+ (Initial Condition). The evaluation results of information security governance 
are shown in TABLE VII. 

 
 

TABLE VII  
THE RESULTS OF THE EVALUATION OF TECHNOLOGY AND INFORMATION SECURITY 

Security Status Maturity Level Total 

1 score 2 score 3 score 
Not done 0 0 0 0 0 0 0 
In Planning 1 1 2 0 3 0 1 
In progress 2 14 4 8 6 0 22 
Fully applied 3 3 6 12 9 0 15 
Total Score  38 

 
7. Supplement Category 

The evaluation results at the supplement stage obtained that the maturity level for securing third-party involvement 
was 40%. Then for the security of cloud infrastructure services by 20% and the last is personal data protection by 
27%. 

  
IV. CONCLUSION 

Based on the results of the evaluation conducted on the level of readiness (completeness and maturity) of 
information security by using KAMI Index on the budgeting system in Organization XYZ, it can be concluded that: 
The Electronic System Area got a score of 17, so it was included in the high category; From the five observed 
information security areas, it is seen that they have better governance aspects compared to other information security 
areas (close to certification standards); Framework Area (31<36), Asset Management Area (37<72), and Technology 
Aspect Area (38<42), giving the results do not meet the basic framework. So, they have to improve  somo  aspect of 
information security policy; Of the five information security areas (Information Security Governance, Information 
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Security Risk Management, Information Security Framework, Asset Management, and Technology), a total score of 
211 is obtained. Based on the correlation with the Electronic System Category in TABLE I, 211 is between 0-272. 
Based on Fig 2, the level of completeness of information system security has a readiness status of "Not Feasible."; 
The minimum limit that must be achieved to be able to carry out ISO 27001 certification is III+. For now, the maturity 
level of the Work Unit of the Central XYZ Organization in the budgeting system is only limited to I+ to II. The 
information system security level is at the level of “Implementation of the Basic Framework.” 
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