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Abstract

Gojek has an instant messaging feature that can be used to communicate. The instant messaging
feature of the Gojek application has the potential to be used as a medium for infidelity or other misuse. For
handling and proving cases involving digital devices, it is necessary to use digital forensic methods.
However, there is no research that explores digital forensics on these features. This research applies mobile
forensics to the Gojek instant messaging feature by adopting the NI1J method. The research stages consist
of 8 stages, namely case scenarios, identification, collection, examination, analysis, comparison of tools,
validation and conclusions. This research uses 6 digital forensic tools including Oxygen Forensics,
Belkasoft, Mobiledit, Magnet Axiom, Autopsy, and FTK Imager. This research uses two smartphones as
electronic evidence, namely M6 and SM-G530H. This research succeeded in finding evidence artifacts from
the implementation process of mobile digital forensics. On the M6 only Oxygen Forensics managed to get
text message and contact artifacts. While on SM-G530H all tools managed to get complete artifacts both
text message artifacts, images, and contacts. The validation process is carried out on digital evidence
artifacts with the result that all artifacts meet the validation aspects of repeatability, and reproducibility.
The digital forensic tool with consistent performance is Oxygen Forensics version 12 by successfully
obtaining 100% artifacts on the M6 and 86% artifacts on the SM-G530H.
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INTRODUCTION

Gojek application is an application-based public transportation service platform for both
motorbikes and cars that can be ordered online. Gojek is equipped with an instant messaging
feature that can be used to communicate, Gojek application users often use the messaging feature
to fellow Gojek users to communicate with Gojek drivers, friends and their families [1]. This
instant messaging feature facilitates users to be able to communicate both directly and quickly
with people in their social network, which can help strengthen relationships between parties. In
addition, users also often interact with Gojek drivers during the trip, which can be an opportunity
to exchange information and experiences[1]. The availability of instant messaging features on the
Gojek application is not impossible to potentially be used as a medium for infidelity and has the
potential to appear other abuses such as spam messages, fraud, phishing, and so on. Handling
cases of crimes that occur in Cyberspace certainly involves digital evidence which in its handling
involves activities including identifying, storing, analyzing, and presenting digital evidence [2].

Research conducted by Achmad Syaugi in 2020 entitled Analysis of Recovery of Instant
Messenger Evidence on Android Smartphones using the NIST Method. This study aims to obtain
evidence of digital infidelity crimes using an android smartphone, in this study the tools used are
Oxygen Forensics software using the NIST method to obtain SMS artifacts [3]. Research
conducted by Aldian et al in 2021 entitled Digital Forensic Analysis of the Gopay Application on
android. The research aims to conduct digital forensics in solving cybercrime cases against digital
wallets [19]. Research conducted by Arif et al in 2023 conducted research entitled Analysis of
Direct Message Digital Evidence on Twitter Using the National Institute of Justice (N1J) Method.
Aiming to obtain digital evidence of pornography services using NIJ and forensic tools, where
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digital evidence can be used as support in handling crimes [4]. Research conducted by Saputri et
al in 2022 entitled Forensic Data Analysis of Investigations of Narcotics and Drug Distribution
Cases on Android-Based Smartphones. The study used the NIJ method, the purpose of the study
was to reveal forensic evidence of narcotics and drug distribution cases on smartphones using the
Whatsapp application based on the android operating system. The tools used are Magnet Axiom
and MobilEdit Forensic [5]. Research conducted by Mahendra et al in 2021 entitled Digital
Forensic Analysis of Michat Applications on Android as Digital Proof in Handling Online
Prostitution Cases. This research uses the NIJ approach as a method that serves to explain the
research steps carried out as a guide in solving problems, the research aims to reveal evidence of
online prostitution cases. The tools used in this research are Mobiledit Forensic Express and
SysToolsSQLite Viewer [6]. Research conducted by Mailangkay et al in 2022 entitled
Comparative Analysis of Tiktok Lite Digital Evidence Using the NIJ Method. This study aims to
obtain digital evidence in the form of conversation messages and account data on the Tiktok Lite
application in crimes, especially cyberbullying using the National Institute of Justice method or
abbreviated as NIJ and the percentage of digital evidence obtained by forensic tools, the tools
used in this study include MOBILedit Forensics Express, Belkasoft Evidence Center, and Magnet
Axiom [7]. However, of the previous studies, there is no research that analyzes mobile digital
forensics and compares the performance of tools in the digital forensics process on the instant
messaging feature to fellow Gojek application users.

The process of retrieving digital evidence can be done using several methods, such as
Integrated Digital Forensics Identification Framework (IDFIF)[8], National Institute of Standards
and Technology (NIST)[9], Digital Forensics Research Workshop (DFRWS)[10], Association of
Chief Police Officers (ACPO)[11], General Computer Forensic Investigation Model
(GCFIM)[12], National Institute of Justice (NI1J)[13]. NIJ has better steps compared to other
methods. The NIJ method is one of the forensic frameworks that has advantages in the forensic
process, ease of use, guidelines for respondents who are still very lay [14], [15], [16]. The NIJ
method also has a systematic flow, and is a method that is often used [17], [18]. This research
conducts forensic analysis using the N1J method and compares the performance of mobile forensic
tools. This research looks for digital evidence of infidelity cases in the instant messaging feature
of fellow users in the Gojek application.

METHODS

This research adopts the NIJ method to obtain digital evidence in infidelity case studies
in the form of conversation text, image and contact media and compares the performance of the
tools used. The forensic process uses several tools, namely Oxygen Forensics, Belkasoft X
(Belkasoft Evidence Center X), Mobiledit Forensics, Magnet Axiom, Autopsy, and FTK Imager.
Research Method
This research implements the investigation process adopting the National Institute of Justice (N1J)
method. It consists of eight stages, namely identification, collection, examination, analysis,
comparison tools, validation and conclusion. The stages of the NIJ method can be seen in Figure
1.
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Fig. 1. The Stage of NI mobile forensic method.

a. Case Study and Scenario
The simulation scenario of this research uses a case scenario of infidelity on the Gojek instant
messaging feature. Involving the perpetrators A and B and the victim, the scenario can be
seen in Figure 2 below.
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Fig. 2. Case Study and Scenario.

b. Identification Stage

It is the process of classifying digital crime evidence and sorting data to strengthen
investigation steps in an effort to uncover digital crime evidence. In the identification stage, there
is a process of identification, labeling, and recording carried out to ensure the integrity of the
evidence [19]. Furthermore, preparing the tools and materials used, namely computers / PCs,
Oxygen Forensics, Belkasoft X (Belkasoft Evidence Center X), Mobiledit Forensics, Axiom
Magnets, Autopsy, and FTK Imager.Abbreviations and Acronyms
Define abbreviations and acronyms the first time they are used in the text, even after they have
been defined in the abstract. Abbreviations such as IEEE, SI, MKS, CGS, sc, dc, and rms do not
have to be defined. Do not use abbreviations in the title or heads unless they are unavoidable.
c. Collection Stage

Is a series of data collection activities aimed at supporting the investigation stage related to
the search for digital crime evidence. In this phase, data collection and retrieval are carried out
from relevant sources and maintain the integrity of evidence against possible changes [19]. The
tools used in this stage to perform data acquisition on the perpetrator's smartphone are Oxygen
Forensics, Belkasoft, Mobiledit, and Magnet Axiom.
d. Examination Stage

This stage includes forensically examining the data that has been obtained, both through
manual and automated processes. At this stage, verification is carried out to ensure that the data
obtained in file format remains authentic and in accordance with its original state [19]. The data
inspection and checking process is carried out using Oxygen Forensics, Belkasoft, Magnet
Axiom, Autopsy, FTK Imager, and Hash my file. The hashing used is CRC-32
e. Analysis Stage

Analysis is carried out after successfully obtaining the desired data or digital files from the
previous examination stage. The data is analyzed in detail and completely using a technically and
legally valid approach to be able to prove the data [19].
f. Tools Comparison

Comparing the performance of digital forensic tools used in this research. The comparison
was carried out to get recommendations for good tools for handling infidelity case studies using
the Gojek instant messaging feature. The comparison is done by looking at the ability of forensic
tools to obtain artifacts and their numbers from the case studies in this study, namely messages in
the form of text, images, and contacts.
g. Validation

The results of the forensic process will be repeated using the same tools, and repeated using
different tools. At this stage, we will also discuss the comparison of the hashing value of the
conversation database artifacts to validate the results of the findings of messages in the form of
text that have been successfully obtained from smartphones that have been carried out anti-
forensics.
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RESULT AND DISCUSSIONS

Mobile digital forensics process and comparison of forensic tools by adopting the
National Institute of Justice method. The object of this research is the instant messaging feature
of the Gojek application version 4.77.1 which runs on the Android operating system.

Identification

In this case the devices that are electronic evidence are two android smartphones so that
the forensic tools used include Oxygen Forensics, Belkasoft, Mobiledit Forensics, Axiom
Magnet, Autopsy, and FTK Imager. The condition of the electronic evidence obtained is
connected to the internet, without a password, there is no SD Card / internal memory only and
has been rooted.
Collection

Collect data from related sources and look for relevant data to become evidence, and
maintain the authenticity of the evidence from changes. After the smartphone evidence is secured,
it is necessary to activate airplane mode to anticipate contamination of the evidence, and perform
charging to maintain the condition of the smartphone. The data acquisition process on this
smartphone uses a data cable that is connected to a PC / computer in the Digital Forensics
Laboratory. The condition of the smartphones of Perpetrator A and Perpetrator B is not locked in
any password or encryption so as to facilitate the process of performing data acquisition. The
acquisition process is carried out to retrieve digital data from the internal memory of the
smartphone because there is no SD Card found. Data copying or imaging is done using Oxygen
Forensics, Belkasoft, Mobiledit, and Magnet Axiom tools as shown in Figure 3.

| Oxygen Forensic® Extractor
| Device connected. \ l

Device is connected successfully!

Extract

Fig. 3. Smartphone Data Acquisition.

Oxygen successfully performed data acquisition using physical imaging on the M6 and
SM-G530H smartphones while Belkasoft, Mobiledit and Magnet Axiom used logical acquisition
on the M6 smartphone because the tools did not successfully detect root status. But for SM-
G530H using physical imaging.

Examination

Examination is carried out on the acquired data to read the data that has been obtained.
At this stage forensic tools are used including Oxygen Forensics, Belkasoft X (Belkasoft Evidence
Center X), Mobiledit Forensics, Magnet Axiom, Autopsy, and FTK Imager. Oxygen Forensics
succeeded in obtaining data artifacts in the form of text messages, contacts and images on the M6
smartphone, totaling 63 text message artifacts, 9 image artifacts, and 10 contacts and SM-G530H
totaling 18 text messages, 7 deleted images stored in the cache and 27 contacts. The results are
shown in Figure 4.
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Fig. 4. Result Examination Oxygen.

Belkasoft on the M6 smartphone found artifacts including images and contacts sent to the
Gojek application, the number of image artifacts found was 9 images. While the SM-G530H
smartphone managed to get data artifacts in the form of text messages, contacts and images,
totaling 21 conversations, 27 contacts and 13 image caches. The results are shown in Figure 5

below.

Fig. 5. Result Examination Belkasoft.

Mobiledit on the M6 smartphone found image and contact artifacts, namely 9 images.
On the SM-G530H smartphone, artifacts in the form of text messages, images and contacts were
found, totaling 7 images, 13 conversations, and contact data totaling 44 contacts. The results are

shown in Figure 6.
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Fig. 6. Result Examination Mobiledit,

The examination results on the M6 smartphone using Magnet Axiom managed to get
image artifacts and contacts, namely 9 images. On the SM-G530H smartphone, artifacts of text
messages, image caches, deletion traces and contacts were found, totaling 10 text messages, 6
traces, and 7 images. The examination results can be seen in Figure 7.

Fig. 7. Result Examination Magnet Axiom,

The examination results using Autopsy on the acquisition results from Oxygen Forensics,
Belkasoft, Mobiledit, and Magnet Axiom successfully obtained artifacts similar to the original
tools. However, there is a difference in the number of artifacts found. Autopsy managed to obtain
artifacts of 63 text messages, 9 images and 10 contacts on the M6 smartphone and 11 text
messages, 9 image traces, and 41 contacts from the SM-G530H smartphone acquired by Oxygen
Forensics. Successfully obtained 9 image artifacts from the M6 smartphone acquired by
Belkasoft, Mobiledit, and Magnet Axiom. Obtained 11 text messages, 8 images and 41 contacts
from SM-G530H smartphone acquired by Belkasoft, 13 text messages, 8 images and 41 contacts
from Mobiledit, and 10 text messages, 8 images and 41 contacts from Magnet Axiom. The results
can be seen in Figure 8.

Fig. 8. Result Examination Autopsy.,

The examination using FTK Imager of the acquisitions from Oxygen Forensics, Belkasoft
and Magnet Axiom resulted in artifacts similar to the original tools. However, there is a difference
in the number of artifacts found. FTK Imager managed to obtain 63 text messages, 9 images and
10 contacts on the M6 smartphone and 9 text messages, 7 images and 44 contacts on the SM-
G530H smartphone from the Oxygen Forensics acquisition. Successfully obtained 9 images from
the M6 smartphone from the acquisition of Belkasoft, Mobiledit and Magnet Axiom and 11 text
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messages, 7 images and 44 contacts on the SM-G530H smartphone from the acquisition of
Belkasoft and Magnet Axiom. As well as getting 10 text messages, 7 pictures and 44 contacts on
the SM-G530H smartphone as a result of Mobiledit acquisition. The results can be seen in Figure
9.

Fig. 9. Result Examination FTK Imager,

Analysis

Oxygen managed to get 9 image files, 63 text messages, and 10 contacts and 18 text
messages, 7 deleted images stored in the cache and 27 contacts. However, the evidence relevant
to the case scenario from the findings on the M6 smartphone is 37 text messages, 6 images and
found the perpetrator number A. While on the SM-G530H smartphone is 18 text messages and 6
images and found the perpetrator number B. The findings obtained are in accordance with the
scenario that has been applied.

Belkasoft, and Magnet Axiom in the previous stage managed to get 9 images on the M6
smartphone. However, the digital evidence relevant to the scenario is 6 images. On the SM-
G530H smartphone using Belkasoft managed to get 21 text messages, 13 images and 41 contacts.
However, the relevant ones are 21 text messages, 6 images, and found contacts belonging to
perpetrator B. While using Magnet Axiom managed to get 10 text messages, 7 images and 41
contacts. However, the relevant ones are 10 text messages, 6 images and found contacts belonging
to perpetrator B.

In the previous stage, Mobiledit managed to get 9 images from the M6 smartphone and
on the SM-G530H smartphone 13 text messages, 7 images and 41 contacts. However, the relevant
digital evidence of artifact findings from the M6 smartphone is 6 images. while the relevant digital
evidence from the SM-G530H smartphone is 13 text messages, 6 images and the finding of
contacts belonging to the perpetrator B. The overall analysis results can be seen in Appendix 1 in
the appendix.

Tools Comparison

A comparison of tools used in uncovering digital evidence is carried out to produce
recommendations for mobile digital forensic tools. Tool recommendations are determined based
on the acquisition of artifacts. The results of the comparison of tools used in uncovering digital
evidence on the first and second smartphones can be seen in Table 3. Calculation of the percentage
of digital evidence artifacts is done using the following formula can be seen in Equation 1 and the
overall percentage formula can be seen in Equation 2.

PA = E x 100% 1)
Description:

PA = Percentage of Digital Evidence Artifacts
T = Artifact Findings
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K = Grand Total of Artifacts in the Scenario

KP = (PP +PG + PK) (2)
3

Description:

KP = Overall Percentage

PP = Percentage of text messages
PG = Image percentage

PK = Contact percentage

Table 3. Forensic Tools Performance Comparison Table.

No Tools Percentage of Percentage of
Total Total

Performance M6 Performance

Smartphone SM-G530H
Artifact Findings Smartphone
Artifact Findings

1 Oxygen Forensik 100% 86%
2 Belkasoft 33% 89%
3 Mobiledit 33% 80%
4 Magnet 33% 77%
5 Autopsy (Oxygen) 100% 78%
6 Autopsy (Belkasoft) 33% 78%
7 Autopsy (Mobiledit) 33% 80%
8 Autopsy (Magnet) 33% 77%
9 FTK Imager (Oxygen) 100% 76%
10 FTK Imager (Belkasoft) 33% 78%
11 FTK Imager (Mobiledit) 33% 77%
12 FTK Imager (Magnet) 33% 78%

Based on the overall data comparison of tools performance on smartphones M6 and SM-
G530H. It is concluded that the forensic tool whose performance is very good as evidenced by
consistency in all conditions is Oxygen Forensics which managed to get 100% artifacts on the
M6 Smartphone and 86% artifacts on the SM-G530H smartphone. So that the optimal tools
recommendation based on this is Oxygen Forensics version 12.

Validation

Validation is needed to check whether the results of the digital forensic process that have
been obtained are correct, accurate, credible, and maintain data integrity so that they can be
recognized in the eyes of the law. The validation process includes aspects of repeatability,
reproducibility and hashing. Based on Table 2, the artifacts that have been found meet the
validation aspects of repeatability, reproducibility in accordance with ISO / IEC 27037: 2012 [20].

The conversation database hashing process is carried out by comparing the results of the
database findings on the SM-G530H smartphone to validate the findings of the conversation
messages in the form of text that have been successfully obtained. The results of the comparison
of the hash value of the conversation database artifacts that have been carried out by anti-forensics
produce the same hash value, so that the conversation message artifacts in the form of text that
have been found on the SM-G530H smartphone in the conversation-database file are valid. The
results can be seen in Table 4.
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Table 4. Hashing Comparison Table.

Nilai Hashing CRC32
No Hash Value Tools Validation
1 145d223a(database) Oxygen Forensik v
2 145d223a(database) Belkasoft v
3 145d223a(database) Mobiledit v
4 145d223a(database) Magnet Axiom v

CONCLUSIONS

The process of implementing mobile digital forensics adopting the NIJ method was
successfully carried out by obtaining digital evidence on the M6 smartphone, namely text
messages, images and contacts but not all tools got text message artifacts, only Oxygen Forensics
managed to get these artifacts and for the second smartphone, the SM-G530H, which has been
carried out anti-forensics, managed to get evidence of recovery of text messages, contacts, and
image caches.

The results of the comparison of the tools obtained resulted in a recommendation on the
Oxygen Forensics version 12 tool. Oxygen managed to carry out the forensic process equally well
on the M6 and SM-G530H smartphones. The M6 smartphone managed to get a total of 100%
artifacts, namely getting 63 text messages in text form, 9 images and 10 contacts. Meanwhile, the
SM-G530H smartphone received a total of 86% artifacts, namely 87 text messages in the form of
text, 7 images and 41 contacts.
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Appendix
Appendix 1. Analysis Result.
No Tools Acquisiti Text Image | Contact Compatibility
on message
Text | Image | Contact
messa
ge
1 Oxygen 1 63 9 10 63 6 1
(M6)
2 Oxygen 2 63 9 10 63 6 1
(M6)
3 | Oxygen(SM 1 18 7 41 18 6 1
-G530H)
4 | Oxygen(SM 2 18 7 41 18 6 1
-G530H)
5 Belka(M6) 1 - 9 - - 6 -
6 Belka(M6) 2 - 9 - - 6 -
7 | Belka (SM- 1 21 13 41 21 6 1
G530H)
8 | Belka (SM- 2 21 13 41 21 6 1
G530H)
9 Mobiledit( 1 - 9 - - 6 -
Mé6)
10 | Mobiledit( 2 - 9 - - 6 -
Mé6)
11 | Mobiledit 1 13 7 44 13 6 1
(SM-
G530H)
12 | Mobiledit 2 13 7 44 13 6 1
(SM-
G530H)
13 Magnet 1 - 9 - - 6 -
(M6)
14 Magnet 2 - 9 - - 6 -
(M6)
15 | Magnet(SM 1 10 7 41 10 6 1
-G530H)
16 | Magnet(SM 2 10 7 41 10 6 1
-G530H)
17 Autopsy 1 63 9 10 63 6 1
(Oxygen
M6)
18 Autopsy 2 63 9 10 63 6 1
(Oxygen
M6)
19 Autopsy 1 - 9 - - 6 -
(Belka M6)
20 Autopsy 2 - 9 - - 6 -
(Belka M6)
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