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cybercrime by identifying vulnerabilities if you know how to prevent it. One
of the most important things is that many internet users do not know what
Keywords: measures are used to avoid and whether it is safe to visit or explore, on the
other hand, in system development existing studies on internet security
Website: prediction often rely on generic models that lack precision in identifying
Security’; influential features or ensuring class balance in developing internet security.
CatBoost; In this case, Deep Learning (DL) helps learn patterns from recorded data, find
GNNs relevant patterns, and use the model effectively. The purpose of this study is
to identify the most influential features in internet security and evaluate the
effectiveness of advanced machine learning models, such as Graph Neural
Networks (GNNs) and Categorical Boosting (CatBoost), for predicting
internet safety. So far other studies have tested the entire data set and used a
model that is generally. This is expected to lead to the design or development
of systems and programs that are useful for internet security. The study used
a dataset of 11,055 records with 30 features and binary classification labels
('Safe' and 'Not Safe'). To address the class imbalance, SMOTE was applied
before splitting the data into training and testing sets. In testing the Graph
Neural Networks (GNNs) model achieved 93.58% accuracy, 93.63%
precision, 93.58% recall, and 93.55% Fl-score, demonstrating its
effectiveness for internet security prediction. From the results of testing the
CatBoost model was used to identify key features, revealing that the 'URL of
Anchor,' 'SSLFinal State,' and 'Web Traffic' have the most significant impact.
From the experiments conducted, the CatBoost effectively identified features
with the highest on prediction accuracy, and the GNNs model is very accurate
and precise for developing applications or systems to predict internet security.
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1. INTRODUCTION

The Internet is a change in modern communication with a global network of social media services,
entertainment, health, education, and so on [1]. The rapid growth of information technology, coupled with
increasing internet penetration, has connected a significant portion of the global population, especially since it
has entered and almost the entire world's population is connected to the internet in everyday life and is the main
fundamental in world infrastructure [2], [3]. However, on the other hand behind the extraordinary opportunities
for internet users from personal to privacy and negligence against internet crime [4], [5], [6], especially users
are not aware and do not know how to deal with these attacks [7], [8]. However, it is recognized that there are
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already many methods of preventing internet crime providing awareness with the slogan of healthy internet
[9], routinely changing passwords [10], updating operating systems on computers or mobile [11], including
applications or systems that prevent internet crime attacks based on IoT and blockchain [12], [13], [14]. Despite
advancements in internet security, predicting vulnerabilities remains a challenge due to imbalanced datasets,
redundant features, and the lack of optimized models. This study aims to address these gaps using advanced
DL models and feature selection techniques

From the technology or research that has been done in preventing crime, it all boils down to the use of
pattern recognition or prediction based on datasets using models such as Convolutional Neural Networks
(CNNs), Recurrent Neural Networks (RNNs), Graph Attention Network (GAT), Bidirectional Long and Short-
term Memory Network (Bi-LSTM), Deep Neural Networks (DNNs), and Long Short-term Memory Network
(LSTM) [15]-[19]. These technologies are necessary and used because it is very popular in terms of more
efficient performance, complexity, and accuracy [20], and are also very effective in learning representative
features from datasets [21]. These models are applied in various fields [22], In other fields such as forest fire
mapping [23], potato sorting mapping [24], rice variety identification [25], and regional mapping [26], [27].

However, in addition to the use of various models, exploration is also needed in selecting which features
are relevant or influential. This step is needed to improve the learning process effectively, efficiently, and
accurately, especially removing irrelevant or redundant features and improving the quality of data analysis
[28]-[31]. There are several techniques or models in searching for features that are influential or relevant in
data analysis or model development. These include methods such as Pearson Correlation, a method of
measuring the level of correlation strength or relationship of each feature with the target feature or class [32],
[33], [34]. SelectKBest is a method of selecting the highest features based on statistical tests and is available
in the scikit-learn library in the Python programming language [35], [36]. Chi-Square is a method of testing
between two variables and analyzing the relationship between them [37], [38], [39]. SHAP stands for SHapley
Additive exPlanations, which is an interpretation in finding the highest feature selection [40], [41], [42]. LIME,
an abbreviation of Local Interpretable Model-Agnostic Explanations, is a prediction model that displays
influential features or attributes and is easy to understand in terms of interpretation and visuals [43], [44], [45].

Feature search models are widely used, such as in the health sector for heart attack prediction [46], [47],
[48], care for disabled children [49], cancer [50], [51], [52], and tumors [53]. In the economic sector such as
credit risk [54], carbon futures pricing [55], exchange rate prediction [56], in other fields such as energy
consumption prediction [57], [58], prediction of electricity usage in the agricultural sector [59], potato disease
prediction [60], wind power [61], email spam [62], daily electricity prices [63], network security in LTE/LTE-
A [64], wireless sensor network security [65], botnet attacks on IoT [66].

The contribution of this research is the development of an internet security prediction model that combines
advanced techniques with the most relevant and influential feature search algorithm. The model used is GNNss,
designed to identify complex patterns and relationships in data with a graph structure, thereby increasing the
accuracy in predicting potential security threats. In addition, they are optimizing the search for influential
features using the CatBoost algorithm, which is known to have excellent capabilities in handling large and
imbalanced data and providing more accurate and efficient prediction results. This approach provides a more
effective solution in detecting and preventing potential security threats on the internet.

2. SIMILAR PREVIOUS RESEARCH

One of the technological discoveries of this century is the discovery of the internet is one of the greatest
innovations and influences all aspects of human life changes from the social, economic, and industrial fields
[67]. Along with increasing population growth and supported by the level of education, technology changes
are also increasing [68]. In the past when people wanted to meet, they had to meet face to face, now they can
do it by phone or video call, shopping had to go to the store, now just order by phone and the goods will be
delivered, learning is easier without having to meet face to face, learning can be done anywhere, time can be
adjusted and many things are easy when connected to the internet. With the internet, it becomes easier and
simpler, but behind the convenience, there are many crimes in cyberspace from data theft, pornography, lack
of socializing, and receiving unclear information [69], which ultimately internet users become victims of
internet crime and especially personal data is misused which is detrimental to others.

It is indeed recognized that there are already applications or systems that detect internet crimes based on
suspicious programs, but that is not enough, so another method is needed with DL. The discovery of advanced
techniques provides a new solution to solving problems from computer vision, Natural Language Processing
(NLP), and Artificial Intelligence (AI) and shows very good performance. The use of DL is used in several
fields such as pedestrian fatigue detection [70], indoor object identification [71], traffic sign identification [72],
making applications in medicine [73], and identifying internet crimes in social media [74], phishing which is
a technique of stealing personal information without the user realizing it [75], IoT security in Smart City [76].
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There are several models one of GNNs, which is one of the Neural Networks techniques and one of the
most powerful weapons to display graphs in conveying messages implied in the dataset [77] and can be applied
in data mining [78], [79], especially in improving the accuracy of prediction results [80]. Different from other
models such as RNNs which focus more on sequential data such as time series, text, speech, and so on [81], or
CNNs, which focus more on things like videos and images [82].

The use of GNNs is widely used in city planning in wind prediction [83], passenger demand prediction
in vehicle reservations [84], diabetes complication prediction [85], network problem prediction [86], weather
prediction [87], drug prediction with the emergence of new drugs [88]. In network security prediction or
cybercrime, in malware prediction in the Android system [89], fake video prediction in hoax news [90],
Malware prediction, such as ransomware, trojans, spyware, and botnets in the Windows operating system [91]
and security prediction in [oT [92], therefore the GNNs model is very suitable in predictions, especially in this
study.

However, the use of DL is not enough because it only looks at the prediction accuracy, it is necessary to
see which features are influential or highest. One of the best models in feature search is CatBoost which is the
latest generation of Machine Learning (ML) which is faster than the previous XGBoost [93] and mainly
supports categorical data which is usually only related to numerical data [94], [95], [96], the best compared to
other classification models [97] and shows the highest accuracy results and minimal errors in displaying
features [98], [99]. The use of CatBoost model is widely used such as in the health sector in cardiovascular
prediction which is a disease caused by disorders of the heart and blood vessels [100], and prediction of heart
rate conditions because the average human heart rate is 60 bpm but if it exceeds that rate then there is something
[101], [102], diabetes which is a metabolic disorder that increases blood glucose levels [103], [104], [105],
Cervical cancer is the disease that most commonly attacks adult women in the world [106], stroke is an acute
medical disorder where a blood artery in the brain ruptures which results in loss of consciousness [107]. In the
economic sector such as predicting financial risks to stocks that are not listed and not traded on the securities
market [108], predicting urban development [109], and predicting indexed stock trends [110]. In the field of
network security or cybercrime such as predicting scammer identification [111], and predicting phishing
websites [112].

By combining both models, it is an effective method to improve prediction accuracy. GNN excels in
capturing complex relationship patterns in graph-based data, and CatBoost has the advantage of identifying the
most relevant and significant features through a deep approach to categorical data.

3. PROPOSED MODEL

This research is an experimental study using quantitative methods based on the literature review and
theoretical framework obtained and then comparing the performance of models in the context of internet
security prediction using the GNNs model to measure accuracy, precision, recall, and F1-Score and the
CatBoost model to test in finding the highest or influential features. The main objective is to provide new
insights and significant contributions to the field of internet security and research questions include
performance comparison and feature selection.

Fig. 1 depicts two different analysis processes with two colored lines with specific meanings. The green
line represents Research Question 1 (RQ1), which illustrates the testing phase with the GNNs model to evaluate
the results for Accuracy, Precision, Recall, and F1-Score. Meanwhile, the red line represents Research Question
2 (RQ2), which depicts the process of searching for or identifying the highest or most influential features using
the CatBoost model. Therefore, the green line focuses on the evaluation of the performance metrics of the
GNNs model. In contrast, the red line focuses on selecting relevant features via the CatBoost model.

3.1. Start

This research begins with collecting data related to internet security, then looking for relevant and
complete information according to the existing problem. The data collected covers various aspects of the
internet such as IP addresses, URLSs, ports, and so on. Also, ensure this data is accurate and represents different
groups of internet users. Next, explain how this data was collected, what features and amount of data it includes,
and prepare it to be explained. The goal is to use this information to increase user safety while surfing.

3.2. Datasets

This section is to identify the data used for this study and ensure that the data used can be tested perfectly
and is very relevant. The data used in Table 1, downloaded and stored on the UCI (ML) Repository site with
the link https://archive.ics.uci.edu/dataset/327/phishing+websites, which is a collection of datasets by the
machine learning community to be analyzed with the algorithm to be used, also provided periodically and
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publicly available, the dataset is from 11055 data, 30 attributes, and 1 class (-1 = Not Safe, 1 = Safe). The
purpose of this dataset is to predict whether the website is safe or not when visited.

The dataset reflects the threat to internet security due to various techniques and tactics used by attackers
to deceive users and steal personal information. Moreover, techniques or attacks are increasingly developing
and more sophisticated, as well as the use of social media techniques to deceive users. However, it is recognized
that the limitations of this dataset are the lack of the latest attack tactics, as well as reliance on features that
may not always be detected by security systems. In addition, this dataset may not fully represent global
variations, because most of the data comes from limited sources or specific regions. Nevertheless, the analysis
of this dataset still provides important insights in detecting and preventing internet security.
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Fig. 1. Framework Model

Data processing begins with the preprocessing stage, this phase prepares the data well for testing to reduce
data errors and support the ML data analysis process. There are several phases, depending on the desired results
and the model used, but this phase is very important to know the quality of the data before testing. The most
common techniques are data checking and cleaning techniques, unclear symbols, duplicates, unclear, typos, or
data deletion. The goal is to ensure that the data is filled or not empty, and in particular the data is complete
and free from errors. Testing uses the data. data.isnull(().sum() command syntax to display the number of errors
or missing data and test results in Table 2.

The second phase tests the balance between the number of classes or individual labels in the data being
tested. This is intended to determine whether there is an imbalance in the data and whether it produces
significantly higher or lower classes or labels. The goal is to see most of the prediction data and can reduce
overall performance. For example, in the prediction of this study, there may be more uncertain results than
specific data, and vice versa. If this problem occurs, it is necessary to find a solution by cleaning and relocating
the data. The test uses the syntax targeti=data[data['Class'|==1] and targeti=data[data['Class']==0].
However, the dataset used in this study contains Imbalanced Data, which means that the condition of a class
has an unbalanced number or the number of class data is much different compared to other classes. So the
Synthetic Minority Over-sampling Technique known as SMOTE is used, a method for handling unbalanced
data so that the minor class is balanced with the major class [113].

However, using SMOTE to handle a class imbalance in a dataset can risk overfitting due to synthetic
data generation, which can introduce irrelevant or redundant patterns into the model. To overcome this
problem, combine it with an ML model that can handle complexity and generalization well, such as
Regularization or Cross-Validation. This approach helps reduce the risk of overfitting by ensuring that the
model remains relevant and can identify patterns from both the minority and majority classes. The results of
the SMOTE test before and after are shown in Fig. 2.
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Table 1. Data Set Features and Description
No Data Set
Features Description Value
1 Having IP Address If the device or hardware has an IP address. -lorl
2 URL Length Access the resources contained on the web page. -lorl
3 Shortining_Service A service that shortens URLs. -lorl
4  Having At Symbol There is an “@” symbol in emails or communication formats. -lorl
5 Double slash redirecting A situation where the URL redirects causing two ““//” signs to be dorl
- - generated.
6  Prefix_Suffix A term used to refer to a string or word. -lorl
7  Having Sub_ Domain The existence of subdomains within a domain name. -lorl
8  SSLfinal State The final stage in the negotiation process in setting up a connection. -lorl
9  Domain_registeration length  Length of time in domain name registration. -lorl
. Short for “Favorite Icon” which displays a small icon to represent a
10 Favicon . -lorl
website.
11 Port Refers to identifying and managing communications to various dorl
systems.
12 HTTPS token A concept used in the context of secure communications on the dorl
- internet.
13 Request URL It is a request sent by a client to a server in web communication. -lorl
14 URL of Anchor Elements used to create links that direct users to other websites. -lorl
15 Links in tags Links that contain HTML elements that use tags. -lorl
16 SFH Short for SelfTReferenc1ng File Host" in the context of web security dorl
and programming.
17 Submitting to email The process of sending data in the form of a formula via email. -lorl
18 Abnormal URL It is a characteristic or pattern that does not conform to the standard dorl
- URL format.
. A technological method that refers to the process of requesting from
19 Redirect a URL to another URL. -lorl
Using the mouse cursor to move upwards or certain elements on the
20  On_mouseover web -lorl
21  RightClick A command that clicks more to the right than to the left. -lorl
22 PopUpWindow It.ls an automatic window that appears above the main browser dorl
window.
23 Iframe Web elements used to display other information within the web. -lorl
2 Age of domain Age} or length of time the domain has been registered since it was first dorl
- = registered.
25 DNSRecord Maps'domam names to various types of information related to that dorl
domain.
26  Web_traffic The number of visitors or users to a website. -lorl
27 Page Rank It is an algorithm that determines web ranking in search results. -lorl
28  Google Index Websites listed in the Google index. -lorl
29  Links pointing to page It is the number or links that lead to a particular web page. -lorl
30 Statistical report This is a report that presents visitor statistics, how many hours they dorl

visited, or other data related to the website.
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Fig. 2. (a) Class Distribution before SMOTE; (b) Class Distribution after SMOTE
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Table 2. Test Results Inspecting and Cleaning data

No data.isnull().sum()
Features Value
Having IP Address 0
URL Length

Shortining_Service
Having At Symbol
Double_slash_redirecting
Prefix_Suffix
Having_Sub_Domain
SSLfinal State
Domain_registeration_length
Favicon

Port

HTTPS token
Request URL
URL of Anchor
Links_in_tags

SFH
Submitting_to_email
Abnormal URL
Redirect
On_mouseover
RightClick
PopUpWindow

Iframe

Age of domain
DNSRecord

Web _traffic

Page Rank

Google Index
Links_pointing_to_page
Statistical report
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3.3. Splitting

In this phase, the dataset is divided into two parts, namely training data and testing data, which aim to
build and evaluate machine learning models systematically and increase performance. The proportion used is
20% of the data used for testing data and the remaining 80% used for training data, this is used to offer a good
balance between the two, providing enough data for training while still leaving enough data for evaluation.

3.4. GNNs Model

GNN:ss are part of DL but can be used for classification tasks which means the dataset contains the final
or target label class, this study uses a dataset containing classes. 2 main types of classification can be done,
namely node classification which aims to predict the label of an individual node, and graph classification which
aims to predict the label of the entire graph, which in essence this model is effective in handling classification
tasks. GNNs are based on the concept of message passing and aggregation of neighbor information in a graph.
There are 2 main components, namely Node Representations (Features) and Graph Convolution (Message
Passing) and the basic formula:

e = o WD, AGGREGATE ({h":ue N @)} + ™) (1)

where h,(,lﬂ) is a feature of node v on the layer I + 1. W@ is a trainable weight matrix on the layer 1.
AGGREGATE is an aggregation function that combines neighboring features€ N (v). b is bias on the
layer lo is a non-linear activation function.

One metric in measuring model accuracy is the most commonly used in classification problems including
GNNs. The accuracy formula for GNNs is the same as other ML models, which is the ratio of correct
predictions (positive and negative) to the entire data, here is the formula:

(True Positif + True Negatif)

A = 100% 2
ceuracy (True Positif + False Positif + False Negatif + True Negatif) x ° @
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Precisi True Positives 100% 3)
recision = x
True Positives + False Positives 0

Recall = True Positives 100% 4
ecat = True Positives + False Negatives x ° @)

Recall = Precision
F1—Score = 2x —— x 100% %)
Recall + Precision

Apart from accuracy, Precision is an important metric in measuring the model's ability to identify positive

predictions that are truly positive. A high precision value indicates that this model is accurate in predictions.
Next, Recall is an important metric in measuring the model's ability to identify all positive instances in the
dataset correctly. A high recall value indicates that this model has good sensitivity in recognizing patterns and
features, the formula is also general like other classification models. Finally, F1-Score is an important metric
for evaluating performance which is capable of balancing precision and recall. With the highest F1-Score value,
it shows very good positive performance and if there is an imbalance, it gives a more realistic picture of model
performance than just using precision or recall alone. In this study, using GNNs, the accuracy results were seen
in describing how good the model was in identifying or predicting the correct class of input data.
Accuracy, Precision, Recall, and F1-Score are critical in addressing the challenges of internet security
prediction, especially regarding false positives and false negatives. Accuracy measures correct predictions but
can be misleading in imbalanced data, where the model has high accuracy despite failing to detect a threat.
Precision helps reduce false positives by ensuring that only legitimate threats are alerted, while Recall is
important for reducing false negatives, ensuring that most of the real threats are detected. F1-Score provides a
balance between precision and recall, ensuring that the model is effective in detecting threats while minimizing
errors in both false positives and false negatives.

The architecture used in GNNs in this study is with Graph Convolutional Networks (GCN) because it is
simpler, but more suitable for graphs that have a clear and consistent relationship structure. It is also very
suitable for graph-based classification data because of its ability to capture and process relationships between
nodes in the graph structure. This model can update node representations by combining information from node
neighbors through convolution layers, allowing for a better understanding of patterns and relationships in
graphs [114].

3.5. Feature Importance CatBoost Model

This model is well suited for finding the most influential features, especially in supervised learning or
classification. Although there is no single mathematical formula as it involves several complex concepts, the
Gradient Boosting approach builds predictions incrementally. One of the most common ways to select features
is by using feature importance, a technique to measure how much each feature contributes to the prediction
result. Several important metrics for assessing features, including Shape Values and Feature Importance based
on the boosting algorithm, can help in identifying the features that have the most impact on performance. In
general, the formula is as follows:

Fn(x) = Fnea(0) + Vinhm (%) (6)

where E,, (x) is a model in iteration m. h,, is a tree on iteration m. y,, is a weighting coefficient determined by
minimizing the loss function. F,,_(x) is a model in the previous iteration.

In this study, the highest or influential feature searcher with CatBoost is because it has advantages
compared to other feature search models and is very effective and accurate in feature selection and seeing how
much each feature contributes to model performance. Primarily, the use of the Catboost model provides a very
good and easy-to-understand interpretability model from "black box" data.

3.6. End

Finally, which results are the highest from GNNs testing, and which features have the highest influence
with CatBoost, with the results of these two tests there is potential for synergy and contributing to the creation
of internet security prediction models.

4. RESULTS AND DISCUSSION

This section presents the results of an analysis of the performance of the GNNs and CatBoost algorithms.
From GNNs, an evaluation was carried out by measuring accuracy, precision, sensitivity, and F1 score, looking
at the extent to which the model can classify data and its ability to improve prediction results [115], [116].
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Meanwhile, CatBoost focuses on identifying the most significant features that affect model predictions,
providing insight into the main factors that contribute to the model's performance [117], [118]. This goal is to
compare the effectiveness of the two algorithms in the context of testing different models, as well as to examine
how each model handles the complexity and characteristics of the available data.

4.1. Testing With GNNs Model

Before testing, preprocessing is done by first handling missing values by replacing them with 0 using
dffillna(0, inplace=True). Next, categorical features such as ‘'web traffic’, 'domain_ age',
'domain_registration_length', and others are encoded using LabelEncoder to convert categories into numeric
values. For numeric features, although not required, scaling can be done with StandardScaler to ensure the
features are on a uniform scale, although this section is commented out in the code. Then, the data is prepared
for PyTorch Geometric by creating edge indexes that describe the relationship between nodes and preparing
node (x) and label (y) features by converting the data into PyTorch tensor format. After that, the data is split
into training and testing sets using train_test_split, followed by converting the training and testing data into
PyTorch tensors for GNN model training.

As shown in in Table 3, it is found that the GNNs model achieves an accuracy of 93.58% which indicates
that the model has very good performance and is accurate overall. The Precision score of 93.63% indicates that
the model reliably identifies positive predictions with minimal false positives, making it the most reliable
metric among the four in identifying positive classes and minimizing false positive prediction errors. The Recall
results show the results of 93.58% of all positive cases, the value is the same as Accuracy which means it is
not only accurate but effective in detecting positive classes. It can be seen that the precision and recall values
are almost equal, indicating a balance in managing both false positives and false negatives. This also indicates
that the system works effectively in both aspects, avoiding false positive predictions, while capturing almost
all positive cases in the dataset. The F1-Score results which are a balance between Precision and Recall show
the results of 93.55%, meaning it has a very good balance.

Table 3. GNNs Model Testing Results

Testing Results
Accuracy  Precision Recall F1-Score
0.9358 0.9363 0.9358  0.9355

In the context of designing internet security prediction applications from matrix results, both Precision
and Recall play a very important role, depending on the priority of the application objectives. If Precision is
higher or more important, it avoids giving wrong warnings, and it tends to be more selective in threat prediction,
but if Recall is higher or more important, it identifies all threats, but the risk could be the wrong threat. Ideally,
one should look at the balance between precision and recall for optimal results.

From model testing with parameters covering various aspects that are important for improving model
performance, such as the number of layers, representation dimension size, activation function, batch size,
learning rate, and regularization techniques such as L2 regularization as adding penalties to large weights,
encouraging small weights, and dropout which is a technique where some units are randomly removed during
training.

As shown in Table 4, the dataset was tested with similar models, such as Graph Convolutional Networks
(GCNs), Graph Attention Networks (GATs), and GraphSAGE, to compare the performance. Using these
models, results show that while GNNs provide excellent results, other similar models can also provide
competitive performance, depending on the graph structure and the type of relationship between nodes in the
dataset. However, based on the comparison matrix, it proved to provide excellent performance compared to
other models as well due to its ability to utilize the graph structure directly in the learning process, allowing it
to capture complex relationship patterns between nodes that are difficult for other models to understand.

Table 4. Comparison of similar models with GNNs

Testing Results
Model Accuracy  Precision  Recall  F1-Score
GCNs 0.9303 0.9305 0.9303 0.9302
GATs 0.9303 0.9305 0.9303 0.9302
GraphSAGE 0.9358 0.9358 0.9358 0.9358
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4.2. Testing With CatBoost Model

From the feature importance analysis in Fig. 3, it is evident that be seen the ranking or order of how much
influence or relevance each variable has on the model prediction, especially displaying the visual or
interpretability of each feature. From the test results with the CatBoost model, the highest features in internet
security prediction are URL of Anchor, SSLfinal State, and web_traffic. The URL of Anchor feature has
the highest or most significant influence because there is information that reflects the relevance and context of
a web page. Also, this feature has a lot of keywords or comes from trusted sources which can increase the
authority and relevance of the page, thus playing a role in determining the prediction results. Thus, the
characteristics of URL of Anchor are important indicators in evaluating the quality and security of the
analyzed website. In addition, the SSLfinal State and web_traffic features show a very large influence. The
SSLfinal State feature reflects the security of the website, with sites that use valid and well-configured
SSL/TLS encryption often considered more trustworthy by users and systems. This highlights the importance
of the security aspect in model assessment. On the other hand, web_traffic measures how many and how often
users visit the site, the higher the visits, the more correlated with the quality and relevance of the site, making
it an important factor in the analysis. Overall, these three features provide deep insights into the quality and
trustworthiness of the website and contribute significantly to the predictions generated by the CatBoost model.

Feature Importances (CatBoost)
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Fig. 3. Feature Importances (CatBoost)

URL_of Anchor, SSLfinal State, and web_traffic features can help security practitioners and web
developers increase website trust and security. URL_of Anchor provides knowledge about the reputation of
the source that leads to a secure site and, ensures it comes from a trusted site. SSLfinal State ensures the use
of secure encryption (HTTPS) to protect user data increase visitor trust, and can improve a site's SEO ranking.
Meanwhile, web traffic can be used to detect potential threats such as DDoS attacks through unnatural traffic
spikes, and help developers improve site performance and security based on visitor behavior patterns. These
three features can help design an early warning system that enables rapid detection and response to threats in
internet security.

As shown in Table 5, the CatBoost model achieves an Accuracy of 96.15%, Precision of 95.70%, Recall
of 97.60%, and F1-Score of 96.64%, which shows excellent and balanced performance in all evaluation
metrics. The high AUC-ROC (99.44%) confirms the model's ability to distinguish between positive and
negative classes. The almost equal values of Accuracy, Precision, Recall, and F1-Score indicate that the model
has a consistent and effective performance, which is likely due to the balanced class distribution in the dataset.
This successfully minimizes errors on both sides (false positives and false negatives), resulting in accurate and
balanced predictions. Based on the matrix testing results, the CatBoost model shows optimal performance in
recognizing and classifying both positive and negative classes, with very low false positive and false negative
rates, suggesting that it is highly reliable in applications that require high accuracy and sensitive detection.
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Table 5. CatBoost Model Testing Results
Testing Results
Accuracy Precision Recall F1-Score AUC-ROC
0.9615 0.9570  0.9760  0.9664 0.9944

This research has limitations, especially the difficulty of generalizing to new data sets or domains, which
can lead to performance degradation if the model is not flexible enough to handle different data variations.
Overfitting is a risk when the metric is high on the training data but the model fails on the test data, due to
overfitting to the specific pattern of the training data. In addition, poor data quality or bias in the training data
can affect model results, while inappropriate metric selection can give a false picture of model performance,
especially in the context of class-imbalanced data. Highly complex models are also prone to performance
degradation when applied to different scenarios, and in the context of security, models can struggle to detect
new threats that are not present in the training data, requiring better adaptation to evolving threats. If there is a
trade-off between the two models then it is possible, that GNNs predictions are very good and graph analysis
is very powerful but interpretation is very difficult and poor. CatBoost is very good easy to understand in
interpretability, and very suitable for decision making and modeling predictions.

5. CONCLUSION AND FUTURE WORK

The test results of the Graph Neural Networks (GNNs) and CatBoost models provide different but
complementary insights into performance and important features in data analysis. The GNNs model shows
excellent performance with an Accuracy of 93.58%, Precision of 93.63%, Recall of 93.58%, and F1-Score of
93.55%. This shows that the GNNs model can provide very accurate and balanced predictions in terms of
Precision and Recall, demonstrating its ability to understand and generalize complex patterns in structured data
such as graphs.

The CatBoost model test results identified important features that influence the prediction of
URL of Anchor, SSLfinal State, and web_traffic. Of the three features, it was proven to be significant in
determining the quality and credibility of the website, with URL _of Anchor focusing on the relevance of the
link to be visited, SSLfinal State assessing the security aspect, and web _traffic reflecting the popularity of the
many Visits.

This research highlights the utility of combining Graph Neural Networks (GNNSs) for pattern recognition
and CatBoost for feature interpretation, providing a dual perspective that improves internet security predictions.
The combination of insights from these two models not only enables accurate and balanced predictions thanks
to GNNs' ability to leverage graph data structures but also provides a clearer understanding of the analyzed
data through the interpretation of features generated by CatBoost. By identifying key features that drive
predictions, CatBoost offers actionable insights to improve web security, while GNNs provide a solid
foundation for decision-making by leveraging relationships between entities in the graph. This combination
provides a more comprehensive and in-depth understanding of the data, which is crucial in the context of
strengthening internet security systems.

It is expected that in the future we can focus on exploring and integrating new features to improve the
accuracy and capability of the model in predicting internet security, in addition to more features and data to
capture wider variability in internet security patterns. Moreover, we can test with other DL models such as
CNN, RNN, and others or compare additionally, employing interpretability tools like LIME and SHAP can
enhance feature understanding, while deploying the models in adversarial environments can validate their
robustness against sophisticated cyber threats.
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