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Abstrak

Penggunaan teknologi informasi dalam dunia pendidikan telah menjadi kebutuhan
utama untuk meningkatkan kinerja institusi. Institut Bisnis Muhammadiyah Bekasi
telah memanfaatkan IT dalam seluruh kegiatan operasionalnya yang diberi nama
Sistem Informasi Akademik Terpadu. Penelitian bertujuan untuk menganalisis dan
membandingkan framework OWASP dan ISSAF dalam melakukan penilaian
kerentanan pada Sistem Informasi Akademik Institut Bisnis Muhammadiyah
Bekasi.

Penelitian ini menggunakan metode Vulnerability Assessment and Penetration
Testing dengan menggunakan framework OWASP dan ISSAF. Framework OWASP
meliputi proses tahapan Recconaisance, Scanning, Exploitation, Maintaining
Access, dan Reporting. Framework ISSAF meliputi tahapan Information Gathering,
Network Mapping, Vulnerbility Identification, Penetration, dan Reporting. Hasil
pengujian kemudian didokumentasikan dan dibuatkan rekomendasi tindakan
mitigasi atas temuan yang didapat.

Dari penelitan yang telah dilakukan, Pengujian menggunakan framework OWASP
berdasarkan daftar risiko keamanan OWASP Top 10 mendapatkan hasil bahwa
sistem aman dari percobaan serangan SQL Injection, XXE, XSS, Insecure
Deserialization, dan Insufficient Logging and Monitoring. Namun sistem memiliki
kerentanan pada Broken Authentication, Sensitive Data Exposure, Broken Access
Control, Security Missconfiguration, dan Using Component with Known
Vurnelabilities. Kemudian pengujian menggunakan framework ISSAF, ditemukan
kerentanan pada sistem yaitu Sensitive Data Exposure dan Session Hijacking with
Cookie, namun sistem aman dari percobaan serangan SQL Injection, XSS, dan
Broken Access Control. Dari hasil yang didapat, penelitian menyimpulkan bahwa
sistem informasi akademik Institut Bisnis Muhammadiyah Bekasi masih dalam
kategori aman, namun terdapat beberapa bagian yang harus segera diperbaiki.
Adapun rekomendasi tindakan mitigasi yang disarankan dalam penelitian ini adalah
sistem hendaknya dilakukan pembaruan pada versi JS Library dan Bootstrap yang
digunakan untuk mencegah munculnya celah keamanan baru, konfigurasi server
lebih diperketat, dan rutin memonitoring sistem agar jika terdapat aktivitas
mencurigakan dapat segera diantisipasi.

Kata kunci: OWASP, ISSAF, Penetration Testing, Penilaian Kerentanan, Sistem
Informasi Akademik
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Abstract

In the modern educational landscape, the use of information technology has
become a crucial requirement for enhancing institutional performance. Institut
Bisnis Muhammadiyah Bekasi has utilized IT in all its operational activities under
the name Integrated Academic Information System. This research aims to analyze
and compare the OWASP and ISSAF frameworks in assessing vulnerabilities in the
Academic Information System of Institut Bisnis Muhammadiyah Bekasi.

This research employs the Vulnerability Assessment and Penetration Testing
method using the OWASP and ISSAF frameworks. The OWASP framework includes
stages of Reconnaissance, Scanning, Exploitation, Maintaining Access, and
Reporting. The ISSAF framework involves stages of Information Gathering,
Network Mapping, Vulnerability Identification, Penetration, and Reporting. The
testing results are then documented, and mitigation recommendations are provided
based on the findings.

From the research conducted, testing using the OWASP framework based on the
OWASP Top 10 security risks revealed that the system is secure against attempted
SQL Injection, XXE, XSS, Insecure Deserialization, and Insufficient Logging and
Monitoring attacks. However, the system is vulnerable to Broken Authentication,
Sensitive Data Exposure, Broken Access Control, Security Misconfiguration, and
Using Components with Known Vulnerabilities. Meanwhile, testing using the
ISSAF framework identified vulnerabilities in the system, such as Sensitive Data
Exposure and Session Hijacking with Cookies, but the system is secure against
attempted SQL Injection, XSS, and Broken Access Control attacks. Based on the
results obtained, the research concludes that the academic information system of
Institut Bisnis Muhammadiyah Bekasi is generally secure, though some areas need
immediate improvement. The recommended mitigation actions include updating the
JS Library and Bootstrap versions used to prevent new security gaps, tightening
server configuration, and regularly monitoring the system to promptly address any
suspicious activities.

Keywords: OWASP, ISSAF, Penetration Testing, Vulnerability Assessment,
Academic Information System.
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