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ABSTRACT

Users use tiktok to share photos and videos, comment, and also
features to like a video that is uploaded. More and more people
use tiktok, but more and more irresponsible users whose
accounts are used to torture others online. As a result,
cyberbullying is still rampant on tiktok the investigation
process in cyberbullying situations and to find the necessary
seven digital evidence. The initial stage is the collection stage,
where evidence such as files, documents, data, and physical
evidence is collected. The examination stage is the stage of
examining the data obtained from the previous location. The
analysis stage is the stage of reviewing the data obtained from
the last step the analysis stage, where the examination results
are analyzed in depth. Finally, the reporting stage is the
preparation of a report containing the results of the analysis that
has been carried out. Tools FTK imager digital evidence of
captions usernames of tiktok actors. Tools video cache view
digital evidence of deleted video posts, content, and videos that
have become images. tools browser history capturer digital
evidence in the form of date, time of occurrence, and web
browser. Tools browsing history view digital proof of activity
history, namely date and time, caption uploads and web types,
and user names. On tiktok, every action leaves a digital trail.
Investigators can follow and collect evidence of various
activities, such as captions, images, and posted videos.

Keywords
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1. INTRODUCTION

The development of social media is so rapid from year to year.
Its users use tiktok to share photos and videos, comment and
also features to like an uploaded video. Social media is easily
understood as a digital platform that offers users tools to engage
in social activities while producing content [1]. Social media
platforms allow users to communicate, connect, and share
information and content in images and videos of varying
lengths. All users will have access to uploaded content for a full
day [2]. The evolution of social media is a component of the
development of the Internet. Social media has grown rapidly
and rapidly due to its presence from a few decades ago. This
allows anyone with access to an internet connection to
disseminate information or content at any time and from any
location. Almost everyone who Uses social media will be able
to use and enjoy tiktok by 2022. tiktok users, especially in
indonesia, are claimed to exceed 99.1 million users in April
2022 [3]. A total of 136.4 million users makes indonesia the
second largest user after the United States. The average age of
tiktok users in indonesia is 18 years and above, 66 percent
female and 34 percent male. Undoubtedly, marketers can use
these statistics to advance and strengthen their brands. One of
the most widely used social media platforms, tiktok, offers a
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selection of videos with a maximum duration of three minutes
[4]. According to data from the website data reportal and poll
findings from cocial in 2021, there are 170 million active social
media users in indonesia, 61.8% of the country's total
population. Compared to 2020, this may increase by 10 million
people or 6.3% [5]. Every year, more and more people use
tiktok, but there are more and more irresponsible users whose
accounts are used to torment others online. As a result,
cyberbullying is still rampant on tiktok. Unfortunately, there
has been a lot of cyberbullying and fraud on tiktok over the past
three years [6]. Cyberbullying is carried out through
intermediaries such as messages containing insulting or
offensive sentences, such as abnormal, cowardly, strange,
effeminate, stupid, terrible, crazy, ugly, dangerous, and
hypocritical [7]. NIST approach, developed by the national
institute of standards and technology, is used in this study to
examine the results of digital forensics or investigation
processes in cyberbullying situations and to find the necessary
digital evidence [8]. Collection, examination, analysis, and
reporting are the steps used to complete the analysis. NIST
technique is used because it offers a systematic and structured
analysis approach, making it easier to get the data or evidence
need [9]. In obtaining digital evidence, this research will
analyze the findings of investigations conducted on the
evidence collected, emphasizing the issue of crime on the tiktok
web [10]. This project aims to produce digital proof through
results from digital evidence analysis, which can support
evidence from criminal cases, including cyberbullying, in court
[11]. Tools such as FTK Imager and other forensic tools are
expected to facilitate and accelerate the discovery of digital
evidence in this research [12]. The goal is to inform readers
about using the tiktok web to find digital evidence.

2. LITERATURE STUDY
2.1 Digital Forensics

Digital forensics, or forensic science used to investigate a case
in searching for forensic information and finding content on
digital devices, is needed to know what cybercrime is. Digital
forensic science courses require expertise in various fields,
including legal studies [13]. According to the type of digital
device used, the technical part of the investigation is divided
into several sub branches, consisting of forensic data analysis,
computer forensics, network forensics, and mobile device
forensics. Current forensic procedures include seizure, forensic
imaging, examination of digital materials, and report writing
based on evidence collected from the results of the forensic
process Tracking illicit activity in the cyber sphere is also
strongly tied to digital forensics. Investigations can track out
the perpetrators of cybercrimes with the aid of experts in digital
forensics, gather digital evidence, and bring the necessary legal
cases [13].
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2.2 National Institute of Standard
Technology

Forensic analysis procedures are performed using the national
institute of standards and technology. Cybercrime cases are
solved by the NIST method in four stages: collection,
examination, analysis, and reporting are the first three stages.
The following procedure outlines the stages of research so that
can be carried out systematically and applied to solve existing
problems. [14].

2.3 Chain Of Custody

Chain of Custody (CoC), or the process of recording evidence,
guarantees the evidence's validity level. Electronic forensics of
chain of custody requires caution due to the irregular nature of
digital data. For example, different timestamps (modified-
created access) in log files might contaminate the digital
evidence, rendering it unusable as evidence in court. When a
computer is acquired, the initial handling largely depends on
whether the computer is turned on or off [15].

2.4 Pre Acquisition

Pre-Acquisition is everything to prepare for searching,
identifying, and acquiring evidence in handling a case, such as
equipment, computer hardware, and software that will be used
for acquisition [16].

2.5 Core Acquisition

Core Acquisition is the core of acquisition where the digital
forensic process runs when preparations for purchase have been
fulfilled, and the forensic expert begins to carry out his duties
according to applicable procedures such as collection,
examination, analysis, and reporting [17].

2.6 Acquisition

The techniques used to conduct the acquisition should be
comprehensive and competent in selecting the most
appropriate means based on conditions, cost, and time and
document the choice to use specific proper methods and
instruments at the time of acquisition. The techniques should
be applicable, repeatable with identical results, and able to
demonstrate that the copy findings are the same as the original
evidence [18].

2.7 Digital Evidence

Browser History Capturer lets easily capture web browser
history from windows computers. The tool can be run from a
USB dongle or via a remote desktop connection to record
history from chrome, edge, firefox, and internet explorer web
browsers. The history file is copied to the selected destination
in its original format, allowing it to be analyzed later using the
tool of choice [19].

2.8 Cyberbullying

Cyberbullying is a criminal practice that utilizes a computer or
computer network as a tool, target, or setting for crime. Fraud,
including online auctions, check cashing, credit cards
(carding), guardianship, identity theft, and pornography, in this
case, users, etc, are examples. Cyberbullying is illegal and
harmful, and therefore, it is important to use digital forensic
tools to uncover and combat these acts of cyberbullying. [20].
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2.9 Data Recovery

Data Recovery is restoring a system or data to its original,
undamaged state after it has been damaged, failed, or
inaccessible [21].

2.10 Tiktok

Figure 1 tiktok is a social network offering unique and exciting
resources for app users. It is simple to create entertaining short
videos that will interest a large audience of the material made.
In september 2016, tiktok, the introduction of the chinese social
network and music video platform. The app is used to produce
short movies with background music that are well liked by both
adults and children [22].
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Figure 1. Tiktok View

2.11 FTK Imager

Access Data developed a digital forensic acquisition tool, FTK
Imager. Although FTK Imager is free, its features and
capabilities are on par with expensive paid applications. This
makes it a popular choice among digital forensics professionals
and cybercrime investigators, being able to access advanced
tools at no extra cost. FTK Imager has several features that
support the process of data acquisition from various devices,
making it easier for investigators to collect digital evidence for
investigative purposes [23].

2.12 Browsing History View

Browsing History View is a digital forensics tool that allows
investigators to quickly evaluate and retrieve data about all
websites that have been visited. Each entry in the table contains
several important details, such as the title of the web page, the
entire website URL, the date and time of the visit, down to the
minute, and even information on how often the user visited the
website. The tool displays the data in an easy-to-read table in
the context of digital forensics. This tool is helpful because it
allows investigators to carefully and deeply examine the traces
of a user's online behavior to recognize specific web pages [24].

2.13 Browser History Capturer

Figure 2 an essential tool in the field of digital forensics is
browser history capture. This tool stores or collects information
about the online browsing history on a computer or other
device. Using digital forensics tools, investigators can follow
the trail of a user's online activities, including websites visited,
pages viewed, date and time of access, and other essential facts
for investigating cyberbullying and other online crimes. These
tools allow forensic investigators to collect strong digital
evidence during investigations and law enforcement activities.
In addition, browser history recorders are essential for
recovering data that the perpetrator may have destroyed. It can
be vital evidence to identify crimes and take fair legal action.
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Figure 2. Browser History Capturer View

2.14 Video Cache View

Figure 3 tools that work by retrieving data from the browser's
cache files and identifying video files based on the file
extension used by the website [25]. Once a video file is found,
users can click on it to play the video or save it into a separate
file.

[ VideoCacheView — O X

. VideoCacheView v3.09
Copyright (¢) 2007 - 2022 Nir Sofer
Web site: https://'www.nirsoft.net

Description

After watching a video in a Web site, you may want to save the video file into your local
disk for playing it offline in the future. If the video file is stored in your browser's cache, this
utility can help you to extract the video file from the cache and save it for watching it in the
future.

It autematically scans the entire cache of Internet Explorer, Mozilla-based Web browsers
(Including Firefox), Opera, and Chrome, and then finds all video files that are currently
stored in it. It allows you to easily copy the cached video files into another folder for
playing/watching them in the future. If you have a movie player that is configured to play flv
files, it also allows you to play the video directly from your browser's cache.

Versions History

« Version 3.09
o Updated to read the Cache Data subfolder in the new version of Chrome Web
browser.

s Version 3.08 v

o Undated to work properly with the cache partitioning string on the latest

Figure 3. Video Cache View

2.15 Web Browser

The browser where tiktok Web does not use the application
provided by the developer in playstore. tiktok web can be used
without an application and is installed first using a web browser
on a PC. A web browser is software designed to store all data
users enter when using the internet, including passwords,
timestamps, URL history, and search term Using tiktok web in
a browser allows one to investigate and collect digital evidence
related to cyberbullying on the platform. This is an essential
step towards uncovering cybercrime and providing justice for
victims of cyberbullying. A systematic and thorough
examination of digital evidence is crucial to building a solid
case against the perpetrators and ensuring they are held
accountable for their actions. [26].
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3. RESEARCH METHODS

This research uses the investigation process of the National
Institute Of Standards And Technology digital forensic
analysis step. The National Institute Of Standards And
Technology step consists of 4 stages. The scheme of the four
stages can be seen in Figure 4.

Collection Analysis Reporting

Figure 4. National Institute of Standards And Technology
Step

Figure 4 illustrates the steps of the national institute of
standards and technology step. The initial stage is the collection
stage, where evidence such as files, documents, data, and
physical evidence is collected. The next step is the examination
stage of examining the data obtained from the previous
location. After that, the analysis stage will get the results of
each of the FTK imager tools, browser history capturer,
browsing history view, and video cache view to get evidence
of data results in the form of video photos and comments, and
conversations on tiktok. The last stage is reporting [27]. At this
stage, reporting will be carried out based on the results of the
analysis that has been carried out.

4. RESULTS AND DISCUSSION

Figure 5, the perpetrator accesses tiktok with a chrome web
browser using a laptop, then logs in to tiktok by entering their
email and cellphone number, then verifies the data with the
OTP code obtained on the perpetrator's cellphone after that, the
perpetrator enters the OTP code into the laptop used to log in
to tiktok after the computer is connected to tiktok the
perpetrator creates bullying.

The perpetrator
opens the laptop and

accesses the tiktok
f—% web
-
g
= =
Perpetrator The perpetrator logs in
or opens the tiktok

web by using a tiktok
account

Content that has
been posted by
the perpetrator

The perpetrator enters the
tiktok web and then posts

the content that has been

created

Figure 5. Pre-Incident Cyberbullying

content for the victim Figure 6 shows that the perpetrator's
actions are recorded at this stage and take center stage in the
investigation process. In this case simulation, the perpetrator's
steps in bullying the victim on the tiktok platform have been
successfully recorded and will become crucial digital evidence
in the investigation. This stage plays a key role in documenting
the acts of cyberbullying committed by the perpetrator. This
process is essential in collecting digital evidence that will later
be used in investigating this case. By recording the steps of the
perpetrator, the investigating team can better understand the
perpetrator's actions.
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Figure 6. Case Incident Cyberbullying

Figure 6 of the incident on tiktok where the victim sees a post
uploaded by the perpetrator, the victim becomes moody or
insecure because the perpetrator's content contains bullying
videos, so the victim feels bullied after that the victim
comments on the perpetrator's content and the perpetrator
deletes the content because the victim has seen the content
created by the perpetrator. Also, the uploaded content has been
watched a lot. The post incident stage can be seen in Figure 7.

The victim reports to the
authorities about the

content uploaded by the
@ perpetrator.

Police
Victim

Collecting digital
evidence data that
has been deleted by
the perpetrator

Evidence has been

obtained using

digital forensic

tools

=

Perpetrator's laptop Digital Forensics

Figure 7. Post-Incident Cyberbullying

Figure 7, the victim who felt his good name was destroyed
made a report to the authorities where the victim reported the
content uploaded by the perpetrator. After that, the police or
investigator collected digital evidence deleted by the
perpetrator and then conducted digital forensics using several
digital forensic tools.

4.1 Collection

The evidence collection stage is critical in the investigation
process and is carried out carefully and thoroughly. This is done
by preparing equipment or tools that will be used to obtain the
necessary evidence. These tools include digital forensic
software, specialized hardware, and various other devices
needed. Details about the tools that will be used can be seen in
Table 1. The evidence collection process must be carried out by
applicable digital forensic standards and guidelines to ensure
the integrity and validity of the evidence obtained. The stages
in the National Institute Of Standards And Technology (NIST)
method, namely Collection, Examination, Analysis, and
Reporting, guide the collection and handling of digital
evidence. This structured approach ensures that digital
evidence is gathered and handled with high integrity and can be
used effectively to support the law enforcement process.
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Table 1. Tools and Materials

Name Description
Laptop Laptop media used to obtain data.
Tiktok Tiktok object application for the

forensic process
Web Browser application for accessing
object applications

Web Browser

FTK Imager FTK Imager the data obtained is
evidence of captions written by the
perpetrator.

Browser History | Browser History Capturer data in the

Capturer form of capture logs on the available
web.

Browsing Hitory | | was browsing history view data

View obtained from the perpetrator's activity
in the web browser and evidence of the
perpetrator's bullying.

Video Cache Video Cache View digital evidence is

View obtained through videos and photos

posted by the perpetrator on tiktok.

Each shows the tools investigators will prepare to investigate
cyberbullying fraud cases and produce digital evidence. These
tools consist of 2 types, namely hardware and software.

4.2 Examination

The examination stage is collecting, securing physical
evidence, and collecting data. Physical evidence found is one
laptop found in a lit state. Physical evidence can be seen in
Figure 8.

Figure 8. Physical Evidence Of Laptop

Figure 8 shows the MSI laptop belonging to the perpetrator that
has been found. The computer is then processed forensically by
taking data which will be done through laptop capture using the
browser and browser history capture tools. Stages in the RAM
data retrieval process using the browser tool. The browser is
used to retrieve data and information from memory.

4.3 Analysis
4.3.1 Analysis Tools FTK-Imager

Table 2, the FTK imager tool can see the results of the
examination carried out using the FTK-Imager tool. The results
of evidence can be found in the form of captions from the tiktok
content that has been deleted, along with the username or
account used by the perpetrator to enter tiktok.
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Table 2. FTK Imager Tools Results

Information Result Description
Account bean1808639 Successful
username
Caption You ugly, ugly person | Successful

@user9563777420687

4.3.2 Analysis tools Video Cache View v3.09

Figure 9 of the video cache view v3.09 tool shows that the
results of this tool display a list of all files currently stored in
the cache. For each cached file, the following information is
displayed: URL, content type, file size, last accessed time,
expiration time, server name, server response, and more. Can
easily select one or more items from the cache list, then extract
the files to another folder or copy the list of URLs to the
clipboard.

=0 it

Figure 9. Video Cache View Tools Results

4.3.3 Analysis Tools Browsing History View v2.54

Figure 10 of the browsing history view tool shows the results
of this tool reading the history data of different web browsers
(mozilla firefox, google chrome, internet explorer, microsoft
edge, opera) and displaying the browsing history of all these
web browsers in one Table. The browsing history Table
includes the following information: visited url, title, visit time,
number of visits, web browser, and user profile. Browsing
history view allows viewing the browsing history of all user
profiles in a running system and getting the browsing history
from an external hard drive. With this tool, users have better
access to browsing history data, allowing more in depth
analysis of online activities and using different web browsers.

1 Properties X
URL:
Tite: Dasar jelek Jelek kali k | TikTok|
Visit Time: 08/02/2023 14:36:07

Visit Count 3
Visited From:

Visit Type: Link

VisitDuration:  00:00:14.218

Web Browser:  Chrome

User Profile: msi

Browser Profile:  Profile 17

URL Length: ]

Typed Count. )

History File: CUsersiM § IppDatalL DataiProfile 17\History

Record ID; 707

Figure 10. Browsing History View Tools Result

4.3.4 Analysis Tools Browser History Capturer
vi4.1l

Figure 11, the tool can be seen recording web browser history
from a Windows computer. The device can be run from a USB
dongle or via a remote desktop connection to record history
from Chrome, Edge, Firefox, and Internet Explorer web
browsers. The history file is copied to the selected destination
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in its original format to be analyzed later using optional tools.
Using this tool, the investigative team can collect relevant
browsing history data to understand the perpetrators'
cyberbullying acts in more detail and systematically with the
methods used to provide digital solid evidence in this
investigation for the cyberbullying case handled by the
investigator.

i Vil €+ BHE2/20E% i 00242023

Figure 11. Browser History Capturer

4.3 Reporting

Table 3 of this reporting stage, the results of digital evidence
successfully obtained from the steps using the NIST method
have been carried out by the perpetrator in committing a crime
on tiktok.

Table 3. Unit Details

Device Name Processor RAM

Laptop MSI GF63 Laptop MSI GF63 Intel
Core® Core™ j5-10500H

@2.50GHz 8.0GB

Table 3, the information obtained on the physical evidence
found is a laptop that has been examined and analyzed to get
the results of digital proof. Table 4 is the result of a report that
has been found using forensic tools FTK imager, browsing
history view, browser history capturer, and video cache view
using the national institute of justice method of obtaining
digital evidence that has been listed.

Table 4. Results of Digital Forensic Tools

ETK Video Browser Browsing
Results Imager Cache History History
g View Capturer View
Username v
Caption v
Activity
history v v
Caption
uploads v
Video
post v
Image
snippet v
Type of v
web used

Table 4 is digital evidence found from cyberbullying cases
using four forensic tools. FTK imager tools can find digital
proof in the form of captions of the username used by the
perpetrator to enter the tiktok account. Video cache view tools
find digital evidence through video posts that have deleted
content and video pieces that have become images. The
browser history capturer tool finds digital proof in the form of
a web visit history in the form of the date and time of the
incident and the web browser used. The last tool, browsing
history view, finds digital evidence in the record of activity
histories such as date and time, uploaded captions made, and
the type of web used, username or user, and URL.
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5. CONCLUSIONS

Forensic evidence is collected through various stages and tools,
such as browser data capture, memory capture, browsing
history view, and video cache. These tools include browser
history capture, FTK imager, browsing history view, and video
cache view. FTK Imager is utilized to uncover digital evidence
like captions and usernames on tiktok accounts. Video Cache
View helps find digital proof from deleted video posts and
video fragments turned into images. Browser History Capturer
reveals digital evidence in web visit history, including the date,
time, and the web browser. Lastly, Browsing History View
identifies digital evidence related to activity history, including
date, time, caption uploads, web type, usernames, and URLSs.
This study employs the National Institute of Standards and
Technology (NIST) method, which has proven effective in
forensic processes on web-based applications, particularly
tiktok, for collecting and analyzing digital evidence in cases of
cyberbullying. The process encompasses four key stages:
Collection, Examination, Analysis, and Reporting.
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